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Quantum Random Oracle Model

• (Classical) ROM: Modelling a hash function 𝐻𝐻 . : {0,1}∗→ {0,1}𝑙𝑙 as a random 
oracle:

Adversary 𝐴𝐴Game

𝑓𝑓 ← $ Funcs[ 0,1 ∗, {0,1}𝑙𝑙]

𝐻𝐻 . 𝑥𝑥
𝑓𝑓(𝑥𝑥)
𝑦𝑦
𝑓𝑓(𝑦𝑦)



Quantum Random Oracle Model

• QROM: Modelling a hash function 𝐻𝐻 . : {0,1}∗→ {0,1}𝑙𝑙 as a quantum random 
oracle:

Adversary 𝐴𝐴Game

𝑓𝑓 ← $ Funcs[ 0,1 ∗, {0,1}𝑙𝑙]

𝐻𝐻 .

𝛼𝛼 ⟩|𝑓𝑓(𝑥𝑥) + 𝛽𝛽 ⟩|𝑓𝑓(𝑦𝑦)

𝛼𝛼 ⟩|𝑥𝑥 + 𝛽𝛽 ⟩|𝑦𝑦
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IND-CCA-secure KEMs in the QROM

OW-secure PKE 
FO𝑚𝑚
⊥

IND-CCA-secure KEM
(ROM) [HHK17]

[HHK17]: Hofheinz, D., Hövelmanns, K., and Kiltz, E., A Modular Analysis of the Fujisaki-Okamoto Transformation, TCC 2017.



IND-CCA-secure KEMs in the QROM

OW-secure PKE IND-CCA-secure KEM
(QROM) [JZC+18]

[JZC +18]: Jiang, H., et. al., IND-CCA-Secure KEM in the Quantum Random Oracle Model, Revisited, CRYPTO 2018.

FO𝑚𝑚
⊥
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Mix of McEliece
and Niederreiter

PKE schemes

FO𝑚𝑚
⊥-like transform

NTS-KEM

(𝑛𝑛, 𝜏𝜏, 𝑙𝑙)

# of errors Key lengthCodeword 
length = 2𝑚𝑚

𝐻𝐻𝑙𝑙 . : {0,1}∗⟶ 0,1 𝑙𝑙

(uses the SHA3-256 hash function)
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• Key generation:

KGen

1𝜆𝜆 pk = (𝐐𝐐, 𝜏𝜏, 𝑙𝑙),

sk = (𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩, 𝐳𝐳, pk)

𝐐𝐐 ∈ F2
𝑘𝑘 x (𝑛𝑛−𝑘𝑘)is used in 

the McEliece-type 
encryption of messages

Used in the decoder 𝐩𝐩 ∈ F𝑛𝑛𝑛𝑛 denotes a permutation

𝐳𝐳 ∈ F2𝑙𝑙 is used in the 
decapsulation of invalid 
ciphertexts
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Decode 𝐜𝐜 = (𝟎𝟎𝒂𝒂 |𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄) ∈ F2𝑛𝑛 using (𝐚𝐚∗,𝐡𝐡∗)
to get a permuted error 𝐞𝐞′

Invert permutation using 𝐩𝐩 ∈ F𝑛𝑛𝑛𝑛 to obtain 
error vector 𝐞𝐞

𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) and compute 𝐤𝐤𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃

𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐤𝐤𝐞𝐞|𝐞𝐞)
If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐤𝐤𝐞𝐞 and hw 𝐞𝐞 = 𝜏𝜏



NTS-KEM Specification

• Decapsulation* (older):

Decap
𝐜𝐜∗ = (𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)

sk = (𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩, 𝐳𝐳)

Decode 𝐜𝐜 = (𝟎𝟎𝒂𝒂 |𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄) ∈ F2𝑛𝑛 using (𝐚𝐚∗,𝐡𝐡∗)
to get a permuted error 𝐞𝐞′

Invert permutation using 𝐩𝐩 ∈ F𝑛𝑛𝑛𝑛 to obtain 
error vector 𝐞𝐞

𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) and compute 𝐤𝐤𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃

𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐤𝐤𝐞𝐞|𝐞𝐞)
If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐤𝐤𝐞𝐞 and hw 𝐞𝐞 = 𝜏𝜏

𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐳𝐳|𝟏𝟏𝒂𝒂|𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)
Otherwise



Bug in the initial ROM proof

• Failed to account for the following ciphertexts:

𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄)



Bug in the initial ROM proof

NTS-KEM Decoder𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄)

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

• Failed to account for the following ciphertexts:



Bug in the initial ROM proof

NTS-KEM Decoder

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄)𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄)

• Failed to account for the following ciphertexts:



Bug in the initial ROM proof

NTS-KEM Decoder

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏

𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄) 𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄)

• Failed to account for the following ciphertexts:



Bug in the initial ROM proof

NTS-KEM Decoder

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄) 𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) Encode

(𝐐𝐐, 𝜏𝜏, 𝑙𝑙)

• Failed to account for the following ciphertexts:
If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏



Bug in the initial ROM proof

NTS-KEM Decoder

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄) 𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) Encode

(𝐐𝐐, 𝜏𝜏, 𝑙𝑙)

𝐜𝐜∗ = (𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)

• Failed to account for the following ciphertexts:
If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏



Bug in the initial ROM proof

NTS-KEM Decoder

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄) 𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) Encode

(𝐐𝐐, 𝜏𝜏, 𝑙𝑙)

𝐜𝐜∗ = (𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)

• Failed to account for the following ciphertexts:

• Because of NTS-KEM correctness:

If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏

Encap
pk



Bug in the initial ROM proof

NTS-KEM Decoder

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄) 𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) Encode

(𝐐𝐐, 𝜏𝜏, 𝑙𝑙)

𝐜𝐜∗ = (𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)

• Failed to account for the following ciphertexts:

• Because of NTS-KEM correctness:

If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏

For any error 
• 𝐞𝐞′ ∈ F2𝑛𝑛

(with hw e = 𝜏𝜏)

Encap
pk



Bug in the initial ROM proof

NTS-KEM Decoder

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄) 𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) Encode

(𝐐𝐐, 𝜏𝜏, 𝑙𝑙)

𝐜𝐜∗ = (𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)

• Failed to account for the following ciphertexts:

• Because of NTS-KEM correctness:

If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏

For any error 
• 𝐞𝐞′ ∈ F2𝑛𝑛

(with hw e = 𝜏𝜏)

Encap
pk

(𝐊𝐊, 𝐜𝐜′)



Bug in the initial ROM proof

NTS-KEM Decoder

(𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩)

𝐜𝐜′ = (𝐜𝐜𝒃𝒃 |𝐜𝐜′𝒄𝒄) 𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) Encode

(𝐐𝐐, 𝜏𝜏, 𝑙𝑙)

𝐜𝐜∗ = (𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)

• Failed to account for the following ciphertexts:

• Because of NTS-KEM correctness:

If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏

For any error 
• 𝐞𝐞′ ∈ F2𝑛𝑛

(with hw e = 𝜏𝜏)

Encap
pk

(𝐊𝐊, 𝐜𝐜′)

Invalid 𝐜𝐜′ “accepted” by 
older NTS-KEM Decap! 



NTS-KEM Specification

• Decapsulation* (older):

Decap
𝐜𝐜∗ = (𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)

sk = (𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩, 𝐳𝐳)

Decode 𝐜𝐜 = (𝟎𝟎𝒂𝒂 |𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄) ∈ F2𝑛𝑛 using (𝐚𝐚∗,𝐡𝐡∗)
to get a permuted error 𝐞𝐞′

Invert permutation using 𝐩𝐩 ∈ F𝑛𝑛𝑛𝑛 to obtain 
error vector 𝐞𝐞

𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) and compute 𝐤𝐤𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃

𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐤𝐤𝐞𝐞|𝐞𝐞)
If 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐤𝐤𝐞𝐞 and hw 𝐞𝐞 = 𝜏𝜏

𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐳𝐳|𝟏𝟏𝒂𝒂|𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)
Otherwise



NTS-KEM Specification

• Decapsulation:

Decap
𝐜𝐜∗ = (𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)

sk = (𝐚𝐚∗,𝐡𝐡∗,𝐩𝐩, 𝐳𝐳, pk)

Decode 𝐜𝐜 = (𝟎𝟎𝒂𝒂 |𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄) ∈ F2𝑛𝑛 using (𝐚𝐚∗,𝐡𝐡∗)
to get a permuted error 𝐞𝐞′

Invert permutation using 𝐩𝐩 ∈ F𝑛𝑛𝑛𝑛 to obtain 
error vector 𝐞𝐞

𝐞𝐞 = (𝐞𝐞𝒂𝒂 |𝐞𝐞𝒃𝒃 |𝐞𝐞𝒄𝒄) and compute 𝐤𝐤𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃

Encode
𝐜𝐜′

𝐞𝐞

pk =
(𝐐𝐐, 𝜏𝜏, 𝑙𝑙)

𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐤𝐤𝐞𝐞|𝐞𝐞)
If 𝐜𝐜′ = 𝐜𝐜∗ and hw 𝐞𝐞 = 𝜏𝜏

𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐳𝐳|𝟏𝟏𝒂𝒂|𝐜𝐜𝒃𝒃 |𝐜𝐜𝒄𝒄)
Otherwise



Changes to NTS-KEM Decapsulation

If Encode pk,𝐞𝐞 = 𝐜𝐜∗ and hw 𝐞𝐞 = 𝜏𝜏



Changes to NTS-KEM Decapsulation

If Encode pk,𝐞𝐞 = 𝐜𝐜∗ and hw 𝐞𝐞 = 𝜏𝜏 ⇒ 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏



Changes to NTS-KEM Decapsulation

If Encode pk,𝐞𝐞 = 𝐜𝐜∗ and hw 𝐞𝐞 = 𝜏𝜏 ⇒ 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏

Preserves the tightness of intended ROM proof for NTS-KEM.



Changes to NTS-KEM Decapsulation

If Encode pk,𝐞𝐞 = 𝐜𝐜∗ and hw 𝐞𝐞 = 𝜏𝜏 ⇒ 𝐻𝐻𝑙𝑙 𝐞𝐞 = 𝐜𝐜𝒃𝒃 − 𝒆𝒆𝒃𝒃 and hw 𝐞𝐞 = 𝜏𝜏

Preserves the tightness of intended ROM proof for NTS-KEM.

FO𝑚𝑚
⊥-style reencoding check makes NTS-KEM secure in QROM!



Comparisons b/w NTS-KEM and FO𝑚𝑚
⊥



Comparisons b/w NTS-KEM and FO𝑚𝑚
⊥

If Encode pk,𝐞𝐞 = 𝐜𝐜∗…



Comparisons b/w NTS-KEM and FO𝑚𝑚
⊥

𝐻𝐻𝑙𝑙(𝐳𝐳|𝟏𝟏𝒂𝒂|𝐜𝐜)



Comparisons b/w NTS-KEM and FO𝑚𝑚
⊥

𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐤𝐤𝐞𝐞|𝐞𝐞)



Comparisons b/w NTS-KEM and FO𝑚𝑚
⊥

𝐦𝐦 = 𝐞𝐞𝒂𝒂 𝐤𝐤𝐞𝐞)
𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐤𝐤𝐞𝐞|𝐞𝐞𝒂𝒂|𝐞𝐞𝒃𝒃|𝐞𝐞𝒄𝒄)



Comparisons b/w NTS-KEM and FO𝑚𝑚
⊥

𝐞𝐞← $F2𝑛𝑛 (with hw 𝐞𝐞 = 𝜏𝜏)
𝐦𝐦 = 𝐞𝐞𝒂𝒂 𝐻𝐻𝑙𝑙 𝐞𝐞 )



Proving Security of NTS-KEM in QROM

OW-security of PKE IND-CCA-security of 
KEM = FO𝑚𝑚

⊥[PKE, 𝐺𝐺, 𝐻𝐻]
QROM



Proving Security of NTS-KEM in QROM

OW-security of PKE QROM

errors in NTS-KEM ≈ messages in FO-transform

IND-CCA-security of 
KEM = FO𝑚𝑚

⊥[PKE, 𝐺𝐺, 𝐻𝐻]



Proving Security of NTS-KEM in QROM

OW-security of PKE QROM

errors in NTS-KEM ≈ messages in FO-transform

EOW-security [ACP+19]
of NTS–

IND-CCA-security of 
NTS-KEM

QROM

[ACP+19]: Albrecht, M., et. al., NTS-KEM: NIST PQC Second Round Submission, 2019. [https://nts-kem.io/]

IND-CCA-security of 
KEM = FO𝑚𝑚

⊥[PKE, 𝐺𝐺, 𝐻𝐻]

https://nts-kem.io/


NTS– : Decoupling Random Oracles

• NTS-KEM Encapsulation: • NTS– Encapsulation:

Encap

(𝐊𝐊, 𝐜𝐜∗) 
pk

Sample error at random:
• 𝐞𝐞 ∈ F2𝑛𝑛 (with hw e = 𝜏𝜏)

Compute 𝐤𝐤𝐞𝐞= 𝐻𝐻𝑙𝑙 𝐞𝐞 ∈ F2𝑙𝑙

Compute 𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐤𝐤𝐞𝐞|𝐞𝐞) ∈ F2𝑙𝑙

𝐦𝐦 = 𝐞𝐞𝒂𝒂 𝐤𝐤𝐞𝐞)∈ F2𝑘𝑘
Encode

𝐞𝐞

𝐜𝐜∗

Encap
Sample error at random:
• 𝐞𝐞 ∈ F2𝑛𝑛 (with hw e = 𝜏𝜏)

Sample 𝐫𝐫𝒃𝒃 ← $F2𝑙𝑙

Define 𝐊𝐊 = 𝐫𝐫𝒃𝒃 ∈ F2𝑙𝑙

𝐦𝐦 = 𝐞𝐞𝒂𝒂 𝐫𝐫𝒃𝒃)∈ F2𝑘𝑘
Encode′

(𝐞𝐞, 𝐫𝐫𝒃𝒃)

𝐜𝐜∗
(𝐊𝐊, 𝐜𝐜∗) 

pk



NTS– : Decoupling Random Oracles

• NTS-KEM Encapsulation: • NTS– Encapsulation:

Encap

(𝐊𝐊, 𝐜𝐜∗) 
pk

Sample error at random:
• 𝐞𝐞 ∈ F2𝑛𝑛 (with hw e = 𝜏𝜏)

Compute 𝐤𝐤𝐞𝐞= 𝐻𝐻𝑙𝑙 𝐞𝐞 ∈ F2𝑙𝑙

Compute 𝐊𝐊 = 𝐻𝐻𝑙𝑙(𝐤𝐤𝐞𝐞|𝐞𝐞) ∈ F2𝑙𝑙

𝐦𝐦 = 𝐞𝐞𝒂𝒂 𝐤𝐤𝐞𝐞)∈ F2𝑘𝑘
Encode

𝐞𝐞

𝐜𝐜∗

Encap
Sample error at random:
• 𝐞𝐞 ∈ F2𝑛𝑛 (with hw e = 𝜏𝜏)

Sample 𝐫𝐫𝒃𝒃 ← $F2𝑙𝑙

Define 𝐊𝐊 = 𝐫𝐫𝒃𝒃 ∈ F2𝑙𝑙

𝐦𝐦 = 𝐞𝐞𝒂𝒂 𝐫𝐫𝒃𝒃)∈ F2𝑘𝑘
Encode′

(𝐞𝐞, 𝐫𝐫𝒃𝒃)

𝐜𝐜∗
(𝐊𝐊, 𝐜𝐜∗) 

pk



NTS– : Decoupling Random Oracles

• NTS-KEM Encapsulation: • NTS– Encapsulation:

Encap

(𝐊𝐊, 𝐜𝐜∗) 
pk

Sample error at random:
• 𝐞𝐞 ∈ F2𝑛𝑛 (with hw e = 𝜏𝜏)

Compute 𝐤𝐤𝐞𝐞= 𝐻𝐻𝑙𝑙 𝐞𝐞 ∈ F2𝑙𝑙
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• (Tightly) IND-CCA secure 
in the ROM
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(merged with Classic McEliece)
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