
Post-Quantum Anonymity of Kyber

Varun Maram
Applied Cryptography Group

ETH Zurich

Joint work with Keita Xagawa
[Full version of paper: https://eprint.iacr.org/2022/1696.pdf]



Post-Quantum Anonymity of Kyber

Varun Maram
Applied Cryptography Group

ETH Zurich

Joint work with Keita Xagawa
[Full version of paper: https://eprint.iacr.org/2022/1696.pdf]



Background



Background



Background

[Eurocrypt’22]

[Eurocrypt’22]



Background

[Eurocrypt’22]

[Eurocrypt’22]

IND-CCA security not sufficient 
for some modern applications.



Background

[Eurocrypt’22]

[Eurocrypt’22]

IND-CCA security not sufficient 
for some modern applications.

E.g., applications like                  and                                          

require anonymity.



Background

[Eurocrypt’22]

[Eurocrypt’22]

IND-CCA security not sufficient 
for some modern applications.

E.g., applications like                  and                                          

require anonymity.



Alice Bob

𝑚 ← 𝐷𝑒𝑐(𝑠𝑘஻௢௕, 𝑐)

𝑐

𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑚

      𝑐 ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)
𝑐

Eve
𝑚 = ?

IND-CCA Security



Formalized in a public-key setting by 
[Bellare-Boldyreva-Desai-Pointcheval

@Asiacrypt’01].  
Alice

Bob

𝑐

𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑚

      𝑐 ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)
𝑐

Eve
𝑝𝑘?

Dave

Carol

Anonymity (ANO-CCA Security)



Background

[Eurocrypt’22]

[Eurocrypt’22]

IND-CCA security not sufficient 
for some modern applications.

E.g., applications like                  and                                          

require anonymity.



Background

[Eurocrypt’22]

[Eurocrypt’22]



Fujisaki-Okamoto Transformation

PKE 
(Base)

Hash 
funcs. ௜

KEM



Fujisaki-Okamoto Transformation

PKE 
(Base)

Hash 
funcs. ௜

KEM



Fujisaki-Okamoto Transformation

PKE 
(Base)

Hash 
funcs. ௜

KEM



Fujisaki-Okamoto Transformation

[Hofheinz-Hövelmanns-Kiltz
@TCC'17]



PKE 
(Base)

Hash 
funcs. ௜

KEM

Fujisaki-Okamoto Transformation



PKE 
(Base)

Hash 
funcs. ௜

KEM

{OW/IND}-CPA security IND-CCA security

Fujisaki-Okamoto Transformation

Quantum Random Oracles

Shown in [Jiang-Zhang-Chen-
Wang-Ma@Crypto’18]



Shown in [Grubbs-Maram-
Paterson@Eurocrypt’22] and

[Xagawa@Eurocrypt’22]

{OW/IND}-CPA security +
“mild” properties

IND-CCA security +
ANO-CCA security

Fujisaki-Okamoto Transformation

Quantum Random Oracles

PKE 
(Base)

Hash 
funcs. ௜

KEM



Shown in [Grubbs-Maram-
Paterson@Eurocrypt’22] and

[Xagawa@Eurocrypt’22]

{OW/IND}-CPA security +
“mild” properties

IND-CCA security +
ANO-CCA security

Fujisaki-Okamoto Transformation

Quantum Random Oracles

PKE 
(Base)

Hash 
funcs. ௜

KEM

𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)
≈ 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஽௔௩௘)



Shown in [Grubbs-Maram-
Paterson@Eurocrypt’22] and

[Xagawa@Eurocrypt’22]

{OW/IND}-CPA security +
“mild” properties

IND-CCA security +
ANO-CCA security

Fujisaki-Okamoto Transformation

Quantum Random Oracles

PKE 
(Base)

Hash 
funcs. ௜

KEM

𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)
≈ 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஽௔௩௘)

Composing with an 
appropriate DEM 
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As observed in [Grubbs-Maram-
Paterson@Eurocrypt’22] and

[Xagawa@Eurocrypt’22]

This nested hash “𝐻(𝑐)” not 
only acts as a barrier towards 

establishing anonymity …
… but also makes prior IND-CCA 

security analysis of ***                    
in the QROM inapplicable! 

[Hofheinz-Hövelmanns-Kiltz
@TCC'17]



NIST PQC Updates



NIST PQC Updates



NIST PQC Updates



Our Contributions



Provided concrete and tight proof of 
IND-CCA security for Kyber

in the QROM:

Our Contributions



Provided concrete and tight proof of 
IND-CCA security for Kyber

in the QROM:

Our Contributions

Adv୏୷ୠୣ୰
୍୒ୈିେ ≤ Adv୍୒ୈିେେ୅ + Advு

ୈ
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ୈ

Our Contributions

Established ANO-CCA security of 
Kyber and associated “KEM-DEM” 
hybrid PKE schemes in the QROM.

Our above IND-CCA and ANO-CCA 
security analyses also extends to 

Saber in the QROM.
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Technical Overview

Kyber (simplified) 

Ignoring initial hashes 
“𝐻(𝑚)” and “𝐻(𝑝𝑘)” 

in Encap. 
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