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appropriate DEM 

results in ANO-CCA 
secure hybrid PKE.
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Kyber, Saber

“key ← hash(hash(𝑚), hash(𝑐))”

As observed in [Grubbs-Maram-
Paterson@Eurocrypt’22] and

[Xagawa@Eurocrypt’22]

This nested hash “𝐻(𝑐)” not 
only acts as a barrier towards 

establishing anonymity …
… but also makes prior IND-CCA 

security analysis of ***                    
in the QROM inapplicable! 

[Hofheinz-Hövelmanns-Kiltz
@TCC'17]
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ୈ

Our Contributions

Established ANO-CCA security of 
Kyber and associated “KEM-DEM” 
hybrid PKE schemes in the QROM.

Our above IND-CCA and ANO-CCA 
security analyses also extends to 

Saber in the QROM.
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Technical Overview

Kyber (simplified) 

Ignoring initial hashes 
“𝐻(𝑚)” and “𝐻(𝑝𝑘)” 

in Encap. 
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ୈ

Discussion



୷ୠୣ୰
୍ୈିେ ୍ୈିେ

ு
ୈ
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