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𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

𝐷𝑒𝑐𝑎𝑝 𝑠𝑘஽௔௩௘, 𝑐௄ாெ = ⊥

Shown in [Grubbs-Maram-Paterson’22]; 
generalization of [Mohassel’10].  

IND-CCA secure + 
ANO-CCA secure

(one-time) authenticated 
encryption

“Implicit-rejection” KEMs!

… is also necessary.



IND-CCA + ANO-CCA secure 
+ weakly robust 

KEM-DEM Paradigm

KEM DEM PKE 
(Hybrid) 

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

𝐷𝑒𝑐𝑎𝑝 𝑠𝑘஽௔௩௘, 𝑐௄ாெ = ⊥

Shown in [Grubbs-Maram-Paterson’22]; 
generalization of [Mohassel’10].  

IND-CCA secure + 
ANO-CCA secure

(one-time) authenticated 
encryption

“Implicit-rejection” KEMs!

Cannot be even weakly robust.

… is also necessary.
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{OW/IND}-CPA secure

Fujisaki-Okamoto Transformation

PKE 
(Base)

Hash 
funcs. ௜

KEM

IND-CCA secure



Quantum Random Oracles{OW/IND}-CPA secure

Fujisaki-Okamoto Transformation

PKE 
(Base)

Hash 
funcs. ௜

KEM

IND-CCA secure



Quantum Random Oracles{OW/IND}-CPA secure

Fujisaki-Okamoto Transformation

PKE 
(Base)

Hash 
funcs. ௜

KEM

IND-CCA secure

𝛼|𝑥⟩ + 𝛽|𝑦⟩



Quantum Random Oracles{OW/IND}-CPA secure

Fujisaki-Okamoto Transformation

PKE 
(Base)

Hash 
funcs. ௜

KEM

IND-CCA secure

𝛼|𝑥⟩ + 𝛽|𝑦⟩ 𝛼|𝐻௜(𝑥)⟩ + 𝛽|𝐻௜(𝑦)⟩



Fujisaki-Okamoto Transformation



Fujisaki-Okamoto Transformation



Fujisaki-Okamoto Transformation



Anonymity from FO transforms

Shown in [Jiang-Zhang-Chen-Wang-Ma’18]

Quantum Random Oracles{OW/IND}-CPA secure

PKE 
(Base)

Hash 
funcs. ௜

KEM

IND-CCA secure



{OW/IND}-CPA secure 
+ weakly anonymous 

and “robust”

IND-CCA secure +
ANO-CCA secure

Shown in [Grubbs-Maram-Paterson’22]

Anonymity from FO transforms

Quantum Random Oracles

PKE 
(Base)

Hash 
funcs. ௜

KEM



{OW/IND}-CPA secure 
+ weakly anonymous 

and “robust”

IND-CCA secure +
ANO-CCA secure

Shown in [Grubbs-Maram-Paterson’22]

Anonymity from FO transforms

Quantum Random Oracles

PKE 
(Base)

Hash 
funcs. ௜

KEM

Extended [Jiang et. al.’18]’s proof techniques from a 
single-key setting (IND-CCA) to a two-key setting (ANO-CCA).  



IND-CCA + ANO-CCA secure 
+ weakly robust 

KEM-DEM Paradigm

KEM DEM PKE 
(Hybrid) 

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Shown in [Grubbs-Maram-Paterson’22]; 
generalization of [Mohassel’10].  

IND-CCA secure + 
ANO-CCA secure

(one-time) authenticated 
encryption

“Implicit-rejection” KEMs!

Cannot be even weakly robust.

… is also necessary.



-
based 
KEM

DEM PKE 
(Hybrid) 

IND-CCA + ANO-CCA secure 
+ γ-spread base PKE

KEM-DEM Paradigm

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Shown in [Grubbs-Maram-Paterson’22]; 
generalization of [Mohassel’10].  

IND-CCA secure + 
ANO-CCA secure

(one-time) authenticated 
encryption

“Implicit-rejection” KEMs!

Cannot be even weakly robust.



-
based 
KEM

DEM PKE 
(Hybrid) 

IND-CCA + ANO-CCA secure 
+ γ-spread base PKE

KEM-DEM Paradigm

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Shown in [Grubbs-Maram-Paterson’22]; 
generalization of [Mohassel’10].  

IND-CCA secure + 
ANO-CCA secure

(one-time) authenticated 
encryption

“Implicit-rejection” KEMs!

Cannot be even weakly robust.

𝑐 ← 𝐸𝑛𝑐௕௔௦௘(𝑝𝑘஻௢௕, 𝑚)
should have large 
enough entropy.



-
based 
KEM

DEM PKE 
(Hybrid) 

IND-CCA + ANO-CCA secure 
+ γ-spread base PKE

Classic McEliece (CM)

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

IND-CCA secure + 
ANO-CCA secure

(one-time) authenticated 
encryption

𝑐 ← 𝐸𝑛𝑐௕௔௦௘(𝑝𝑘஻௢௕, 𝑚)
should have large 
enough entropy.



CM 
KEM DEM PKE 

(Hybrid) 

IND-CCA + ANO-CCA secure 
+ γ-spread base PKE

Classic McEliece (CM)

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

IND-CCA secure + 
ANO-CCA secure

(one-time) authenticated 
encryption

CM uses a deterministic
base PKE scheme.



𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

Classic McEliece (CM)

CM 
KEM DEM PKE 

(Hybrid) 

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Robustness?



𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

Classic McEliece (CM)

CM 
KEM DEM PKE 

(Hybrid) 

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Robustness?



𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

Classic McEliece (CM)

CM 
KEM DEM PKE 

(Hybrid) 

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

For any message 𝑚, 
we can construct a ciphertext 
𝑐 ← (𝑐௄ாெ, 𝑐஽ாெ) such that,

Robustness?



For any message 𝑚, 
we can construct a ciphertext 
𝑐 ← (𝑐௄ாெ, 𝑐஽ாெ) such that,

for any CM private key 𝑠𝑘∗ ,
𝐷𝑒𝑐 𝑠𝑘∗, 𝑐 = 𝑚 ≠ ⊥ !

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

Classic McEliece (CM)

CM 
KEM DEM PKE 

(Hybrid) 

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Robustness?



For any message 𝑚, 
we can construct a ciphertext 
𝑐 ← (𝑐௄ாெ, 𝑐஽ாெ) such that,

for any CM private key 𝑠𝑘∗ ,
𝐷𝑒𝑐 𝑠𝑘∗, 𝑐 = 𝑚 ≠ ⊥ !

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

Classic McEliece (CM)

CM 
KEM DEM PKE 

(Hybrid) 

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Cannot be (strongly) 
robust.



For any message 𝑚, 
we can construct a ciphertext 
𝑐 ← (𝑐௄ாெ, 𝑐஽ாெ) such that,

for any CM private key 𝑠𝑘∗ ,
𝐷𝑒𝑐 𝑠𝑘∗, 𝑐 = 𝑚 ≠ ⊥ !

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

Classic McEliece (CM)

CM 
KEM DEM PKE 

(Hybrid) 

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Cannot be (strongly) 
robust.

But can be ANO-CCA 
secure. [Xagawa'22]



For any message 𝑚, 
we can construct a ciphertext 
𝑐 ← (𝑐௄ாெ, 𝑐஽ாெ) such that,

for any CM private key 𝑠𝑘∗ ,
𝐷𝑒𝑐 𝑠𝑘∗, 𝑐 = 𝑚 ≠ ⊥ !

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

Classic McEliece (CM)

CM 
KEM DEM PKE 

(Hybrid) 

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

Cannot be (strongly) 
robust.

But can be ANO-CCA 
secure. [Xagawa'22]

Relied on a stronger 
single-key notion, i.e., 

strong pseudo-randomness.



-
based 
KEM

DEM PKE 
(Hybrid) 

IND-CCA + ANO-CCA secure 
+ γ-spread base PKE

CRYSTALS-KYBER and SABER

𝑐௄ாெ, 𝑘 ← 𝐸𝑛𝑐𝑎𝑝(𝑝𝑘஻௢௕)

𝐾𝐸𝑀 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐𝑎𝑝, 𝐷𝑒𝑐𝑎𝑝) 𝐷𝐸𝑀 = (𝐸𝑛𝑐௦௬௠, 𝐷𝑒𝑐௦௬௠) 𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑐஽ாெ ← 𝐸𝑛𝑐௦௬௠(𝑘, 𝑚) (𝑐௄ாெ, 𝑐஽ாெ) ← 𝐸𝑛𝑐(𝑝𝑘஻௢௕, 𝑚)

IND-CCA secure + 
ANO-CCA secure

(one-time) authenticated 
encryption

𝑐 ← 𝐸𝑛𝑐௕௔௦௘(𝑝𝑘஻௢௕, 𝑚)
should have large 
enough entropy.



KYBER/
SABER 
KEM

DEM PKE 
(Hybrid) 

IND-CCA + ANO-CCA secure 
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FrodoKEM does result in 
anonymous and robust

PKE in a PQ setting.
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• We showed that the           transform does result in ANO-CCA secure and “robust” 
KEMs in a post-quantum setting (i.e., the QROM).
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• Though they can be made ANO-CCA secure as shown in [Xagawa'22].

• We identified barriers towards proving IND-CCA and ANO-CCA security of CRYSTALS-
KYBER and SABER in the QROM.

• At the same time, we showed they do result in strongly robust hybrid PKE schemes.

• Finally, we showed that FrodoKEM does result in ANO-CCA secure and strongly 
robust hybrid PKE schemes in the QROM.
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