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• … analyze post-quantum SSH in 
unsuitable protocol models, such as 
“authenticated key exchange (AKE)”.  

[CSF ‘24]
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#1: “Post-quantum SSH is 
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(*Analysis needs to assume a fix to the Terrapin Attack in the classical setting.)

[S&P ‘25]

Our Contributions



Client

Server“Handshake Phase”

“Application Data Phase”

𝑎

𝑏
𝑐

Diffie-Hellman key-exchange, 
not secure against quantum 
attackers.

[BDKSS14]: F. Bergsma, B. Dowling, F. Kohlar, J. Schwenk, D. Stebila, “Multi-
ciphersuite Security of the Secure Shell (SSH) Protocol”, CCS 2014

[CCS ‘14]

• [BDKSS14] proves security of SSH in the 
“authenticated and confidential channel 
establishment (ACCE)” model.

• However, analysis is in the classical Diffie-
Hellman setting.
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• We establish security of SSH in a PQ-
extension of ACCE model that accounts 
for “harvest now, decrypt later” attacks.

• Analysis also captures forward secrecy 
(unlike the classical ACCE analysis in [BDKSS14]).

• We then prove corresponding PQ security 
properties of SSH primitives.[BDKSS14]: F. Bergsma, B. Dowling, F. Kohlar, J. Schwenk, D. Stebila, “Multi-

ciphersuite Security of the Secure Shell (SSH) Protocol”, CCS 2014
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• PQ-SSH analysis of [BlaJac24] relies on 
IND-CCA secure (ephemeral) KEMs.

• Whereas our analysis relies on the weaker 
property of IND-CPA security.

• Our analysis suggests FO transform is not 
needed, which in turn can lead to 
performance improvements in PQ-SSH. 

𝑐𝐶

D. Miller, “OpenSSH PQC: Past, Present, Future”, RWPQC 2024
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Measurement w.r.t. a 
single SSH connection.

Small performance gains 
should accumulate in large 
scale SSH deployments.

IND-CCA → IND-CPA leads 
to ≈80% reduction in 
hash computations.  

S. Frolov, R. Misoczki, “Meta PQC Updates”, RWPQC 2024 (https://x.com/bwesterb/status/1771958142147973390)
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