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𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

ABE
Attribute-Based 

Encryption.

(𝑚𝑝𝑘,𝑚𝑠𝑘)

“predicate”

𝑚 ← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 1

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)𝑚𝑠𝑘



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

ABE
Attribute-Based 

Encryption.

(𝑚𝑝𝑘,𝑚𝑠𝑘)

“predicate”

𝑚 ← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 1

⊥← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 0

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)𝑚𝑠𝑘



𝑚 ← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 1

⊥← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 0

• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

ABE
Attribute-Based 

Encryption.

(𝑚𝑝𝑘,𝑚𝑠𝑘)

“𝐵𝑜𝑏” 𝑝𝑟𝑒𝑑 “𝐵𝑜𝑏” = 1

𝑝𝑟𝑒𝑑 ∙ = 0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)𝑚𝑠𝑘



𝑚 ← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 1

⊥← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 0

• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

ABE
Attribute-Based 

Encryption.

(𝑚𝑝𝑘,𝑚𝑠𝑘)

“𝐷𝑎𝑣𝑒” 𝑝𝑟𝑒𝑑 “𝐵𝑜𝑏” = 1

𝑝𝑟𝑒𝑑 ∙ = 0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)𝑚𝑠𝑘



𝑚 ← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 1

⊥← 𝐷𝑒𝑐 𝑠𝑘, 𝑐 𝑖𝑓 𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 0

• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

ABE
Attribute-Based 

Encryption.

(𝑚𝑝𝑘,𝑚𝑠𝑘)

“𝐷𝑎𝑣𝑒” 𝑝𝑟𝑒𝑑 “𝐵𝑜𝑏” = 1

𝑝𝑟𝑒𝑑 ∙ = 0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

Implies Identity-Based 
Encryption (IBE).

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)𝑚𝑠𝑘



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑃𝐾𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐)

𝑚

𝑐 ← 𝐸𝑛𝑐(𝑝𝑘𝐵𝑜𝑏, 𝑚)
𝑐

Eve

IND-qCCA Secure PKE

ൿۧ𝛼ȁ𝑐′ + 𝛽ȁ𝑐′′

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑠𝑘𝐵𝑜𝑏, . )

𝑚 = ?

(𝑝𝑘𝐵𝑜𝑏, 𝑠𝑘𝐵𝑜𝑏)

𝑚 ← 𝐷𝑒𝑐(𝑠𝑘𝐵𝑜𝑏, 𝑐)



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑐

Eve

IND-qCCA Secure ABE

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑚𝑠𝑘, . )

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

𝑚 = ?

(𝑚𝑝𝑘,𝑚𝑠𝑘)

ൿۧ𝛼ȁ𝑐′, 𝑝𝑟𝑒𝑑′ + 𝛽ȁ𝑐′′, 𝑝𝑟𝑒𝑑′′



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑐

Eve

IND-qCCA Secure ABE

ൿۧ𝛼ȁ𝑐′, 𝑝𝑟𝑒𝑑′ + 𝛽ȁ𝑐′′, 𝑝𝑟𝑒𝑑′′

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑚𝑠𝑘, . )

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

𝑚 = ?

𝑎𝑡𝑡𝑟 = ?

(𝑚𝑝𝑘,𝑚𝑠𝑘)

Anonymous ABE, or 
Predicate Encryption.



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑐

Eve

IND-qCCA Secure ABE

ൿۧ𝛼ȁ𝑐′, 𝑝𝑟𝑒𝑑′ + 𝛽ȁ𝑐′′, 𝑝𝑟𝑒𝑑′′

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑚𝑠𝑘, . )

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

𝑚 = ?

𝑎𝑡𝑡𝑟 = ?

(𝑚𝑝𝑘,𝑚𝑠𝑘)

Anonymous ABE, or 
Predicate Encryption.

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)𝑚𝑠𝑘



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑐

Eve

IND-qCCA Secure ABE

ൿۧ𝛼ȁ𝑐′, 𝑝𝑟𝑒𝑑′ + 𝛽ȁ𝑐′′, 𝑝𝑟𝑒𝑑′′

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑚𝑠𝑘, . )

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

𝑚 = ?

𝑎𝑡𝑡𝑟 = ?

(𝑚𝑝𝑘,𝑚𝑠𝑘)

Anonymous ABE, or 
Predicate Encryption.

𝑚𝑠𝑘

𝑝𝑟𝑒𝑑

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑐

Eve

IND-qCCA Secure ABE

ൿۧ𝛼ȁ𝑐′, 𝑝𝑟𝑒𝑑′ + 𝛽ȁ𝑐′′, 𝑝𝑟𝑒𝑑′′

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑚𝑠𝑘, . )

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

𝑚 = ?

𝑎𝑡𝑡𝑟 = ?

(𝑚𝑝𝑘,𝑚𝑠𝑘)

Anonymous ABE, or 
Predicate Encryption.

𝑚𝑠𝑘

𝑝𝑟𝑒𝑑

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)

𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 0



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑐

Eve

IND-qCCA-cKG Secure ABE

ൿۧ𝛼ȁ𝑐′, 𝑝𝑟𝑒𝑑′ + 𝛽ȁ𝑐′′, 𝑝𝑟𝑒𝑑′′

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑚𝑠𝑘, . )

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

𝑚 = ?

𝑎𝑡𝑡𝑟 = ?

(𝑚𝑝𝑘,𝑚𝑠𝑘)

Anonymous ABE, or 
Predicate Encryption.

𝑚𝑠𝑘

𝑝𝑟𝑒𝑑

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)

𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 0

Adversary can only 
make “classical” 
𝑆𝐾𝐺𝑒𝑛 queries.



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑐

Eve

IND-qCCA-cKG Secure ABE

ൿۧ𝛼ȁ𝑐′, 𝑝𝑟𝑒𝑑′ + 𝛽ȁ𝑐′′, 𝑝𝑟𝑒𝑑′′

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑚𝑠𝑘, . )

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

𝑚 = ?

𝑎𝑡𝑡𝑟 = ?

(𝑚𝑝𝑘,𝑚𝑠𝑘)

Anonymous ABE, or 
Predicate Encryption.

𝑚𝑠𝑘

𝑝𝑟𝑒𝑑

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)

𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 0

Adversary can only 
make “classical” 
𝑆𝐾𝐺𝑒𝑛 queries.

“Quantum” 𝑆𝐾𝐺𝑒𝑛 queries 
come with definitional 

issues…

… but can be salvaged in a 
“semi-adaptive” setting. 



• Relevance in (far) future when quantum 
computing becomes ubiquitous.

• Also in not-so-far future when adversaries 
can trick classical devices to behave 
“quantumly” (e.g., “frozen smart-card 
attacks”). 

Alice Bob

𝑐

𝑐

Eve

IND-qCCA-cKG Secure ABE

ൿۧ𝛼ȁ𝑐′, 𝑝𝑟𝑒𝑑′ + 𝛽ȁ𝑐′′, 𝑝𝑟𝑒𝑑′′

𝛼 ൿۧȁ𝑚′ + 𝛽ȁ𝑚′′

𝐷𝑒𝑐(𝑚𝑠𝑘, . )

𝐴𝐵𝐸 = (𝐾𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝑆𝐾𝐺𝑒𝑛)

𝑚, 𝑎𝑡𝑡𝑟

𝑐 ← 𝐸𝑛𝑐(𝑚𝑝𝑘,𝑚, 𝑎𝑡𝑡𝑟)

𝑚 = ?

𝑎𝑡𝑡𝑟 = ?

(𝑚𝑝𝑘,𝑚𝑠𝑘)

Anonymous ABE, or 
Predicate Encryption.

𝑚𝑠𝑘

𝑝𝑟𝑒𝑑

𝑠𝑘 ← 𝑆𝐾𝐺𝑒𝑛(𝑚𝑠𝑘, 𝑝𝑟𝑒𝑑)

𝑝𝑟𝑒𝑑 𝑎𝑡𝑡𝑟 = 0

“Quantum” 𝑆𝐾𝐺𝑒𝑛 queries 
come with definitional 

issues…

… but can be salvaged in a 
“semi-adaptive” setting. 

Adversary can only 
make “classical” 
𝑆𝐾𝐺𝑒𝑛 queries.



IND-qCCA-cKG Secure ABE

IND-CPA(-cKG) ABE



“Hinting” PRG 

PRG with a stronger 
security guarantee.

IND-qCCA-cKG Secure ABE

IND-CPA(-cKG) ABE



“Hinting” PRG 

PRG with a stronger 
security guarantee.

[Koppula-Waters’19]

+

IND-qCCA-cKG Secure ABE

IND-CCA(-cKG) ABE

IND-CPA(-cKG) ABE



IND-CCA(-cKG) ABE/PE

“Hinting” PRG 

PRG with a stronger 
security guarantee.

[Koppula-Waters’19]

+

IND-qCCA-cKG Secure ABE

IND-CPA(-cKG) ABE/PE



“Hinting” PRG 

PRG with a stronger 
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• The original “One-Way To Hiding” (OW2H) lemma of [Unruh’14] 
was used to argue indistinguishability of quantum (uniformly) 
random oracles.

• The lemma was later generalized by [Ambainis-Hamburg-Unruh’19] 
to handle quantum oracles with arbitrary output distributions. 

• Our work involves the first application of the (generalized) OW2H 
lemma w.r.t. qCCA decryption oracles in the standard model – as 
opposed to the QROM.
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