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Abstract

Security against chosen-ciphertext attacks (CCA) concerns privacy of messages even if the adversary has access to
the decryption oracle. While the classical notion of CCA security seems to be strong enough to capture many attack
scenarios, it falls short of preserving the privacy of messages in the presence of quantum decryption queries.

Boneh and Zhandry (CRYPTO 2013) defined the notion of quantum CCA (qCCA) security to address quantum
decryption queries. However, their construction is based on an exotic cryptographic primitive, for which only one
instantiation is known. In this work, we comprehensively study qCCA security and obtain the following results:

* We show that key-dependent message secure encryption (along with PKE) is sufficient to realize qCCA-secure
PKE. This yields the first construction of qCCA-secure PKE from the LPN assumption.

We prove that hash proof systems imply qCCA-secure PKE, which results in the first instantiation of PKE with
qCCA security from group actions.

We extend the notion of adaptive TDFs (ATDFs) to the quantum setting by introducing quantum ATDFs, and we
prove that quantum ATDFs are sufficient to realize qCCA-secure PKE.

* We show that a single-bit qCCA-secure PKE is sufficient to realize a multi-bit qCCA-secure PKE by extending
the completeness of bit encryption for CCA security to the quantum setting.

* We define quantum CCA security for predicate encryption, and we show that the generic framework of Koppula
and Waters (CRYPTO 2019) for constructing CCA-secure PKE can also be used to realize quantum CCA security
for predicate encryption.
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1 Introduction

Security against chosen-ciphertext attacks (CCA) concerns privacy of messages against adversaries whose power is
beyond eavesdropping. In a CCA-secure public-key encryption (PKE) scheme, encryptions of two adverserially chosen
messages are computationally indistinguishable even if the adversary has access to the decryption oracle [45, 24, 48].
CCA security is considered to be the de facto notion of security for PKE [54], and there has been a long line of works
studying CCA security from various cryptographic assumptions (e.g., [22, 47, 51, 35, 39, 37, 31, 32, 3]).

Quantum CCA security. While the classical notion of CCA security seems to be strong enough to capture many
attack scenarios, it falls short of preserving the privacy of messages in the presence of quantum decryption queries, i.e.,
when an adversary can query a superposition of ciphertexts and receive a superposition of their decryptions. To capture
such attack scenarios, Boneh and Zhandry [15] defined the notion of quantum CCA (IND-qCCA, or qCCA for short)
security, and as they pointed out, issuing quantum decryption queries (and the notion of qCCA in general) capture the
security of a natural model of ubiquitous quantum computing environment where users encrypt messages on a quantum
computer.

Comparing qCCA to (classical) CCA security, Boneh and Zhandry showed that there exist PKE schemes that satisfy
(post-quantum) CCA security but those schemes can be immediately broken under qCCA attacks, concluding that qCCA
security is stronger than CCA security. In terms of instantiations, they demonstrated a construction of qCCA-secure
PKE from an identity-based encryption (IBE) scheme with selective security against quantum (secret key) queries (by
relying on the generic transformation of [11]). They showed how to realize qCCA security from the learning with
errors (LWE) assumption by observing that the LWE-based IBE scheme of [2] can be shown to satisfy selective security
against quantum queries.

However, despite considerable progress in the area of quantum cryptography in recent years (e.g., [27, 17, 49, 38, 8,
43, 5]), to the best of our knowledge, the aforementioned blueprint of Boneh and Zhandry remains the only way of
realizing qCCA-secure PKE from either generic or concrete assumptions in the standard model after nearly a decade; it
is worth pointing out that a line of recent works, namely [57, 40, 53], do provide generic constructions of qCCA-secure
PKE albeit in the idealized quantum random oracle model (QROM). This is in contrast with the (classical) CCA-secure
PKE for which we have a variety of constructions from concrete (post-quantum) assumptions such as learning parity
with noise (LPN) or variants of isogeny-based group actions (e.g., variants of CSIDH [18]). Thus we ask the following
natural question:

Can we construct qCCA-secure PKE from a wider class of concrete assumptions such as LPN or
isogeny-based group actions?

Furthermore, in the past two decades, there has been remarkable progress on realizing CCA security (in a black-box
manner) from generic assumptions starting from hash proof systems [22] and lossy/correlated-secure/adaptive trapdoor
functions (TDFs) [47, 51, 36] to more recent ones based on circular security and injective trapdoor functions [39, 37, 32].
On the other hand, the only generic cryptographic primitive which is known to imply qCCA-secure PKE is IBE with
security against quantum queries. Therefore, even in terms of generic cryptographic assumptions, qCCA security is
much less understood compared to its classical counterpart. This is despite the fact that for many other cryptographic
primitives (e.g., symmetric-key primitives, digital signatures, passively secure PKE, etc.), the gap between classical
and quantum security is little to none [58, 14, 15]. In particular, in case of symmetric-key encryption (SKE), qCCA
security has already been shown to be implied by (post-quantum) CCA-secure SKE (or by the minimal assumption of
post-quantum one-way functions) [15]. This leads to the following question:

Can we build gCCA-secure PKE from the same set of cryptographic primitives (or a subset thereof) that
imply CCA-secure PKE?

On a related note, it has long been known that bit encryption is complete for CCA security [44]. Specifically, given
a single-bit CCA-secure PKE one can construct a multi-bit PKE with CCA security. However, such an implication is
not known for quantum CCA security. So we ask the following pertinent question:

Is bit encryption complete for quantum CCA-secure PKE?



Quantum security for adaptive TDFs. In 2010, Kiltz ez al. [36] introduced the notion of adaptive trapdoor functions,
which can be viewed as a “deterministic” form of CCA-secure PKE. Informally, a trapdoor function is said to be adaptive
if it remains one way even if the adversary is given access to an inversion oracle. The authors of [36] demonstrated a
construction of CCA-secure PKE from adaptive TDFs. They also showed how adaptive TDFs can be constructed from
lossy or correlated-secure TDFs. This motivates us to ask the following question:

Does there exist a quantum analog of adaptive TDFs?

1.1 Our Contributions

We answer the questions described above in the affirmative by presenting the following results, narrowing the gap
between CCA and qCCA security for PKE. In particular, our results for qCCA essentially match what is known for
CCA security in terms of generic cryptographic primitives, while also yielding new instantiations of qCCA security
from a variety of concrete assumptions. We refer to Figure 1 for a simplified overview of our results.
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Figure 1: An overview of our results (our contributions are denoted by bold arrows)

Quantum CCA security from KDM-secure SKE and PKE. We show that the CCA-secure PKE construction of
Kitagawa et al. [37] from PKE and a key-dependent message (KDM) secure SKE also satisfies quantum CCA security
if the underlying primitives satisfy post-quantum security. By plugging in the KDM-secure SKE construction of [6]
from LPN, our result yields the first construction of qCCA-secure PKE from the LPN assumption. Along the way, we
also prove that the KEM-DEM' hybrid encryption of [23] results in a qCCA-secure PKE if (1) the underlying KEM
is qCCA-secure, and (2) the underlying DEM offers (post-quantum) one-time authenticated encryption security with
respect to classical queries only.

Quantum CCA security from hash proof systems. We prove that the CCA-secure PKE construction of Cramer and
Shoup [22] from hash proof systems also satisfies quantum CCA security if the underlying hash proof system satisfies
post-quantum security. Coupled with the hash proof system construction of [3] from variants of CSIDH, our result
yields the first construction of qCCA-secure PKE from isogeny-based group actions.

Completeness of bit encryption for qCCA security. We show the quantum analog of completeness of bit encryption
for CCA security by showing that single-bit qCCA-secure PKE is sufficient to realize multi-bit PKE with qCCA security.
Our result extends the framework of [33] to the quantum setting without any additional assumption.

Key Encapsulation Mechanism and Data Encapsulation Mechanism, respectively.



Quantum adaptive TDFs. We extend the notion of adaptive TDFs (ATDFs) to the quantum setting by introducing
the notion of quantum ATDFs. We also extend the result of Kiltz et al. [36] to the quantum setting by showing that
quantum ATDFs are sufficient to realize qCCA-secure PKE. In addition, in terms of constructions, we describe how to
build quantum adaptive TDFs from (post-quantum) correlated-product TDFs, which in turn yields an instantiation from
the LWE assumption [47, 51, 41].

Quantum CCA security for predicate encryption. We extend the notion of quantum CCA security to predicate
encryption, a cryptographic primitive with advanced functionality [13, 34], and we formally define quantum CCA
security for predicate encryption under classical key generation queries. We also show that the generic framework of
Koppula and Waters [39] to obtain CCA security for predicate encryption (via hinting pseudorandom generators) can
also be used to realize quantum CCA security for predicate encryption. We refer to Section 8 for more details.

Remark 1.1. We emphasize that all the above constructions are classical PKE schemes in the sense that they can be
implemented on classical computers; this is in contrast to so-called quantum PKE schemes constructed in recent works
such as [42, 20, 7] which inherently require quantum machinery, e.g., requiring public keys to be quantum states. We
essentially share the same goal as [15] to construct classical cryptosystems which remain secure when eventually
implemented on quantum computers wherein adversaries potentially get quantum decryption access to such devices.

Remark 1.2. Quantum CCA security restricts the adversary to classical challenge messages (but still allowing quantum
decryption queries; see Definition 2.3 in Section 2). Recently, Chevalier et al. [19] introduced a new quantum security
notion that captures indistinguishability under quantum chosen-ciphertext attacks (i.e., gIND-qCCA security), where the
indistinguishability of ciphertexts holds even for quantum superpositions of messages. They also show that qIND-qCCA
secure PKE can be realized from any qCCA-secure PKE. Hence, by plugging in their lifting theorem in our results,
we get new constructions of JIND-qCCA secure PKE from a variety of generic cryptographic primitives as well as
concrete assumptions.

Remark 1.3. One of our main objectives is to formally show qCCA security of the well-known existing constructions
(from concrete assumptions). By doing so, we avoid relying on stronger building blocks to achieve qCCA security. By
formally establishing the qCCA security of existing constructions, and obtaining new instantiations (e.g., from LPN),
we are essentially putting qCCA security on similar footing with CCA security from a foundational point of view. A
recent work [1] shows how to use noninteractive zero knowledge (NIZK) with quantum simulation soundness to achieve
quantum CCA security. Unfortunately (to the best of our knowledge), the work of [1] does not yield qCCA-secure
PKE from any new concrete assumption because it’s not known how to realize (general-purpose) NIZK from LPN or
isogeny-based group actions. Another consideration in favor of our constructions is that building (q)CCA-secure PKE
via NIZKSs yields pretty inefficient constructions whereas our realizations of qCCA-secure PKE (from isogeny-based
group actions and LPN) via hash proof systems and KDM-secure PKE essentially match the efficiency of existing
classical constructions from the same ingredients (and are arguably more efficient than using a general-purpose NIZK).
Nevertheless, we highlight that the work of [1] makes good progress towards basing qCCA on generic assumptions, and
it enhances our understanding of the complexity of generic primitives to realize qCCA security.

1.2 Technical Overview

We provide a simplified technical overview of our results. For the ease of exposition, we focus on a particular
construction as a warm-up example. We begin by recalling the construction of CCA-secure PKE scheme from
correlated-product trapdoor functions (CP-TDFs) in [51], and next we prove its quantum CCA security (while relying
on the post-quantum security of the underlying CP-TDF). Looking ahead, even though we show in Section 6 that
CP-TDFs imply the stronger notion of quantum adaptive TDFs (which in turn are sufficient to realize qCCA security),
for this overview we aim to highlight the main aspects of extending the classical CCA security proofs of [51] to the
quantum setting. It is worth pointing out that the following analysis can be extended in a straightforward fashion to
prove qCCA security of the LWE-based PKE construction in [15] that relies on quantum selective-secure IBE.



Informally speaking, a CP-TDF is a family of trapdoor functions { fex fekeic such that the following family
{fekl,...,ekt}(ekl,.“,ekt)elCt defined by

fekl,...,ek,, (1‘) = (fek1 (l’), L) fekt (l‘))

is also one-way, i.e., one-wayness is guaranteed even if one uses the same input (but independently chosen evaluation
keys). The PKE construction of [51] from CP-TDFs proceeds as follows. The public key consists of ¢ pairs of (random)
functions ( fek(l), fek} )yees ( Jek0s fet ), where each ekf is sampled from /C, and the secret key consists of the trapdoors

(td?,td}), ..., (td?, td} ), where each td? is a trapdoor corresponding to f,,». To encrypt a bit m, first generate (vk, sk)

for a one-time signature (Sign, Ver) such that vk = (vky,...,vk;) € {0,1}%, then choose a random input x and
compute the following:

Vielt]:yi=fwi(z), cti=mdh(x), cto< Sign(sk,(y1,...,yt,ct1)),

where h is a hard-core predicate of fex, ... ek,, and output (vk, 91, - .., ys,Cty, cta). To decrypt such a ciphertext, check
Ver(vk, ((y1, ., ys, ct1)), ctz) = 0. If so, return L. Otherwise, for every i € [t], invert ; using td*’ to obtain ;. If
1 = x9 = -+ = xy, output h(xq) P cty; otherwise, output L.

To sketch the CCA security proof of the above PKE construction in [51], consider the following distinguisher D
where D gets ¢ functions fex,, - - ., fek, along with ¢ values y§ = fex, (z%), ..., yf = fek, (z*) for a uniformly random
2*, and a challenge bit b which is either h(x*) or a random bit. D can simulate the CCA security game for .4 by first
generating (vk™, sk”) for one-time signature, and computing the public key (fexo, feut ) - -+ (fero, fext ) to be sent to A
as follows: first, D sets

Vi e [t] : f vkE 1= fekia

i
ek,

ki

and then for the remaining part of the public key, D samples eki ~V along with the corresponding td; v Now

observe that D can answer any of A’s decryption queries by using the trapdoor tdi i for some index i such that
vk; # vk;. The challenge ciphertext is later computed as ct* = (vk*, ys, ..., y;, cti,cty) where ctf = m @ b for
a random message m € {0, 1} and ct}y « Sign(sk™, (v3,...,yF,ct])). As before, D can respond to the rest of A’s
decryption queries while responding | when the query is equal to ct*. If A later guesses the message m correctly, D
outputs that b = h(z*); otherwise, D outputs that b is a random bit.

Observe that D perfectly simulates the decryption algorithm above only when vk # vk* since otherwise D does
not have access to the corresponding trapdoor for decryption. However, as argued in [51], the probability that A
makes a query ct = (vk*,y1,..., ¥y, cty, cta) with Ver(vk*, ((y1,- .., ¥y, ct1)),cta) = 1 is negligible thanks to the
unforgeability of (Sign, Ver). So if A makes such a query ct, then a signature forger simulating the CCA security game
towards A can use ct to break the unforgeability of (Sign, Ver).

Coming to the qCCA setting however (see Definition 2.3 in Section 2 for a formal definition of qCCA security for
PKE), where A can ask for the decryption of a quantum superposition of different ciphertexts, it is quite possible that
ciphertexts ct of the above form that induce a signature forgery are among the superposition. Therefore, if we want
to repeat the same reduction above, it is not clear how a signature forger can “extract” ct-based forgeries from A’s
quantum queries. This brings us to the main tool we employ in our qCCA security proofs in this paper: the (generalized)
One-Way To Hiding (OW2H) lemma [4]. Informally, the lemma states that given two oracles G, H : X — ) whose
outputs differ with respect to a set of inputs .S, and an algorithm A that has gquantum access to either G or H, the
probability that A can distinguish between G and H is essentially bounded by the square root of the probability when
measuring a random quantum oracle query made by A results in a classical state in .S.

To resolve the issue above in the quantum setting, we use the OW2H lemma as follows. Let G be the original
decryption oracle that .4 has quantum access to in the qCCA security game. We modify G to obtain a new quantum
decryption oracle H which rejects (i.e., returns L) ciphertexts ct of the above form; the difference set .S described above
precisely includes such ciphertexts ct. Now note that D can simulate the modified decryption oracle H towards A even
in the quantum setting using the same CCA simulation strategy described above while simply rejecting ciphertexts ct
that contain vk* as above. In our qCCA security proof, we argue that .A’s winning probability in the original qCCA
security game (where it has access to (G) changes by at most a negligible amount when it has access to H instead. Here
we invoke the OW2H lemma to show the quantum indistinguishability of oracles G and H by bounding the probability



when measuring a random decryption query made by .4 to H results in a ciphertext ct € .S that induces a signature
forgery. This follows straightforwardly from the classical unforgeability of the one-time signature scheme. Namely, in
the corresponding reduction, a signature forger simulates quantum access to H towards A and randomly measures one
of A’s decryption queries; if the measurement results in ct, then the forger succeeds. We remark that the reason we only
require classical security from the signature is that, the forger queries a classical message to its one-time signing oracle
(as opposed to querying messages in superposition, which is accounted for by quantum security of signatures in [15]) to
obtain a signature ct} « Sign(sk™, (y7, ...y}, ct})), when computing the challenge ciphertext.

This is a common theme across most of our qCCA security proofs, i.e., we extend the classical CCA security proofs
of PKE constructions considered in this paper to the quantum CCA setting by first identifying the modifications made
to the decryption oracle in the classical CCA analysis and then arguing the quantum indistinguishability between these
oracles in our qCCA analysis by relying on the generalized OW2H lemma.? However, it is not always easy to bound the
probability of “measuring a decryption query to S” when applying the OW2H lemma in our qCCA analysis, in contrast
to our proof sketch above where we relied on the unforgeability of a one-time signature. For instance, as we will see
later, we show that single-bit qCCA secure PKE implies multi-bit qCCA secure PKE by extending the framework
of [33] to the quantum setting, and bounding the measurement probability requires another “nested” application of the
OW?2H lemma, which introduces further subtleties in the proof.

On a related note, the original version of the OW2H lemma (introduced in [55]) handled only random oracles G
and H, and found widespread use in proving security of cryptosystems in the QROM [12]. Later, [4] introduced a
generalized version of the OW2H lemma which not only allowed G and H to have an arbitrary output distribution but
also allowed the distinguisher’s auxiliary input to be arbitrarily correlated with GG, H, and the difference set S. This
allows us to apply the generalized OW2H lemma in our qCCA security proofs with respect to quantum decryption
oracles, which are not synonymous with random oracles. To the best of our knowledge, our results include the first
application of the OW2H lemma in the context of proving quantum CCA security of PKE schemes in the standard model.
This is in contrast to relying on, arguably, more complicated techniques such as the compressed oracle framework
introduced in [59], which was used to analyze qCCA security of PKE schemes obtained from the Fujisaki-Okamoto
transformation [28] (in the QROM). In fact, the (q)CCA security proof in [59] was later found to have some subtle gaps
in it [25]. Furthermore, the work of [56] showed a framework for formally verifying post-quantum security proofs of
cryptosystems that involve applications of the OW2H lemma; this can be seen as evidence of the relative simplicity of
the OW2H proof technique.

Remark 1.4. We remark that we chose to present the toy example above (for qCCA security) for the sake of brevity and
providing intuition, since otherwise explaining our main results (e.g., based on hash proof systems or KDM security)
would require recalling a rather lengthy preliminary background. We refer to Sections 3—7 for our detailed results.

Remark 1.5. We note that one might use other well-known techniques (for example, the Gentle Measurement Lemma;
see [10, Theorem 1], an adaptation of [9, Theorem 3.3]) to show the indistinguishability of the quantum decryption
oracles G and H in the overview above. We chose to use the OW2H lemma because of its relative simplicity and
that it does not result in a significant loss in security proofs, as evidenced by the widespread usage of this technique
in analyzing CCA security of some proposals (in the QROM) in the NIST standardization process for post-quantum
cryptography. Hence, one of the technical contributions of this paper is finding a novel application for the OW2H
lemma (a popular QROM proof technique) in the standard model, in order to establish the quantum CCA security of
various standard model PKE constructions.

2 Preliminaries

Notations. The value of (x < y) is defined to be 1 if z = y and 0 otherwise. For a positive integer n, we denote [n]
to be the set {1,2,...,n}. Weuse A € N to denote the security parameter. For a finite set S, we write x < S to denote
that 2 is uniformly at random sampled from S, unless stated otherwise. x || y denotes their concatenation. |x| denotes
bit-length of the encoding of z. For probabilistic algorithms we use y <+ A(x) to denote a (randomized) output of A

2Sometimes such changes are made implicitly to the decryption oracle, as was the case in the CCA security proof of [51] sketched above; but we
have to make these modifications more explicit in our qCCA proofs in order to apply the OW2H lemma.



on input 2; we also sometimes specify the randomness r used in A as y < A(x; r). We omit writing A when it is clear
from context.

Quantum(-accessible) Oracles. We refer the reader to [46] for the basics of quantum computation and information.
Here we recall a basic and useful fact about quantum computation.

Fact: Any classical computation can also be implemented on a quantum computer, and also any function
that has an efficient classical algorithm can be implemented efficiently as a quantum-accessible oracle.

Given an algorithm A and a (classical) function O : {0, 1}™ — {0, 1}", we use A!/°’ to denote that A has quantum
access to an oracle implementing O. To be more precise, .A!“? can make standard superposition queries Zw)z Va2 |, 2)
to the quantum oracle |O) and get ), 9, . |z, 2 ® O(x)) as a response; here = and z are arbitrary m-bit and n-bit

strings respectively. (We omit the “ket” notation in A/°?, and instead just write .A? when it is clear from context.)

Lemma 2.1 (Generalized OW2H [4, Theorem 3]). Let S C X be a random subset. Let G, H : X — ) be random
oracles satisfying G(x) = H(z) for every x ¢ S. Let z be a random bit string. (S, G, H, z may have arbitrary joint
distribution.) Let A be a quantum oracle algorithm making at most q quantum queries to its corresponding oracle
(either G or H). Let B be an oracle algorithm that on input z does the following: picksi < {1,...,q}, runs A" (z)
until (just before) the i-th query, measures all query input registers in the computational basis, and outputs the set

T = {t1,...,ty7|} of measurement outcomes (if A makes less than i queries, the measurement outcomes are taken to
be L ¢ X). Let,

Presy = Pr[1 « AT (2)]
Prigh = Pr[1 = A%(2)]
Paess = Pr[SNT #0: T + BH(2)]

Then, |Pege — Pﬁght\ < 2q+/ Pyuess- The same result also holds with BE€ instead of B in the definition of Pyyess.

Public-Key Encryption (PKE). A PKE scheme PKE = (Gen, Enc, Dec) with message space M is a triple of
algorithms, where the algorithm Gen on input 1* generates a pair of public and secret keys (pk, sk) <— Gen(1*), the
probabilistic algorithm Enc encrypts a message m € M as ct < Enc(pk, m), and the deterministic Dec decrypts a
ciphertext ct as m < Dec(sk, ct) (or returns ).
For a function v : N — [0, 1], we say that PKE is ~-spread if for every key pair (pk, sk), message m € M, and
ciphertext ct, we have
Pr [ct = Enc(pk, m;r)] <277

r<—R

where R is the set of all possible randomness that can be sampled in Enc. In particular, we say that PKE is well-spread
if 277 is negligible in A.
Lete : N — [0, 1] be a function. We say that PKE = (Gen, Enc, Dec) is e-almost-all-keys correct if we have

(pk,sk)EEen(lA)B(m’ r) s.t. Dec(sk, Enc(pk, m;7) # m)] < ().

We also call key pairs (pk, sk) under which the above decryption error occurs as “erroneous.” Additionally if ¢ is the
zero function, then we say PKE satisfies perfect correctness.

CCA-Secure PKE. Below we define chosen ciphertext security for PKE.

Definition 2.2. A PKE scheme PKE = (Gen, Enc, Dec) is said to satisfy CCA security if for every polynomial-time
adversary A, the following quantity Advgﬁ‘é’ 4 1s negligible:

(pk, sk) < Gen(1*);b « {0,1}
AdvgﬁgA = |Pr |b=1b:(mg, my,st) « AL (pk) - =
ct* « Enc(pk, my); b’ + A% 56 (ct* st)

DNO| =



where the function Og (sk, -) is defined as

1 ifct =ct
Dec(sk, ct) otherwise.

Og (sk,ct) = {

We require the messages mg and my to be of the same length. Note that A4 has classical oracle access to O (sk, -) and
Oct- (sk, ) in the pre-challenge phase and post-challenge phase, respectively.

qCCA-Secure PKE. Below we define quantum CCA security for PKE, which is an extension of classical CCA
security to the quantum setting.

Definition 2.3. A PKE scheme PKE = (Gen, Enc, Dec) is said to be gCCA secure if for every QPT adversary A, the
following quantity Advgicé 4 18 negligible:
(pk, sk) < Gen(1*);b «+ {0,1}
Adv%icE/?A = |Pr |b=1b":(mg,my,st) « AlOLED (pk) -

ct* « Enc(pk, my); b’ < AlO« 56D (ct* st)

N | =

where the function Og sk, -) is defined as

1 ifct =ct

Dec(sk, ct) otherwise.

Og (sk,ct) = {

Here st denotes some arbitrary state information, and ct* is computed in the challenge phase. We also require the
messages mg and m; to be of the same length. Note that A has quantum access to |O (sk, -)) and |Oc~(sk, -)) in the
pre-challenge phase and post-challenge phase, respectively. As in the qCCA security definition for encryption in [15],
we also encode L to be a bit-string outside the message space M in order to properly define the result z @ L in the
output register of |Og(sk, -)) described above.

The notions of CCA security and CPA security for PKE schemes differ from Definition 2.3 in that, in the former,
the adversary A has classical access to oracles O (sk, -) and O (sk, -), and in the latter, A has no access to these
oracles. We also denote the advantage of A in the security experiments corresponding to these notions as Advgﬁé, A

and AdeﬁAE 4 respectively.

Signature Scheme. A signature scheme SIG = (Gen, Sign, Ver) with message space M is a triple of algorithms,
where the algorithm Gen on input 1* generates a pair of verification and signing keys (vk, sk) < Gen(1?*), the algorithm
Sign signs a message m € M as o < Sign(sk, m), and the deterministic Ver verifies a signature o on message m by
outputting a bit b < Ver(vk, m, o); here b = 0 (resp., b = 1) signifies that the signature o is invalid (resp., valid) with
respect to m.
We say that SIG is correct if we have
r 3(m, o) s.t. Ver(vk, m, Sign(sk, m 1] =0.
(Vk’sk)%en(m[ (m, o) ( gn(sk,m)) # 1]
Definition 2.4. A signature scheme SIG = (Gen, Sign, Ver) is said to be one-time strongly® unforgeable if for every
QPT adversary A, we have
m*,o* m,o vk, sk) < Gen(11); (m, st) « A(vk
AQuELE , — py |75 A (M) (s € Gen(1)smst) - AGK) ]
' AVer(vk,m*,0%) =1 o < Sign(sk,m); (m*,0*) < A(o, st)
where st denotes some state information. The term “one-time” denotes the fact that A only has one-time access to the
signing oracle Sign(sk, -).

3The security definition for signature schemes which are one-time unforgeable, and not strongly unforgeable, is the same as Definition 2.4 except
we replace the check “(m*,o*) # (m,0)” with “m* # m”. In other words, such “weakly” unforgeable signatures do not guarantee that the
adversary A cannot derive different valid signatures o* # o for the same queried message m.



Pseudorandom Generator (PRG). A pseudorandom generator PRG with output length parameter ¢ is an efficiently
computable function mapping from {0, 1}* to {0, 1}*. For security, we require the following.

Definition 2.5. A pseudorandom generator PRG with output length parameter ¢ is said to be secure if for every QPT
adversary A, we have

b+ {0,1};s + {0,1}*
1
Advpig 4= [Pr|b=1b:y" « {0,1}%;y" « PRG(s) | — 5| < mesl.
Y — Ay

Injective Trapdoor Functions. A trapdoor function (TDF) TDF = (Gen, Eval, Invert) is a triple of algorithms
satisfying the following one-wayness property, where the algorithm Gen on input 1* generates a pair of evaluation and
trapdoor keys (ek, td) < Gen(1%), Eval(ek, -) implements a function fe(-) over {0, 1}* and Invert(td, -) implements
its inverse function fe_k1 (+) (along with outputting L for invalid inputs). Note that we require TDFs to be injective.

Definition 2.6. A trapdoor function TDF = (Gen, Eval, Invert) satisfies (post-quantum) one-wayness if for every QPT
inverter A, we have

k,td) < Gen(1*); 2 « {0,1}*
Adv e 4 =Pr|z=2a": (ek, td) en( )/a: {0.1} < negl.
’ y* + Eval(ek,z); 2" + A(ek,y™)

Definition 2.7. We say that the function GL : {0,1}* — {0, 1} is a hardcore predicate for a (post-quantum) TDF

TDF = (Gen, Eval, Invert) if for every QPT distinguisher .4, the following quantity Advl(‘;CB i is negligible:

(ek,td) «+ Gen(l)‘); b+ {0,1} 1
Advgp = [Pr|b=0": 2« {0,1}*y" « Eval(ek,x);ho = GL() | — 5|-
hy < {0,1};0" « A(ek,y", hp)

The work of [30] showed that there must exist a hardcore predicate for any one-way (trapdoor) function.

qCCA-Secure KEM. A key-encapsulation mechanism KEM = (Gen, Encaps, Decaps) with session-key* space K is
a triple of algorithms, where the algorithm Gen on input 1* generates a pair (pk, sk) «— Gen(1%), the probabilistic algo-
rithm Encaps generates a session key and the corresponding ciphertext as (ct, k) < Encaps(pk), and the deterministic
Decaps returns a session key (or an error L) from a ciphertext as k «<— Decaps(sk, ct).

Lete : N — [0, 1] be a function. We say that KEM is e-almost-all-keys correct if we have

(pk,sk)EEen(p)Er s.t. Encaps(pk; r) = (ct, k) A Decaps(sk, ct) # k] < g(A).

We call pairs (pk, sk) under which the decapsulation error occurs as “erroneous.”

Definition 2.8. A KEM KEM = (Gen, Encaps, Decaps) is said to be gCCA secure if for every QPT adversary A, we
have

(pk, sk) < Gen(1*);b < {0,1}
AQVIESS | = [Pr [b =« (ct”,k;) « Encaps(pk), kj « K| — 5| < negl,
b Al ) (pk, (ct*, k}))
where the function Og (sk, -) is defined as

O (sk,ct) = 1 if ct = ct,
VT | Decaps(sk, ct) otherwise.

(We also encode L to be a bitstring outside K to properly define the value z @ L in the output register of |Og(sk, -))
described above.)

4Also sometimes referred to as “encapsulated key” in this paper.



The notion of CCA security for KEMs differs from Definition 2.8 in that the adversary .4 has classical access to the
oracle O (sk, -).

Coming to the CPA security of KEMs, it is convenient to define the security notion for the following multi-challenge
experiment; this multi-challenge version of CPA security is polynomially equivalent to the single-challenge version via
a standard hybrid argument. A KEM KEM = (Gen, Encaps, Decaps) is said to be CPA secure if for any polynomial
n = n(A) and every QPT adversary A, we have that the following quantity Adv‘li‘g,l\)ﬁm 4 18 negligible:

(pk, sk) < Gen(1*);b < {0,1}
AdviEn, 4 = |Pr [b=1b: Vi€ [n] (ct], ki) < Encaps(pk), ki K| —

30 M, 1

b A(pk, (Ct:7 kf,b)ie[n])

DN | =

Authenticated Encryption Scheme. A secret-key encryption (SKE) scheme SKE = (K, E, D) is a triple of algorithms
where the algorithm K on input 1* generates a key k <— K(1%), the probabilistic algorithm E encrypts a message m as
ct < E(k, m), and the deterministic (decryption) D decrypts a ciphertext ct as m < D(k, ct) (or returns an error L).
We also assume perfect correctness of our SKE schemes.

Definition 2.9. An SKE scheme SKE = (K, E, D) is a one-time authenticated encryption scheme if the following two
properties hold:

 CPA security: For every QPT adversary A, it holds
k + K(1*);b « {0,1}
Advgt 4= Pr[b=1b: (mg, my,st) « A1) — 5| < megl,
ct* « E(k,mp); b’ + A(ct*,st)
where my and m; are of the same length and st is state information.
* Ciphertext integrity (INT-CTXT security): For every QPT adversary B, we have
k + K(1*);win = 0
AdVISI\EE’?gXT =Pr |win=1:(m,st) < Bol(k")(l)‘) < negl,
ct* « E(k,m); BO () (ct* st)

where the flag “win” is set to 1 if 5 makes a query to any of the oracles O (k,-) or O~ (k, -) such that the
corresponding response is not L. Here the oracle Og (k, -) is defined as
1 if ct = ct,
D(k,ct) otherwise.

Og(k,ct) = {

Note that B only has classical access to the oracles.

One-time security stems from the fact that A and 3 have one-time access to the encryption oracle E(k, -).

Key-Dependent Message (KDM) Security. A function is said to be a projection function if each of its output bits
depends on at most a single bit of its input. Let SKE = (K, E, D) be an SKE with key space K and message space M.
Let P be the family of projection functions with domain X and range M.

Definition 2.10. An SKE scheme SKE = (K, E, D) is said to be one-time KDM secure with respect to projection
functions if for every QPT adversary .4, we have

k «+ K(1%);b « {0,1}
Advsgep 4 = |Pr|[b=1b":(fo, f1,st) + A1) -
ct* < E(k, fo(K); b A(ct*, st)

where fy, f1 € P and st is some arbitrary state information.

< negl
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Target Collision-Resistant Hash Functions. A keyed hash function Hash = (HGen, H) is a pair of algorithms where
the algorithm HGen on input 1* generates a hash key hk +- HGen(1?), and the deterministic (evaluation) algorithm H
on input a value z € {0, 1}* outputs a hash value y € {0,1}*, i.e., y = H(hk, ).

Definition 2.11. A hash function Hash = (HGen, H) is rarget collision-resistant if for every QPT adversary A, we
have

H(hk, z’) = H(hk z,st) «— A(1*
AdvIR  _py ( ,x)/ ( ,r):( ) (A) < negl,
: ANt #zx hk <~ HGen(1%); 2" < A(hk, st)

where st is some arbitrary state information.

Note that target collision-resistant hash functions can be constructed from any one-way function [50].

Predicate Encryption (PE). A PE scheme PE = (Setup, Enc, KGen, Dec) with message space M, attribute space X
and predicate class C° is a quadruple of algorithms, where the algorithm Setup on input 1* outputs public parameters
pp and the master secret key msk as (pp, msk) < Setup(1%), the probabilistic algorithm Enc encrypts a message
m € M under an attribute x € X as ct < Enc(pp, m, x), the deterministic® key generation algorithm KGen generates
a secret key w.r.t. a predicate C € C as skc + KGen(msk, C), and the deterministic Dec decrypts a ciphertext ct as
m < Dec(skc, ct) (or returns an error L).

We say that PE is e-correct (adapted from [39, Section 2]) if we have

C(x) = 1 A skc < KGen(msk, C)
A Dec(ske, Enc(pp, m,x; 7)) # m

C(x) = 0 A sk¢ + KGen(msk, C)
A Dec(skc, Enc(pp, m,x; 7)) # L| — c

P

T
(pp,msk)<—Setup(1*)

I(m,x, C,7) s.t. =0, and

P

r
(pp,msk)<—Setup(1*)

I(m,x, C,7) s.t.

Definition 2.12. A PE scheme PE = (Setup, Enc, KGen, Dec) is said to be one-sided’ CPA secure if for every QPT
adversary A, we have

(pp, msk) < Setup(1*);b «+ {0,1}
1
Advpgy = [Pr |[b=1b": ((mo,x0), (m1,x1),st) ¢ AT (pp) — 5| < negl,
ct* < Enc(pp, mp,xp); b’ AKCen(msk) (ct* st)
where st is some state information, and most importantly, all predicate queries C made by .A to the KGen(msk, -) oracle

— both in the pre-challenge and post-challenge phases — must satisfy C(xg) = C(x;) = 0. Also note that .A only has
classical access to KGen(msk, -).

Now let Recover be a deterministic algorithm w.r.t. PE = (Setup, Enc, KGen, Dec) which recovers a message m
and attribute x from a ciphertext ct on input encryption randomness r as (m, x) < Recover(pp, ct, ) (or returns L);
note that Recover does not take any (master) secret key as input. Then we say that PE satisfies the recovery from
randomness property [39] if

Pr [3(m, x, r) s.t. Recover(pp, Enc(pp, m,x;7),r) # (m,x)] =0,
(pp,msk)<—Setup(1*)

STechnically, the spaces M, X’ and C are supposed to be parameterized by the security parameter \. However we ignore this detail in the paper
for notational simplicity but without loss of generality.

6As explained in [39, Remark 2.1], sticking to a deterministic KGen is not really a restriction since the key generation algorithm of any PE scheme
can be made deterministic with minimal overhead using a pseudorandom function.

7As remarked in [39, Footnote 2], the original security definitions of predicate encryption in the literature (e.g., [13, 34]) required the adversary to
not be able to tell which of the attributes xo or x1 was used in the challenge encryption — even when the adversary has secret keys corresponding to
predicates C with C(xg) = C(x1). On the other hand, one-sided predicate encryption gives us a weaker guarantee where this secrecy of attributes
holds only w.r.t. C(xo) = C(x1) = 0, but not when C(xg) = C(x1) = 1; hence the term “one-sided” security.
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and additionally if there does not exist any tuple (m, x, ) such that ct = Enc(pp, m, x; ), then Recover(pp, ct, ) = L.
In [39, Section 2.1], Koppula and Waters show how to convert any one-sided CPA secure PE scheme to a PE scheme
which is also one-sided CPA secure and additionally satisfies the above “recovery from randomness” property. Hence in
the rest of this paper, we will assume without loss of generality that any one-sided CPA secure PE scheme also comes
with this randomness recovery.

3 Quantum CCA Security from Hash Proof Systems

Cramer and Shoup [22] introduced the notion of hash proof systems, which provides a generic framework to construct
CCA-secure PKE. In this section, we show how one can also obtain quantum CCA-secure PKE from hash proof systems
while relying on the same statistical (i.e., universality and smoothness) and computational® properties that were used for
building CCA-secure PKE. By plugging in the hash proof system construction of [3] from isogeny-based group actions
(e.g., variants of CSIDH), we obtain the first realization of qCCA-secure PKE from isogeny-based assumptions.

We begin by recalling the definition of universal hash proof systems (also known as projective hash functions) as
in [22, 3].

Definition 3.1. Let A : K x ¥ — I be an efficiently computable function, and let L C . Also, let o : K — S be
a projection function. We say that the tuple IT = (A, K, S, X, T, L) is a universal hash proof system if the following
holds:

» Samplability: There exist efficient algorithms to sample from X and from K. In addition, there exists an efficient
algorithm to sample from L along with a witness w that proves membership in L.

Subset Membership Problem: If g < L and 01 < X\ L, it holds that o is computationally indistinguishable
from o4, i.e., for any PPT distinguisher D, the following is negligible:
1
Advy, p = ’Pr [V =b:b+« {0,1};00 < L,o1 < £\ L, b « D(0y)] — 3|
If the computational indistinguishability above holds with respect to all QPT adversaries, we say that the hash
proof system II satisfies post-quantum security. Looking ahead, our construction of CCA-secure PKE requires a
post-quantum hash proof system.

Projective Evaluation: There exists an efficient algorithm ProjEval such that for any £ € K and any o € L with
membership witness w, we have

ProjEval(a(k), o, w) = A(k, o).

Universality: 11 is said to be e-universal if forany o € ¥\ L, s € S, and vy € T, we have

JFr Ak o) =v[alk) =s] <e.

Universality; and smoothness. We recall two stronger notions for universal hash proof systems, namely universalityo
and smoothness, as in [22].

e Universalitys: A hash proof system II = (A, K, 5,3, T, L) is e-universaly if for any o,0* € ¥ such that
oce€X\(LU{c*}),forany s € Sand~vy,v* € I', we have

kErK[A(k, o)=~|ak)=sANAk,o%)=~"]<e.

* Smoothness: A hash proof system IT = (A, K, 5, %, T, L) is e-smooth if forany o € X\ L, k < K and v < I,
the statistical distance between (a(k), o, A(k, o)) and («(k), o,7y) is at most .

8The only difference is that we require the computational properties to hold in the presence of QPT adversaries (i.e., post-quantum security).
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As in [22], we also define an extended hash proof system with a tuple of the form IT = (A, K, 5, X x E,T', L X E)
associated with a finite set F/ (where F is going to be used for encoding messages). The only difference between
an extended and an “ordinary” hash proof system is that to compute A(k,c,¢) for o € L and e € E, the ProjEval
algorithm takes as input a(k) € S, 0 € L, e € E and a witness w, i.e., ProjEval(a(k), 0, e,w) = A(k, o,¢).

Construction. We recall the construction of CCA-secure PKE from universal (and smooth) hash proof systems [22].
We then proceed to show that the same construction also results in qCCA-secure PKE, assuming the post-quantum
security of the underlying hash proof system.

LetII = (A, K, S, X, T, L) be an &’-smooth hash proof system, and also let « : K — S be its projection function.
Let IT = (A, K, S, Y xT, I, L x I') be an extended hash proof system with e-universalitys, with ¢ : K— 8 being the
corresponding projection function. Consider the scheme PKE = (Gen, Enc, Dec) with message space I" based on IT and
11 as follows (note that we require I to be an abelian group wherein elements can be efficiently added and subtracted):

Gen(1*): Sample k + K, k < K, and compute s = a(k), § = @ (k). Output

Enc(pk = (s, §), m): Sample o € L with its witness w. Output (o, e,4) where

v = ProjEval(s,o,w), e=m+~yel, #=ProjEval(3,o,e w).

Dec(sk, ct = (0, e,4)): Compute 5 = A(k, 0, €). If 4 = 7 do the following, else output L: compute v = A(k,0) € T
andoutputm =e —y €T

Theorem 3.2. [f 11 is a &’-smooth hash proof system and I1 is a e-universaly extended hash proof system for negligible
¢" and ¢, then PKE is qCCA secure.

At a high level, the proof proceeds similarly to that of [22] but the main difference is that in [22], the original Dec
oracle is replaced with an alternative oracle, and then the e-universalityy property of IT is invoked in order to argue the
(classical) indistinguishability of decryption oracles. In our case, we argue the quantum indistinguishability of these
decryption oracles by relying on the generalized OW2H lemma [4] (also referred to as Lemma 2.1 in the rest of this
paper, as formally defined in Section 2), in addition to the statistical e-universality, property of I1.

Proof. Let A be any QPT adversary that breaks the qCCA security of PKE (see Definition 2.3) while making ¢ quantum
decryption queries, with gp,e/gpos: decryption queries in the pre/post-challenge phase. Consider the following games.

Game 1: This is essentially the same as the qCCA game except for some minor changes.’

« Sample k < K and k < K and compute s = a(k), § = a(k). Set pk = (s,8) and sk = (k, k). Generate
o* € L along with a corresponding witness w*, and sample a random bit b <+ {0, 1}.

¢ Forward pk to A and respond to .A’s quantum decryption queries using the description of Dec(sk, -) above, i.e.,
given a ciphertext |ct) = |0, €,%) in the computational basis, compute 7 = A(k, 0, ¢) and if ¥ = 7 then compute
~v = A(k, o) and output m = e — . Otherwise, output L.

* After receiving (mg, m;) from A, output ct* = (¢*, e*,4*) where
~v* = ProjEval(s, 0™, w*), e =m,+~*, "= ProjAEva|(§7J*,e*,w*).

* Respond to A’s quantum decryption queries in the normal way as above, but this time making sure to reject
ciphertexts that are equal to ct*.

9Specifically, (o*, w*) is generated in the pre-challenge phase (which is going to be used in the challenge phase). However, this change does not
affect A’s view.
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* A terminates with an output ¥’ € {0, 1}.

Game 2: In this game, we modify the way ct* = (o™, e*,5*) is computed. Specifically, instead of using pk to
encrypt m;, we use sk = (k, k) as follows:

v =AMk, 0"), e =mp+77, 5T = Ak, 0", €).

Game 3: In this game, we sample o* uniformly from 3\ L, instead of L. Note that we do not need a corresponding
witness w* as we are not using the ProjEval function (which requires a witness as input) anymore to encrypt m.

Game 4a: In this game, we modify the decryption oracle in the pre-challenge phase as follows. In addition to
rejecting a ciphertext (o, e, %) if A(k, o, e) # 4, the modified oracle also rejects the ciphertext if o ¢ L.

Game 4b: Here we modify the decryption oracle in the post-challenge phase as follows. In addition to rejecting a
ciphertext (o, e,4) if A(k, o, ) # 4, the modified oracle also rejects the ciphertext if o ¢ L.!°

Game 5: In this game, we modify the challenge phase as follows. Instead of computing v* as v* = A(k, o*), we
sample v* uniformly from I'.

We define W), for j € {1,2,3,4a,4b,5}, to be the event that .A succeeds in guessing the bit b (i.e., b’ = b) in
Game j. By definition, we have

1

Advi, = | Prw ] — 5

We now have the following in the subsequent games.
Lemma 3.3. Pr[iWW (M| = Pr[W ).

Proof. Note that since 0 € L (where w™ is the corresponding witness), by the projective evaluation property we have
~v* = ProjEval(s,o*, w*) = A(k,o*) and 4* = ProjEval(s, o*, e*, w*) = A(k, 0", e*). O

Lemma 3.4. There exists a distinguisher D that solves the subset membership problem of 11 (and I1) such that
| PrW®] — PrW®]| =2 Adv{y, p.

Proof. The description of D is as follows: on input o* € X, the distinguisher D samples sk = (&, I%) + K x K and
forwards the corresponding public key pk = (a(k), &(k)) to the qCCA adversary A. It then samples b < {0, 1} and
answers A’s quantum decryption queries as in Game 2 using sk. When .4 provides (mg, m1), the distinguisher D
computes the challenge ciphertext as follows: it computes v* = A(k, o*) using sk. Next, D computes e* = m; + 7*
and 4* = f\(l%, o*,e*), and forwards (o*,e*,4*) to A. The distinguisher D proceeds to respond to A’s quantum
decryption queries again as in Game 2 using sk while making sure to reject ciphertexts equal to ct*. Finally, when A
terminates with a bit &, the distinguisher D outputs 1 if b = &’ and outputs 0 otherwise. It is easy to see that D perfectly

simulates Game 2 (respectively, Game 3) if 0* € L (respectively, o* € ¥\ L). Therefore, we have

| Pr[W®] - Pr[wW®)]| =2- Adv?g[’PL)’D. O

Lemma 3.5. |Pr[W®)] — Pr[WW1)]| < 2g,,01/E.

Proof. Here we use Lemma 2.1 to bound | Pr[W ()] — Pr[W{4)]|. In the context of applying Lemma 2.1, let A be
a quantum oracle algorithm which receives as input the hash proof systems II and I along with the random values
k <+ K and k < K (namely, the secret key sk = (k, k)); i.e., z = ((IL,II), (k, k)). A also has quantum access either
to the original decryption oracle G := Dec(sk, -) used in Game 3 or to the modified decryption oracle H used in Game
4a. Note that the outputs of oracles G and H differ with respect to the set of ciphertexts S = {ct = (0,¢,%)|c ¢
LA /A\(IQ:, o,e) = 4}. Next, A proceeds to perfectly simulate either Game 3 or Game 4a towards the qCCA adversary
A (depending on whether it has access to G or H) as follows: A first samples b < {0, 1} and forwards the public

key (s,8) = (a(k),a(k)) to A. Then A strictly uses its quantum oracle (i.e., G or H) to answer .A’s queries in the

10As usual, ciphertexts equal to the challenge ciphertext ct* will also be rejected.
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pre-challenge phase, i.e., A does not use the secret key (%, I%) directly for decryption here. To compute the challenge
ciphertext ct* = (0*, e*,%*) in the challenge phase, A uses the private keys k and k for encrypting my just as in Game
3 (and 4a) above. Finally, A proceeds to answer the rest of .A’s quantum decryption queries in the post-challenge
phase as in Game 3, this time using the secret key (k, l%) (and not the oracles G or H), while at the same time rejecting
ciphertexts that are equal to ct*. Finally A outputs 1 if and only if A outputs b’ = b.

Observe that in the context of Lemma 2.1, Pr[IWW ()] = Pr[l + A%(2)] and Pr[W“®)] = Pr[1 < AT (2)]. Thus,
we have | Pr[W( )] Pr[W (4‘1)]| < 2¢prer/ Pouess Where Pyegs is the probability of the event when measurement
of a random quantum decryption query made by A in the pre-challenge phase of Game 4a results in a ciphertext
(0,e,9) € S.

In order to bound the probability Pyess in Game 4a, we first condition on fixed hash proof systems II and 11, as
well as fixed values of k, 3, and A’s random coins. These values completely determine the public key received by A in
Game 4a, the quantum decryption queries made by A in the pre-challenge phase, the corresponding responses of the
decryption oracle (note that in Game 4a, the decryption oracle rejects ciphertexts (o, e,%) when o ¢ L; hence, when
o € L, we only need the keys k and $ for decryption), and the values my and m; chosen by .4 in the challenge phase.
Now consider any ciphertext ct = (o, e,%) which is a result of measuring any quantum decryption query made by A in
the pre-challenge phase. If F is an event in this conditional probability space, then we denote the associated probability
of the event in this space as Preonq[E]. In the next step, we want to bound the following quantity:

Pr((0,e,9) € 5] = Pro ¢ LAAE,0,¢) =4] < Pr[A(k,0,e) =4 | o ¢ L].

cond cond cond
In this conditional probability space where o, e, and  are fixed, along with the other values fixed above, note that k is
still umformly distributed over K conditioned on a(k) = 5. Hence, from the e-universality, property of I1, we have
Preona[A(k,0,¢) =4 | o ¢ L] < e. Thus, from a simple averaging argument over this conditional probability space, it
follows that Pyyess < € in Game 4a. Therefore, it follows that

| PI‘[W(B)] - Pr[W(4a)]| < 2qpre V Pguess < 2Qpre\/g- O

Lemma 3.6. | Pr[IWW“®)] — Pr[IW#)]| < 2,041/

Proof. We again use Lemma 2.1 as above to bound | Pr[IW(4)] — Pr[IW(4Y)]|. We first simulate the pre-challenge
phase of Game 4a (and 4b) as follows: let A,,. be an algorithm which receives as input the hash proof systems II and
IT along with a randomly chosen sk = (k, fc) generated as in Game 4a above. A,,.. samples b < {0, 1} and forwards
pk = (s,8) = (a(k), &(k)) to A. It responds to A’s quantum decryption queries in the pre-challenge phase as in Game
4a using sk: for any ct = (o, e,%), it returns L. whenever o ¢ L (note that Apre need not be efficient); otherwise, it
returns Dec(sk, ct). After receiving (mg, m1) from A, the algorithm A,,. computes ct* = (¢*, e*,4*) using sk as in
Game 4a (and 4b) above. It then forwards ct* to .A. In addition, in the context of applying Lemma 2.1, A,,.. forwards
the input z = ((TI, 1), (pk, sk), ct*, b) to a quantum oracle algorithm A,,s;. The algorithm A,y also has quantum
access either to the corresponding post-challenge decryption oracle G = Dec(sk, -) in Game 4a (which also rejects
ciphertexts equal to ct*) or to the modified post-challenge decryption oracle H in Game 4b. Note that the outputs of G
and H differ with respect to the set S = {ct = (0, e,)|ct # ct* Ao ¢ L A A(k,0,e) = 4}. Next, Apoq; proceeds to
simulate the post-challenge phase of Game 4a or Game 4b towards A (depending on whether it has access to G or H)
by forwarding A’s quantum decryption queries to its own oracle (i.e., G or H) and returning the corresponding output.
Finally, A, outputs 1 if and only if A outputs b’ = b.

Observe that Pr[IW(“4)] = Pr[l «+ AS 1(2)] and Pr[W#)] = Pr[l « All :(2)]. By applying Lemma 2.1

we have | Pr[IW (4@ — PrW ]| < 2g,051+/Paness Where Pyess is essentially the probability of the event when
measurement of a random quantum decryption query made by A in the post-challenge phase of Game 4b results in a
non-challenge ciphertext ct = (0,¢,9) € S.

In order to bound the probability Pyess in Game 4b, we condition on fixed hash proof systems II and I1, fixed
values of k, 3, and A’s random coins as in our analysis of the pre-challenge phase in the previous lemma. Moreover,
we also condition on the fixed values of b and ¢* in the challenge phase (which determine v* and e*) as well as a
fixed value of 4* = fx(l%, o*,e*). These values completely determine all of the quantum decryption queries made by
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A in the post-challenge phase and the corresponding responses of the decryption oracle in Game 4b. Now consider
any ciphertext ct = (o, e,4) which is a result of the measurement of any quantum decryption query made by A in the
post-challenge phase. Using the same notation of Preng[-] as in the proof of the previous lemma to denote conditional
probabilities, we want to bound:

Pr[(o,e,4) € S] = CE’IL[(U,e,'?) # (0", e Y )No ¢ L/\/A\(E,U7 e) =4]

cond
< Prli(ho.0) =7 | (0.0,9) # (0", ") Ao ¢ L]
If (0,€) = (0%, e*), thensince (0, €,7) # (0%, e*,4*) we have A(k, o, ¢) # 4 with certainty; that is, Preena[A(k, 0, €) =
On the other hand, if (o, e) # (c*, €*), then in this conditional probability space where o, e, and ¥ are fixed, along
with the other values fixed above, note that k is uniformly distributed conditioned on &(k) = § and A(k, o*, e*) = 4*.
Thus, by the e-universality, property of II, we have

Pr[A(k,0,e) =4 | (0,e,9) # (0%, *,4") Ao ¢ L] <e.

cond

By a simple averaging argument, it follows that Pyuess < €, which implies

| Pr[W U] — PrW ]| < 2g,050 v/ Pavess < 2qpost VE- O

Remark 3.7. Note that in our application of the OW2H lemma above (and also in the rest of our qCCA security proofs
below), we first make an explicit distinction between the “pre-challenge” and “post-challenge” decryption oracles and
then apply the OW2H lemma separately to the respective oracles. The reason is that the OW2H lemma, in its current
form, is not directly applicable to stateful oracles (which is the case for decryption oracles in the qCCA security game).
Nevertheless, we believe that a one-shot application of a “stateful”’-version of the OW2H lemma would not lead to
improved security bounds compared to our two-fold application of the plain OW2H lemma.

Remark 3.8. We remark that the difference between Game 3 and Game 4a is only about how the decryption queries are
responded to in the pre-challenge phase. We show in Lemma 3.5 that those two games are statistically indistinguishable
by relying on the generalized OW2H lemma. Therefore, statistical indistinguishability of these two games does not
require solving the subset membership problem in polynomial time. Quite analogously, the difference between Game
4a and Game 4b is only about how the decryption queries are handled in the post-challenge phase, and the statistical
indistinguishability of those two games does not require any efficient algorithm to solve the subset membership problem.

Lemma 3.9. | Pr[W @] — Pr[w®)]] < ¢/,

Proof. We construct a (potentially inefficient) distinguisher D’ as follows: on input the hash proof systems II, ITand a
tuple (a(k),o*,v*) where 0* < X\ L, k + K, and an element v* € T' (where D’ is supposed to determine whether
v* = A(k,0*) or v* < I), the distinguisher D’ first samples k < K and forwards pk = (a(k), &(k)) to A. It then
samples b < {0, 1} and proceeds to answer .A’s queries as in Game 4b (and 5) as follows: for any ct = (o, e, %), return
| whenever o ¢ L. Otherwise, compute 7 = f\(l%, o, e) and check if 4 = 4. If not, output L. Otherwise, find a witness
w corresponding to o € L and compute v = ProjEval(a(k), o, w), and return m = e — ~.!! In the challenge phase,
when A provides (mg, my), the distinguisher D’ computes ct* = (*, e*,4*) as follows: it computes e* = m;, + v*
and 4* = f\(l%, o™, e*) using k. Next, D’ proceeds to respond to the rest of .A’s queries as in the pre-challenge phase
while rejecting ciphertexts equal to ct*. Finally, when A terminates with a bit &', the distinguisher D’ outputs 1 if b = o/
and outputs 0 otherwise. Observe that D’ perfectly simulates Game 4b or Game 5 (depending on its input). Therefore,
by the &’-smoothness property of II, it follows that the statistical distance between (a(k),o*,v* = A(k,0*)) and
(a(k),0*,v* + T') is bounded by ¢’, as required. O

For a fixed o € L, finding a corresponding witness w may not be efficient. However, note that D’ is potentially inefficient since our proof relies
on a statistical property of hash proof systems, namely &’-smoothness (Definition 3.1).
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Lemma 3.10. Pr[IW®)] = 1/2.
Proof. The lemma follows by observing that the view of A is independent of b. O
By putting together all of the above bounds, it follows that
Adv‘,*,CKCEI?A <2- Adv?g{PL)p +2qve + €,

which establishes the qCCA security of PKE. O

Quantum CCA-secure PKE from isogeny-based group actions. We remark that an &’-smooth and e-universals
hash proof system (where €’ and ¢ are negligible) can be generically constructed from a 1/2-universal hash proof system
by relying on the leftover hash lemma (as shown by [22]), and for the above construction one can take I" to be the group
of (fixed-length) bit strings with xor operation. Thus, all one needs to realize qCCA-secure PKE is a 1/2-universal hash
proof system. In particular, by relying the hash proof system construction of [3], Theorem 3.2 immediately yields a
quantum CCA-secure PKE from isogeny-based group actions (e.g., variants of CSIDH). We note that the transformation
of Cramer and Shoup [22] to construct a negligibly smooth and universal hash proof system from a 1/2-universal hash
proof system is also valid in a quantum setting since it neither requires a computational assumption nor does it involve
interacting with an oracle. Namely, the transformation of [22] is entirely statistical, and only relies on simple statistical
techniques/lemmas, e.g., parallelization and the leftover hash lemma (Section 3.5 of [22]).

4 Quantum CCA Security from PKE and KDM-Secure SKE

Kitagawa et al. [37] showed how to realize CCA-secure KEM/PKE given any CPA-secure KEM/PKE and any SKE
scheme with one-time KDM security (for projection functions). In this section, we prove that their construction also
satisfies qCCA security while relying on (post-quantum security of) the same building blocks.

4.1 Quantum CCA-Secure KEM

We recall the KEM construction of [37] from the following building blocks (see Section 2 for formal definitions of
various security notions):

* a CPA-secure KEM KEM = (Gen, Encaps, Decaps),

* a one-time KDM-secure SKE (for projection functions) SKE = (K, E, D), and
* atarget-collision resistant hash function Hash = (HGen, H).

These building blocks are required to have the following properties:

* The session key space of KEM and the randomness space of Encaps are {0, 1}** and {0, 1}*, respectively. The
secret key space of SKE is {0, 1}" and plaintext space is {0, 1}""**¢. The range of H is {0, 1}*.

* The size of the range of Decaps(sk, -) (excluding 1) for any sk in the support of Gen(1%) is at most 2*.

Consider the scheme KEM = (Gen, Encaps, Decaps) described in Figure 2 and Figure 3. Correctness of KEM can
be verified as in [37]. We proceed to prove the quantum CCA security of KEM via the following theorem.

Theorem 4.1. Let KEM, SKE, and Hash be as described above with security against QPT adversaries. If KEM is
almost-all-keys correct'? then KEM is gCCA secure.

12This correctness notion is analogous to the almost-all-keys correctness defined for PKE schemes in Section 2.
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Encaps(PK = (pko, pkl7 (ai)ie[n],c, hk)):

Gen(17):
Y(i,b) € [n] x {0,1} :

(pk®, sk”) Gﬁ“(l)\) forb €{0,1} r?  {0,1}*, (ct®,kP) « Encaps(pk®; r?)
aiac<_{071}>\ for i € [n] s=(51,...,8,) < K(1Y), &k« {0,1}*

hk < HGen(1%) ctske < E(s, (r]")icin) || K)

PK:= (pkoo, pklv (ai)ie[n]acv hk) h := H(hk, (Ct?,ct%)ie[n] Il ctske)

SK := (Sk ,PK) t;, = kfl +5; - (ai +c- h)a Vi e [n]
return (PK; SK) CT := ((ctf, ct}, ti)ie[n) Ctske)

return (CT, k)

“ Arithmetic is done over GF(24*) and h is interpreted as element of {0, 1}4*.

Figure 2: Algorithms Gen and Encaps.

Decaps(SK = (sk?, PK),CT = ((ct?, ct}, t;)ic[n), Ctske) ):

h:= H(hk, (Ct?, Ct%)ie[n] H CtSKE).
For each i € [n]: if Decaps(sk’,ct?) = t;, set s; = 0. Otherwise set s; = 1.
((r7")iem) Il &) := D(s, ctske)
If the following holds return . Otherwise return L.
Vi€ [n]:  Encaps(pk®;r]’) = (cti*,t; — s; - (a; + ¢ - h))

Figure 3: Algorithm Decaps.

Proof. Let A be any QPT adversary that breaks the qCCA security of KEM while making ¢ quantum decapsulation
queries. Let KEM be e-almost-all-keys correct. Our proof proceeds with a similar sequence of games as in [37]. For the
sake of completeness, we provide the descriptions of the games as follows.

Game 1: This is essentially identical to qCCA game for KEM except for a few changes in the ordering.

* Set PK = (pk°, pk?, (ai)ie[n)» €, hk), SK = (sk”, PK), and then compute the ciphertext CT = ((Et?, &37 t:)ie[n], Ctske)
as follows:

Sample (pk®, sk®) « Gen(1*) for b € {0,1} and ¢ < {0, 1}**.

Sample § «— K(1*), &1« {0,1}, #% « {0,1}** (V(i,b) € [n] x {0,1}).
Compute ctske < E(8, (f*f)le[n] | &1).

Compute (cAt?,lA('i’) + Encaps(pk®; ?) for (i,b) € [n] x {0,1}.

Compute hk < HGen(1*) and h = H(hk, (cAt?7cAt3)Z-€[n] || ctske).

Sample a; < {0, 1}** fori € [n].

A A R o R O A

Compute t; = ki + §; - (a; + ¢ - h) for i € [n].

« Sample a random key o + {0, 1}¢ and a bit b « {0,1}, and run A(PK, CT, ;). The adversary A may now
start making quantum decapsulation queries.

12The arithmetic is done over GF(24*) and h is interpreted as an element of {0, 1}4*.
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* Decapsulation queries are answered as follows. We describe the response for any ciphertext [CT) = |((ct?, ct?, t;);e[n]. Ctske))
in the computational basis; the response to ciphertexts in a superposition follows in a standard way. If
CT = CT output 1. If Decaps(sko,ct?) = t;, set s; = 0. Else, set s; = 1 (for each i € [n]). Set
h = H(hk, (ct?, ct})icpn) || ctske). Next, compute ((r;);cf || &) := D(s,ctske). If for each i € [n] it

holds that Encaps(pk®;r;*) = (ct;’,t; — s; - (a; + ¢ - h)) , return k. Otherwise return _L.

* A finally outputs a bit ¥’ € {0, 1}.
For the sake of convenience, we define the following sets:
So:={j €[n]|8§ =0}, Sy :=[n]\ So.

Game 2: We modify the decapsulation oracle as follows: if a ciphertext |[CT) = |((ct?, ct}, t;);e[n), CtskE))

satisfies h = H(hk, (ct), ct!);c(n) || ctske) = h, the modified oracle returns L.

Game 3: We modify how a; for the positions i € Sy are generated: for every i € Sy, we generate a; as
A=K — K —c b

Game 4: We modify the decapsulation oracle as follows: if a (non-challenge) ciphertext satisfies h = H(hk, (ct?, ct! Jiein) |
Ctske) = fl, return L (same as in Games 2 and 3). Otherwise, the quantum oracle uses an alternative decapsulation
algorithm AltDecaps and an alternative secret key SK’ described below.

AltDecaps takes SK’ := (sk*, PK) and CT as input, and proceeds identically to Decaps(SK, CT) except when
computing s;. We instead do the following:'?

vi e [n] . — {1 if Deca'ps(skl,ct}) =t;—a; —c-h,
0 otherwise.

Game 5: We modify how a, for the positions ¢ € S; are generated. For every ¢ € S;, we generate a; as
a; = k% —k! — ¢ - h. Due to this change, for every i € [n] we have t; = K0, irrespective of whether §; is 0 or 1. Thus,
in this game, only the value of Ctske is dependent on S.

Game 6: In this game, we generate Ctske in the challenge ciphertext CT as Ctske E(s, gttt ). In this game,
Ctske has no information on the bit b.

We now define W), for j € [6], to be the event when A succeeds in guessing the bit b (i.e., ¥’ = b) in Game j. By
definition, we have

Adv%@ = | PewM] - 1/2].

Quantum CCA security of KEM follows from the following lemmas, which will be proved subsequently. O

Remark 4.2. In the following lemmas, we argue the indistinguishability of certain hybrids. We remark that the proofs
of these lemmas are (almost) identical to those of [37] and we briefly mention them to provide more context. The main
technical part (namely Lemma 4.8) is where the proof significantly differs from its classical counterpart, which will
appear subsequently.

Lemma4.3. |Pr[W®)] - Pr[W®)]| = 2. Adv'&‘g,\",,’fwgm for some QPT adversary B2,,,.
Sketch. In [37, Lemma 2], an (essentially) equivalent result is shown but in the context of CCA security of KEM. In
their reduction, a PPT adversary breaks CPA security of KEM by simulating (the CCA analog of) Games 2 and 3
towards the underlying CCA adversary for KEM. It can be easily verified that their reduction can also be extended
to the qCCA setting, because one can simulate the decapsulation oracles of Games 2 and 3 in quantum superposition
given access to the secret key SK. As mentioned in Section 2, note that any function (in our case, Decaps(SK, -)) that
has an efficient classical algorithm can also be implemented efficiently as a quantum-accessible oracle. [

Lemma 4.4. |Pr[W®)] — Pr[W®W]| < 2e +n - 2771

13Note that we no longer require sk® in this modified decapsulation oracle.
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Sketch. In [37, Lemma 3], it is shown that unless the public key PK generated at the start of the CCA game for
KEM is “bad” in a certain sense, the classical decapsulation oracles in (the CCA analogs of) Games 3 and 4 (namely,
Decaps(SK, -) and AltDecaps(SK’, -)) are identical. It was also shown in [37, Lemma 3] that the probability of choosing
such a “bad” PK is bounded by 2¢ + n - 27 1,

The analysis in [37, Lemma 3] also applies to the qCCA setting. This is because the distribution of “bad” PKs at the
start of the (q)CCA game (for KEM) is not in any way affected by the fact that whether the adversary A has quantum
access to the corresponding decapsulation oracle in the rest of the game. Based on [37, Lemma 3], if PK is not “bad’;
then for any ciphertext CT we must have Decaps(SK, CT) = AltDecaps(SK’, CT); this means that provided PK is not
“bad,” the quantum decapsulation oracles in Games 3 and 4 are identical. O

Lemma 4.5. |Pr[WW] — Pr[W®)]| = 2- Advﬂlgmmm for some QPT adversary By,
Sketch. A similar reasoning to that of Lemma 4.3 applies here as well. O

Lemma 4.6. |Pr[IWW®)] — Pr[W©)]| = 2. Advﬁ?@’fp’gkdm for some QPT adversary Byqr, that makes a single KDM
query.

Sketch. In [37, Lemma 5], an (essentially) equivalent result is shown for CCA security of KEM, wherein a PPT
adversary breaks the one-time KDM security of SKE by simulating (the CCA analog of) Games 5 and 6 towards the
underlying CCA adversary for KEM. By a simple extension to the qCCA setting, it is easy to see that the reduction
can also simulate the decapsulation oracles of Games 5 and 6 in quantum superposition towards .4 as it generates the
corresponding secret key SK’ by itself. (Note that the “alternative” secret key SK” is used to compute AltDecaps(SK’, -)
in Games 5 and 6.) O]

Lemma 4.7. Pr[iW ()] = 1/2.

Sketch. In Game 6, the view of A is completely independent of the bit b (irrespective of whether it has quantum access
to the decapsulation oracle). O

We now focus on the main ingredient of the proof, which is to bound the quantity | Pr[W (V)] — Pr[W )]|. As
mentioned earlier, here is where the proof differs significantly from its classical counterpart in [37, Lemma 1]. Namely,
in the qCCA setting, we argue about the quantum indistinguishability of the decapsulation oracles in Games 1 and 2
using Lemma 2.1, while following a similar “deferred analysis” approach as in [37].

Lemma 4.8. There exist QPT adversaries Bicy, BL | 3

cpa’ ~cpa’

and B,,,, satisfying

| Pr[W ] = Pr[W ]| < 2¢V/Adv + 106 + n - 2=+ 4 . 2= A1
where Adv = AdVECaEh,BtM +2- (AdVIQEEAA,n,BgW + AdVEEEAA,n,ng + Advﬁlg\)ﬂénﬁ;w)'

Proof. Following the terminology of [37], we call a decapsulation query CT = ((ct, ct;, t;);e[s), ctske) of A in Game
j (for some j € [4]) hash-bad if

h = H(hk, (ct?,ct})ie[n] | ctske) =h and Decaps(SK,CT) # L

such that CT # CT. Observe that the outputs of decapsulation oracles of Games 1 and 2 differ exactly in these hash-bad
queries. We also categorize a hash-bad decapsulation query CT = ((ct?, ct}, t;);c[n], Ctske) as follows:

~0 ~1 ~
* Type 1: (ct), ctj)icpn) || ctske # (Ct;,Ct; )iepn] || Ctske

~0 ~1 .
* Type 2: (ct?, ct])icpn) || ctske = (Ct;,Ct; )iepn] || Ctske
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We rely on Lemma 2.1 to bound the term | Pr[WW (1] — Pr[IW(?)]| as follows. First, let A be a quantum oracle
algorithm which receives as input a public key PK = (pkU, pk!, (ai)iem]s €, hk), the “real” encapsulated key /1 €
{0,1}¢ and a challenge ciphertext CT = ((ct), ct; , ti)ic[n): Ctske) as generated in Game 1 above. A has quantum
access either to the decapsulation oracle G := Decaps(SK, -) used in Game 1 (which also rejects ciphertexts equal to
CT) or to the modified decapsulation oracle H used in Game 2. A proceeds to simulate either Game 1 or 2 towards
A as follows: A samples a random key o < {0,1}* and a bit b + {0, 1}, and forwards (PK, CT, &) to A. Then A
responds to A’s quantum decapsulation queries using its oracle (i.e., G or H). A outputs 1 iff &’ = b.

By applying Lemma 2.1, it follows that Pr[W ()] = Pr[1 < A%(z)] and Pr[W )] = Pr[1 < AY(2)]. Thus we
have | Pr[W(l)] — Pr[W(Q)H < 2¢+/ Pyuyess Where Py is essentially the probability of the event when measurement
of a random quantum decapsulation query made by A in Game 2 would result in a hash-bad ciphertext CT (# CAT)
defined above, i.e., G(CT) # H(CT).

For (j,b) € [4] x [2], let M ;b) be the event that the measurement of a random i-th quantum decapsulation query
made by A in Game j (where i < [g]) results in a type b hash-bad ciphertext. (Note that Pr[M2(1)] —|—Pr[M2(2)] = Pyuess-)

Based on Lemma 2.1, we have

P D] — P )| < 201/ Pr(p"] + Pr(A)].

Observe that a type 1 hash-bad query can be used to break the target collision resistance of Hash. To see this, we

construct a QPT adversary By, such that Pr[MQ(I)] = Advﬁi?h, B,.,- First Bi., generates the values (6t?, cAt; )icln]

and Ctske by itself as in Game 2 and forwards (6t?, cft} Jiern) || Ctske to its TCR challenger (with respect to Hash).
After obtaining a key hk from its challenger, B,., forwards the public key PK (which includes hk) along with the
values CAT, Ry to A. Next, By, samples ¢ < [g] and proceeds to simulate the quantum decapsulation oracle of Game 2
towards .A. Observe that this is possible because B;., generates the secret key SK by itself. B;., then measures the i-th
decapsulation query of .4 and forwards the measurement to its TCR challenger.

It remains to bound Pr[M2(2)]. For type 2 hash-bad queries we have CT # CT, and hence there exists a position
j € [n] such that t; # ,. For a type 2 hash-bad ciphertext CT = ((ct;, ¢t t;)ic[n], Ctske), we define Sct = {j €
[n] |t; # Ej}. As in the proof of [37, Lemma 1], we have the following for positions i € Sct conditioned on pk® and
pk' not resulting in decapsulation errors.

« If3; =0 (i.e.,i € Sct N Sp), then t; — a; — ¢ - h = k! where k! is the encapsulated key corresponding to &,
e If 3, =1(@.e.,i € SctNSy), thent; = R? where R? is the encapsulated key corresponding to ét?.

Consider the following categorization of type 2 queries into two sub-types:

¢ Type 2a: There exists a position i € Sct N Sp.

* Type 2b: There exists a position ¢ € Sct N S;.

For j € {2,3,4} and b € {2a, 20}, let M ](b) be the event that the measurement of a random i-th quantum query

of A in Game j (where i + [g]) results in a type b hash-bad decapsulation query. First, we have Pr[M2(2)] <

Pr[M2(2“)] + Pr[MQ(%)}. Towards bounding Pr[M2(2)], we first show that there exists a QPT adversary B, that breaks
the CPA security of KEM and satisfies

PriMP¥] < 2- AdvESR, s +4e+n-27%

1
cpa

is as follows: on input (pk’, (ct}, 1;;5)) where the bit 3 is B},,’s challenge bit, B, first

The description of 3 epa
runs § « K(1%), and sets pk* := pk’ and cAti = 6t; for the positions i € Sy. Next, B}, generates the remaining
values of PK, SK, CT, and &, by itself as in Game 2 and forwards (PK, CT, &) to A. Next, B}, samples i < [q] and
proceeds to simulate the quantum decapsulation oracle of Game 2 towards A until the i-th decapsulation query; Bipa

measures the i-th query and checks if it is a type 2a hash-bad query CT.
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« If the measurement results in a type 2a query CT = ((ct,, ct., ti)icn]» Ctske)» Bep, checks if there is a position
i € Sct NSy such thatt; —a; —c-h = R;ﬂ If so, Bl sets 8’ = 1. Otherwise, it sets 3’ = 0.

cpa

« If the measurement does not result in a type 2a query, then B. _ sets 3’ = 0.

cpa
Finally, B, terminates with the output j3'.
Observe that B! properly simulates Game 2 towards A (regardless of the challenge bit 3) until the i-th quantum

decapsulation quercyp.aHence, the probability that the measurement of the i-th decapsulation query made by A results
in a type 2a query is Pr[MQ(Q‘l)]. Now recall from the above observation that conditioned on pk” and pk' not
resulting in decapsulation errors, if the measurement results in a type 2a query CT = ((6t?, cAt,} ,ti)ic[n]> Ctske), then
t; —a; — ¢ - h = k! holds for positions i € Sct N Sy. Since B, embeds each of its given challenge ciphertexts &,
as cAt; for the positions ¢ € S, if 5 =1 (i.e., the keys l;; 5 given to Bipa are “real” encapsulated keys with respect to
Et/i), then we have 1A<11 = R;l for the positions i € Sy. Thus, if 5 = 1, then there is at least one position i € Sct N .Sy
for which t; —a; — ¢ - h = k! = k/; holds, and B, outputs 3’ = 1 (conditioned on pk” and pk' not resulting in
decapsulation errors). If we denote E to be the event that the sampled public keys pk? and pk' do result in decapsulation
errors, then we have Pr[3’ = 1|3 = 1 A =E] = Pr[M{*”|-E].

Similarly, if 5 = 0, then the keys 1;270 for every i € [n] are chosen uniformly from {0, 1}** and are completely
independent of A’s view. Thus, the probability that there exists i € Scr NSy for whicht; —a; —c- h= 1;20 holds (and
Bl . outputs 3/ = 1 when 3 = 0) is at most n-2~** by a union bound. Therefore, we have Pr[3’ = 1|8 = 0] < n-274*.

cpa

It follows that
2 Advien, g = | Pr[f' = 1|8 =1] - Pr[' = 1|3 = 0]].
Since KEM is e-all-keys correct, we have Pr[E] < 2e. By a routine calculation we have

Pr[f = 1|8 =1] > Pr[8 = 1|8 = 1 A —E|] — 2¢ = Pr[M{*”|-E] — 2¢
> (Pr[M*Y] — 2¢) — 26 = Pr[M$*Y] — 4e,

and hence it follows that 2 - AdvREv 51 > Pr[MPV] - 4e —n 274,

Next, we show how to bound Pr[MQ(%)]. Here we use a “deferred analysis” approach, as in the proof of [37, Lemma
1]. By triangle inequality we have

P < Y ‘Pr[M;Zb)]—Pr[Mﬁbl)] + Pr[MPY).
je{2,3}

Here, with essentially the same argument as in the proof of Lemma 4.3, we have
P[] — Pr(Mg™]| = 2 AdviEin, s

for a QPT adversary nga. To be more specific, in the reduction, nga samples a query index ¢ <— [¢] and runs in exactly

the same way as pra in the proof of Lemma 4.3, until the i-th query made by A. B2, instead measures the i-th query

cpa
and returns 1 if and only if the measurement results in a type 2b hash-bad query CT, which can be checked since pra

has access to sk” (to check if Decaps(SK, CT) # 1).
Similarly, with the same argument as in the proof of Lemma 4.4, we have \Pr[MéQb)] - Pr[be)} | < 2e+mn-27 ML
Finally, we show that there exists a QPT adversary nga that breaks the CPA security of KEM and satisfies

Pr[Mfa)] <2 Advﬁgmn’@ +4e4n 274

The description of 5/, is quite similar to that of B, above: on input (pk’, (¢, R;B)) B,,,, first runs § < K(1%),

cpa

and sets pk0 = pk’ and Et? = cAt; for positions ¢ € S7. Next, nga generates the remaining values of PK, SK, CAT, and
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ky by itself as in Game 4, and forwards (PK, CT, &) to A. Next, B.,, samples i < [q] and simulates the quantum
/

1 . .
pa Nas access to sk™ which is

decapsulation oracle with respect to AltDecaps(SK’, -) in Game 4 towards .A (note that 3
/
cpa

does not have sk”). Let the measured query be CT = ((ct?, ct}, t;)ic[n), Ctske)-

sufficient to compute AltDecaps(SK’, -)) until the i-th decapsulation query. B, , measures the i-th query (and does not

check if it is a type 2b query since B!

cpa
Finally, B,,,, checks if there exists a position i € Sct N Sy such that t; = 1;; - If so, By, outputs 3" = 1. Otherwise
it outputs 5’ = 0.

As in the analysis of Bipa, observe that B3,,, simulates Game 4 towards A (regardless of the challenge bit 3) until
the ¢-th quantum decapsulation query. Hence, the probability that the measurement of the i-th decapsulation query
of A results in a type 2b query is Pr[Mz(%)]. Recall from the above observation that conditioned on pk” and pk* not
resulting in decapsulation errors, if the measurement results in a type 2b query CT = ((cft?, cAtg ,ti)ie[n]> Ctske), then

i = kY holds for positions i € Sct N Sy. Since By, embeds each of its given challenge ciphertexts ¢t; as ¢t) for
the positions ¢ € Sy, if 8 = 1 then we have ﬁ? = l%l for the positions ¢ € S;. Thus, if 8 = 1 then there is at least
one position ¢ € Sct N S for which t; = R? = R;l holds, and nga outputs 3’ = 1 (conditioned on pk0 and pk1 not
resulting in decapsulation errors). Let F denote the event that the sampled KEM public keys pk” and pk' do result in
decapsulation errors, then we have Pr[8’ = 1|8 =1A -E] = Pr[be) |- E].

Similarly, if 5 = 0, then the keys 12;,0 for every i € [n] are chosen uniformly from {0, 1}** and are completely
independent of 4’s view. Thus, the probability that there exists ¢ € Sct N Sy for which t; = R;O holds (and ch
outputs 3’ = 1 when 3 = 0) is at most n - 2~%* by a union bound. Therefore, we have Pr[3’ = 1|3 = 0] < n - 274\

By a routine calculation as in the one for B},,’s advantage above, we have'*

/

2b _
2. AdviREm g, > Pr(M] —de —n. 27 -

Next, we prove that qCCA-secure KEM implies qCCA-secure PKE by showing that the hybrid encryption (KEM-DEM)
framework of Cramer and Shoup [23] results in a qCCA-secure PKE if a qCCA-secure KEM is composed with a
classical (post-quantum) one-time authenticated encryption scheme. '’

S KEM-DEM Composition and Quantum CCA-Secure PKE

In the classical setting, it has long been known that a CCA-secure PKE can be constructed from a CCA-secure KEM
along with a one-time authenticated encryption scheme (which can be constructed from any one-way function) via the
hybrid encryption approach of [23]. However, in the quantum setting, it is not known such an approach would result in
a qCCA-secure PKE. A few recent works (e.g., [57, 40]) showed realizations of qCCA-secure KEM in the QROM, but
they did not discuss qCCA-secure KEM (and its implications) in the standard model. In this section, we prove that the
KEM-DEM hybrid encryption of [23] can also be used to construct qCCA-secure PKE provided that the underlying
KEM is qCCA-secure and, perhaps somewhat surprisingly, the underlying DEM offers classical one-time authenticated
encryption security (with respect to QPT adversaries).

We recall the PKE construction of [23] via the KEM-DEM composition. Let KEM = (Gen, Encaps, Decaps) be a
qCCA-secure KEM and DEM = (K| E, D) be a (classical) one-time authenticated encryption scheme. Consider the
following PKE scheme PKE™® = (Gen, Enc, Dec):

Gen(1*): Sample a pair (pk, sk) < Gen(1*) and output(pk, sk).
Enc(pk, m): Compute (ct, k) < Encaps(pk) and ¢ < E(k, m). Output (ct, c).

Dec(sk, (ct, ¢)): Compute k < Decaps(sk, ct). If k # L, return m = D(k, ¢); otherwise, return L.

141t is worth pointing out that in the bounds obtained on the classical CCA analog of Pr[be)] in [37, Lemma 1], there is a (1/¢) multiplicative
factor, since in their reduction, the CPA adversary (with respect to KEM) chooses one of A’s decapsulation queries uniformly at random. However,
we do not have such a factor in our bounds since by applying Lemma 2.1, we are already measuring one of .A’s decapsulation queries uniformly at
random; i.e., this “random guessing” is accounted for in the definition of FPyyess = Pr[Mizb)].

15Such a scheme is implied by post-quantum one-way functions.
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Theorem 5.1. If KEM is a gqCCA-secure scheme with almost-all-keys correctness and DEM is a (classical) one-time
authenticated encryption scheme (with respect to QPT adversaries), then PKE"™? isa qCCA-secure PKE.

Before diving into the proof, note that in the classical setting, one can show the CCA security of PKE"" either by
relying on the CCA security of DEM or the authenticated encryption security (i.e., CPA + INT-CTXT security) of DEM.
In the former case, the reduction crucially relies on (classical) access to DEM’s decryption oracle D(k*, -) to answer
decryption queries. So if we extend this reduction strategy to show qCCA security of PKE™", we need to rely on the
qCCA security of DEM, i.e., the reduction needs quantum access to |D(k*, -)) to answer quantum decryption queries.
However, if we instead extend the latter reduction strategy (based on authenticated encryption security of DEM) to
prove the qCCA security of PKE", then we can use the OW2H lemma (Lemma 2.1) to show that the classical security
of DEM suffices.

Proof. Let A be any QPT adversary that breaks the quantum CCA security of PKE"™’ while making ¢ quantum
decryption queries with ¢, /gpost queries in the pre/post-challenge phase. Also, let KEM be e-almost-all-keys correct
for some negligible €. Now consider the following sequence of games.

Game 1: This is essentially the same as the qCCA game except for some minor changes.'®
* Sample (pk,sk) < Gen(1%) and b < {0, 1}. Compute (ct*, k*) <— Encaps(pk).

 Forward pk to .4 and respond to .4’s quantum decryption queries in the normal way using the description of
Dec(sk, -) above.

* After receiving (mg, my) from A, compute ¢* + E(k*, m;) and forward the challenge ciphertext (ct*, ¢*) to .A.

* Respond to A’s quantum decryption queries in the normal way, but this time making sure to reject ciphertexts
that are equal to (ct*, c¢*).

* A then terminates with an output b’ € {0,1}.

Game 2: We modify the decryption oracle as follows: for any ciphertext |(ct, ¢)) such that ct = ct*, the oracle uses
the key k* directly to decrypt c, instead of first decapsulating ct* to recover a session key k.

Game 3: We compute c¢* in the setup as ¢* < E(k, m;), instead of ¢* +— E(k*, my), for a random key k independent
of k™. We also make an appropriate modification to the decryption oracle as well: given a ciphertext |(ct, ¢)) such that
ct = ct*, the oracle uses the key k (instead of k*) to decrypt c.

Game 4a: We modify the decryption oracle in the pre-challenge phase as follows: for any |(ct,c)) such that
ct = ct*, the modified oracle returns L.

Game 4b: We modify the decryption oracle in the post-challenge phase as follows: for any |(ct,¢)) such that
ct = ct*, the modified oracle returns L.

Let W) (for j € [3] U {4a, 4b}) be the event that .A succeeds in guessing the bit b (i.e., b’ = b) in Game j. By
definition, we have

1

AdvEh = | P[] 5

VPKERvE, A
‘We now have the following in the subsequent games.
Lemma 5.2. |Pr[W ] — Pr[W®?)]| < e.

Proof. 1It’s easy to see that Games 1 and 2 proceed identically unless there is a decapsulation error, i.e., (ct*, k™) <
Encaps(pk) but Decaps(sk,ct*) = k # k*. The probability of generating such an “erroneous” key pair (pk, sk) is
bounded by ¢, because of KEM’s e-almost-all-keys correctness. O

16Specifically, the pair (ct*, k*) is generated by running Encaps(pk) before A gets to choose a pair of messages (mgo, m1). However, this change
does not affect A’s view compared to the original qCCA game.
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Lemma 5.3. There exists a QPT adversary Byccq such that
CCA
| PrW®] - PrW ]| = Adviigu g, .-

Proof. On input (pk, (ct*, ki)) where 8 € {0, 1} is Bycca’s challenge bit, Byecq samples b < {0, 1}. It forwards
pk to A and responds to .A’s quantum decryption queries in the pre-challenge phase using its quantum access to the
decapsulation oracle Decaps(sk, -) as follows: given any query |(ct, ¢)) in the computational basis, if ct = ct*, then
return D(kz, ¢); otherwise, compute k = Decaps(sk, ct) using access to the corresponding decapsulation oracle and
return D(k, c) . After receiving (mq, m;) from A, the adversary By.., computes ¢* < E(kj, m;) and forwards (ct*, ¢*)
to A. Then By, proceeds to answer the rest of A’s quantum decryption queries in the post-challenge phase as above
while making sure to reject ciphertexts that are equal to (ct*, ¢*). Finally, when .4 terminates with an output ¥’ € {0, 1},
Bycca outputs 1 if b" = b. Otherwise, it outputs 0.

Note thatif 8 = 1, i.e., k;; is a “real” encapsulated key, then B, perfectly simulates Game 2 towards .A. Similarly,
if 3=0,1ie., kg is a uniform encapsulated key independent of ct*, then B, perfectly simulates Game 3. Hence, we

have Pr[’ = 1|8 = 1] = Pr[W®] and Pr[8’ = 1|8 = 0] = Pr[W®)]. It follows that

qCCA
AdVKEM,qu

=|Pr[8' = 1|8 =1] = Pr[g' = 1|3 = 0]| = | Pr[W®)] — Pr[W®]|. O

Lemma 5.4. There exists a QPT adversary BY,,, such that
| Pr{W®] = Pr(W U] < 290/ Advgyis

Proof. We use Lemma 2.1 to bound | Pr[WW )] — Pr[IV(44)]|. Let A be a quantum oracle algorithm which receives as
input a pair (pk, sk), a KEM ciphertext ct* where (ct*, k*) < Encaps(pk) and a uniform DEM key k as generated in
Game 3 above. A also has quantum access to either the corresponding pre-challenge decryption oracle G in Game 3
(which uses k to respond to ciphertexts of the form |(ct*, ¢))) or to the pre-challenge decryption oracle H in Game
4a (which rejects ciphertexts |(ct*, c))). A then proceeds to simulate either Game 3 or 4a towards .4 depending on
whether it has access to G or H respectively as follows: A samples b <— {0, 1}. It then forwards pk to A and proceeds
to respond to A’s quantum decryption queries in the pre-challenge phase using its own oracle (i.e., G or H). Then after
receiving (mg, m;) from A, the algorithm A computes ¢* < E(k, m;) and forwards (ct*, ¢*) to A. Next, A proceeds
to respond to .A’s quantum decryption queries in the post-challenge phase as in Game 3, this time using the keys sk
and k (and nor the oracles G or H), while at the same time rejecting ciphertexts that are equal to (ct*, ¢*). Finally A
outputs 1 if the output of A is equal to b.

Observe that Pr[W®)] = Pr[1 + A%(z)] and Pr[W“®)] = Pr[1 «+ Af(z)]. By Lemma 2.1, it follows that
| Pr[W®)] — Pr[W(*)]| < 2qprer/ Pauess Where Py is essentially the probability of the event when measurement
of a random quantum decryption query made by A in the pre-challenge phase of Game 4a results in a ciphertext
(ct, ¢) such that ct = ct* and D(k,¢) # L for a uniformly random DEM key k. Note that such a cipheﬂext can be
used to break the integrity of ciphertexts with respect to DEM, i.e., we can construct a QPT adversary BZ,,., such that
Pyess < Adv g’ETMC};iT as follows.

Bl,,, generates (pk sk) < Gen(1*) and computes (ct*, k*) < Encaps(pk). It then forwards pk to .4 and samples
i < [qpre). Next, B, proceeds to respond to A’s quantum decryption queries in the pre-challenge phase as in Game
4a until the i-th query: for any ciphertext |(ct, ¢)) in the computational basis, if ct = ct*, then return L; else, compute
k < Decaps(sk, ct) and return D(k, ¢). Next, BZ,,., measures the i-th decryption query, let the resulting state be (ct, ¢).
Bl,,; then checks if ct = ct*. If so, it outputs the forged DEM ciphertext € to its challenger; otherwise, B, ., aborts. It
is not hard to see that Blmt wins if the event corresponding t0 Pyyess in Game 4a above occurs, where k is the DEM key

chosen by B,..,’s challenger. It follows that Poyess < Adv g&?g’ift and hence

ctx

| Pr{W ] = Pr(WH]| < 2gpe/Advpgyis -

ctxt
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Lemma 5.5. There exists a QPT adversary B2,,, such that

ctxt

| Pr[W O] — Pr{w )| < 2g,, \/ Advgg;/ﬁ%éit'

Proof. We again rely on Lemma 2.1 as above to bound | Pr[IW(®)] — Pr[IW(4%)]|. First, we simulate the pre-challenge
phase of Game 4a (and 4b) as follows: let A,,.. be an algorithm which generates (pk, sk) < Gen(1*), a KEM ciphertext
ct* where (ct*, k*) < Encaps(pk) and a uniform DEM key k as generated in Game 4a above. Apre then samples
b < {0, 1} and forwards pk to the .A. It then proceeds to respond to .A’s quantum decryption queries in the pre-challenge
phase as in Game 4a using sk. After receiving (mg, m1) from A, the algorithm A,,. computes ¢* E(k, m;) and
forwards (ct*,c*) to A. At the same time, A,,. forwards the input z = ((pk, sk), ct*, k,b) to the quantum oracle
algorithm Ay,,s;. The algorithm A, also has quantum access to either the post-challenge decryption oracle G in Game
4a (which uses k to respond to ciphertexts of the form |(ct*, ¢)), while rejecting |(ct*, ¢*))) or to the post-challenge
decryption oracle H in Game 4b (which rejects ciphertexts of the form |(ct*, ¢))). Next, A5 proceeds to simulate
the post-challenge phase of Game 4a or 4b towards A depending on whether it has access to G or H respectively by
forwarding A’s quantum decryption queries to its own oracle (i.e., G or H) and returning the corresponding output.
Finally, A, outputs 1 if and only if the output of A is b.

Observe that Pr[TV(4®)] = Pr[1 < AG _.(z)] and Pr[W )] = Pr[1 «+ AX

post ost (#)], and hence by Lemma 2.1 we
have

I Pr[W(4a)] - PT[WMb)]I < 2QpOS75 V PgueSSa

where Py is the probability of the event when measurement of a random quantum decryption query made by A in the
post-challenge phase of Game 4b results in a (non-challenge) ciphertext (ct, ¢) such that ct = ct* and D(k, ¢) # L for
a uniform DEM key k. We show that such a ciphertext can be used to break the integrity of ciphertexts with respect
to DEM, i.e., we can construct a QPT adversary B, such that Pyyess < AdleI\IET,;AC,gétTM.

The description of B2, is as follows: B2, first generates (pk,sk) < Gen(1*) and computes (ct*, k) <
Encaps(pk). It forwards pk to .A and responds to .4’s quantum decryption queries in the pre-challenge phase as in
Game 4b. After receiving (mg, my) from A, B, samples b <— {0, 1} and forwards m; to its (one-time) encryption
oracle (provided in the INT-CTXT game of DEM). After receiving c¢* from its challenger, B2, forwards (ct*, c*) to
A. B2, also samples a query number i < [g,0s¢] and proceeds to respond to A’s quantum decryption queries in the
post-challenge phase as in Game 4b until the i-th query. Let (ct, ¢) be the resulting state after measuring the i-th query.
B2,,, then checks if ¢t = ct* and ¢ # ¢*. If so, then it outputs ¢; otherwise, it aborts. Note that B2,,, wins if the event

corresponding to Pyuess in Game 4b above occurs. Thus, we have Pyyess < Advg\g;,lc’?gﬁ, which implies that

[ Pr[W D] — PrW ]| < 2,00\ /AdVERET . 0

Lemma 5.6. There is a QPT adversary Bepq such that
1
| Pr[W(49)] — 5= Advpen s,,. -

Proof. B.,, generates (pk,sk) < Gen(1*) and computes (ct*, k*) «— Encaps(pk). It forwards pk to A and responds
to A’s quantum decryption queries in the pre-challenge phase as follows: given any |(ct, ¢)) in the computational basis,
if ct = ct*, then return _L; otherwise, compute k <— Decaps(sk, ct) and return D(k, ¢). After receiving (mg, m;) from
A, the algorithm B,,,, forwards the pair to its challenger and gets back ¢* < E(k’, m;,) for a uniformly random DEM
key k' and hidden bit b. Next, Bepa forwards (ct*, ¢*) to A. Then B,,, proceeds to answer the rest of .A’s quantum
decryption queries in the post-challenge phase as above while rejecting ciphertexts that are equal to (ct*, ¢*). Finally,
when A terminates with an output &’ € {0, 1}, By, terminates with the same output b’. Observe that B, perfectly
simulates Game 4b towards .A. It follows that
1

Advii s, = | Prw] — 3 O
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By collecting all of the above bounds we get

CCA CCA CPA INT-CTXT INT-CTXT
Advih, , < AdviER s+ AdvER s, + 20 (JAAVEESRT + JAdvBECRT ) +e,

which proves the qCCA security of PKE"™?, as desired. O

6 Quantum Adaptive Trapdoor Functions

In 2010, Kiltz et al. [36] introduced the notion of adaptive TDFs (ATDFs) and they showed how to realize CCA-secure
PKE from ATDFs. Informally, a TDF is said to be adaptive if it remains one way even if the adversary is given access
to an inversion oracle. In this work, we introduce a quantum analog of ATDFs, namely quantum ATDFs (qATDFs),
which require one-wayness to hold even if the adversary has quantum access to an inversion oracle. In the first part, we
formally define qATDFs and prove that they imply qCCA-secure PKE. Later, we show how qATDFs can be constructed
from (post-quantum) correlated-product TDFs [51] or lossy TDFs [47], which in turn can be constructed from the LWE
assumption.

Definition 6.1. A trapdoor function TDF = (Gen, Eval, Invert) satisfies quantum adaptive security if for every QPT
inverter A we have

(ek,td) + Gen(1*); z « {0, 1}*
r=a: < negl

AdvATPF — py
A y* + Eval(ek, z); 2/ + Al0 () (ek )

where the function O« (td, -) is defined as

ify =y,
O, (td,y) =
v (tdy) {Invert(td, y) otherwise.
(Similar to Definition 2.3, we also encode L to be a bitstring outside {0, 1}* in order to properly define the result z & |
in the output register of |O,«(td, -)) described above.)

Note that adaptive one-wayness for TDFs defined in [36] differs from Definition 6.1 only in that A has classical
access to the oracle O~ (td, -). It is not hard to extend the separation result in [15, Subsection 4.1] to TDFs, which
implies that our notion of qATDFs is strictly stronger than ATDFs.

6.1 Quantum CCA Security from Quantum ATDFs

Kiltz et al. [36] showed a construction of classically CCA-secure PKE from any ATDF. We prove that the same
construction results in a qCCA-secure PKE if the underlying ATDF satisfies quantum security. To be more specific,
[36] constructs a single-bit CCA-secure PKE from an ATDF and then relies on the “single-bit to multi-bit” compiler
of [44, 33]. In the quantum setting, we follow the same blueprint to first build a single-bit qCCA secure PKE from a
gATDF, and then we show that the “single-bit to multi-bit” compiler of [33] also extends to qCCA-secure PKE.

Let TDF = (Gen, Eval, Invert) be a TDF and GL(-) be the corresponding Goldreich-Levin hardcore bit [30].!7 We
construct a single-bit PKE scheme PKE = (Gen, Enc, Dec) as follows:

Gen(1*): Run (ek, td) < Gen(1*), and set (pk, sk) := (ek, td). Return (pk, sk).

Enc(pk,m): Fori =1,..., ), do:
x + {0,1}*; h < GL(z); if h = m, return Eval(pk, z)||0.
Return m||1.

171t is not hard to see that the Goldreich-Levin theorem relating the one-wayness of a TDF to the hardcore bit security also applies when the TDF
inverter and the bit distinguisher have quantum access to the corresponding TDF inversion oracle. This is because the probability-theoretic analysis in
the original Goldreich-Levin theorem [30] is agnostic of any oracle access (be it classical or quantum) that the inverter and distinguisher have; the
oracles would only be needed to ensure that the inverter can properly simulate the distinguisher’s view.
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Dec(sk, ct): Parse ct — (ct1||b) with b € {0, 1}. If b = 1, return cty; else return GL(Invert(sk, cty)).

Theorem 6.2. If TDF is a gATDF; then PKE is a (single-bit) qCCA secure PKE.

Proof. Let A be any QPT adversary that breaks the qCCA security of PKE while making ¢ quantum decryption queries,
where gpre/¢post denotes the number of queries in the pre/post-challenge phase. Consider the following games:
Game 1: This is essentially the same as the qCCA game for PKE, except for some changes in the setup.'®
* Generate (ek, td) <— Gen(1*), and set (pk, sk) := (ek, td). Then for all i € [A], generate tuples ((y;, hi))ie[)\]
where y; = Eval(pk, ;) for uniformly random z; < {0,1}* and h; = GL(x;). Also sample a random bit
b+ {0,1}.

 Forward pk to the adversary A and respond to .A’s quantum decryption queries in the normal way using the
description of Dec(sk, -) above.

* After receiving a pair of messages (mg, m1) from .4, find the least i* € [\] such that h;« = my. If no such ¢*
exists, compute the challenge ciphertext ct* as ct* := my, || 1; otherwise, set ct* := y;« || 0.

 Again respond to .A’s quantum decryption queries in the normal way as above, but this time making sure to reject
ciphertexts that are equal to ct*.

* A then terminates with an output ¥’ € {0,1}.

Game 2a: In this game, we modify the decryption oracle post-challenge phase such that it rejects ciphertexts (i.e.,
returns L) that are equal to (y; || 0) for some i € [)\], in addition to rejecting ciphertexts equal to ct*.!

Game 2b: In this game, we modify the decryption oracle pre-challenge phase such that it also rejects ciphertexts
that are equal to (y; || 0) for some i € [)].

Game 3: In this game, we sample h; < {0, 1}, instead of h; = GL(x;).

Game 4: During the computation of challenge ciphertext ct*, when no i* € [)\] satisfying h;« = my, exists, we set
ct* := L (instead of ct* := my || 1).

Now we define W), for j € {1, 2a, 2b, 3,4}, to be the event when A succeeds in guessing the bit b (i.e., b’ = b) in
Game j. By definition, we have

1
AV, = ’Pr[W(l)] -5

Quantum CCA security of the scheme PKE follows from the following lemmas.
Lemma 6.3. | Pr[WM] — Pr[W ]| < 2g,054/ 52

Proof. Here we use Lemma 2.1 to bound | Pr[IW ()] — Pr[W(2@)]|. We simulate the pre-challenge phase of Game 1 (and
2a) using a QPT algorithm A,,,.. which first receives as input a pair (pk, sk) and ((y;, h;))ic[x] as generated in Game 1
(and 2a) above. Ay, proceeds to simulate the pre-challenge phase (using sk to respond to .A’s quantum decryption
queries). After computing ct*, (by applying Lemma 2.1) Ay, forwards the input z = (((pk, sk), ((ys, hi))ie[r]), ct*, b)
to the oracle algorithm A,,.:. The algorithm A,,; has quantum access either to the corresponding post-challenge
decryption oracle G := Dec(sk, -) in Game 1 (which also rejects ciphertexts equal to ct*) or to the (modified) decryption
oracle H in Game 2a (which additionally rejects non-challenge ciphertexts of the form |c) € {|y; || 0) |7 € [A]}). Note
that the outputs of oracles G and H differ with respect to the set S = {ct = (y; || 0) | 2 € [A\] A ct # ct*}. Next, Apost
proceeds to simulate the post-challenge phase of Game 1 or Game 2a towards .4 depending on whether it has access to

18We “pre-compute” the randomness (zi)ie [n] (used to encrypt A’s chosen messages in the challenge phase) already in the pre-challenge phase.
But this does not affect A’s view in any way compared to the original qCCA game.

191n contrast to qCCA security proofs in earlier sections (e.g., Section 3) here we are first modifying the decryption oracle in the post-challenge
phase followed by the pre-challenge phase. This step is crucial in our analysis as will be seen later on.
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G or H respectively by forwarding .A’s quantum decryption queries to its own oracle (i.e., G or H) and returning the
corresponding output. Finally, A,.s: outputs 1 if the output of A is b.

Observe that Pr[W ] = Prl « AS ,(2)] and Pr[W ] = Pr[1 « A (2)]. Thus we have | Pr[iW ()] —
Pr[W(Q‘l)H < 2Gpost v/ Pguess Where Pyeqs denotes the the probability of the event when measurement of a random
quantum decryption query made by A in the post-challenge phase of Game 1 results in a non-challenge ciphertext
ct:= (cty || b) € S (b € {0,1}). To bound Pyyess := Pr[(ct; || b) € S|, we consider b = 0 (if b = 1, the corresponding
probability is zero). Now we have

Pri(ct; || 0) € S] < Pr[3i € [A] s.t. ¢ty = y; Act # ct™] < Pr[3i € [A] s.t. ety = y; | ct # ct].

Consider the case when ct* = y;- || 0 for some ¢* € [A]. This means that for i < *, we have GL(z;) = 1 — m,.
Here we use a statistical fact that conditioning on GL(z;) = 1 — m,, reduces the min-entropy of z; by one bit.
Hence, A’s view in the post-challenge phase of Game 1 is independent of the values ((y;, h;))i-<i<x (as well as the
corresponding z;’s) and conditionally independent of the values ((y;, hi))1<i<i+, conditioned on GL(x;) =1 — my
(because the decryption oracle in Game 1 does not use the y; values to reject ciphertexts yet). Therefore, to analyze
Pr[3i € [A]sit.cty = y; | cty # y;+], it is easier to consider the values ((y;, hi))ie[y) being generated (with an
appropriate distribution following the conditional independence noted above) after measuring A’s decryption query to
ct. Observe that after measurement, each x; for 1 < ¢ < ¢* (respectively, for * < 7 < X) is sampled independently
from an entropy source of A — 1 bits (respectively, A bits). Moreover, since Eval(pk, -) is an injection, the probability
that any y; (i € [\]) coincides with the measured ct; is at most 1/2*~. Hence by applying a union bound, we get

1

Pr[die [N]sit.cty =y; | cty #yr] < (A —1)- A1

Similarly, if ct* = my, || 1 we have GL(x;) = 1 — m;, for all ¢ € [A]. Hence, A’s view in the post-challenge phase
of Game 1 is conditionally independent of the values ((y;, h;))ic|x, conditioned on GL(z;) = 1 — my. This time, after
measuring A’s random decryption query to ct, we have each z; (¢ € [A]) to be sampled independently from an entropy
source of A — 1 bits. Therefore, by a similar analysis as above, it follows that

1
2A-1"

Pri@ie [A]st.cty =y; [t # (mp || 1)] < A-
By an averaging argument we have Pyyess < A - 55—, as required. O
Lemma 6.4. | Pr[W (2] — Pr[W ()] < 2q,,,..1/ 2.

Proof. We use Lemma 2.1 as to bound | Pr[IW (2#)] — Pr[IW(2Y)]|. Let A be a quantum oracle algorithm which receives
as input a pair (pk, sk) and ((y:, hi))ic[x] as generated in Game 2a (and 2b) above; z = ((pk, sk), (i, hi))icpy))- A
also has quantum access to either the corresponding pre-challenge decryption oracle G := Dec(sk, -) in Game 2a or
to the oracle H in Game 2b (which rejects ciphertexts |¢) € {|y; || 0) | ¢ € [A]}). Note that the outputs of oracles G
and H differ with respect to the set S = {ct = (y; || 0) | ¢ € [A\]}. Using its input z, A proceeds to simulate either
Game 2a or 2b towards A depending on whether it has access to G or H, respectively. It is worth mentioning that A
responds to .A’s quantum decryption queries in the pre-challenge phase using its own oracle (i.e., G or H), while in the
post-challenge phase, A uses the secret key sk for quantum decryption while rejecting ciphertexts equal to (y; || 0) for
some i € [A] or equal to ct*. Finally A outputs 1 if and only if the output of A equals b.

Similar to the previous case, we have | Pr[W(Q")] - Pr[W(2b)]| < 2¢prer/ Pauess Where Py is essentially the
probability of the event when measurement of a random quantum decryption query made by A in the pre-challenge
phase of Game 2a results in a ciphertext (ct; || b) € S (b € {0,1}). To bound Py, note that A’s view in the
pre-challenge phase of Game 2a is completely independent of the values ((y;, h;));c[x] (as well as the corresponding
x;) because these values are only used starting from the challenge phase. Hence to analyze the term Pr[(ct; || b) € S],
it is easier to consider the values ((y:, hi))ie[)) being generated after measuring A’s decryption query to (ct; || b). In
the rest of this analysis, we consider b = 0 (if b = 1, the corresponding probability is zero). After measurement, each
x; (i € [\]) is sampled independently from an entropy source of X bits. Since Eval(pk, -) is an injection, the probability
that any %, coincides with the measured ct; is 1/2*. By applying a union bound, we get Poyess < A+ 274, O
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Remark 6.5. If we modify the decryption oracle in the pre-challenge phase first followed by the post-challenge phase,
then we cannot use a similar argument as in the proof of Lemma 6.3 to claim that A’s view in the post-challenge phase
is (conditionally) independent of the values ((y:, hi))ie[x) (and that we can generate the values ((yi, hi))ic|x after
measuring A’s decryption query in post-challenge phase). To see this, note that because of our prior modification to
the decryption oracle in pre-challenge phase, the values ((y:, hi))ie[x) are implicitly generated to be used to reject
ciphertexts, and hence A’s view in the pre-challenge (and post-challenge) phase would then depend on these values.

Lemma 6.6. There exists a QPT distinguisher D such that | Pr[W @] — PrW®)]| = 2. Advy.

Proof. The description of D is as follows. It gets as input (ek, (i, hs));e[x]) Where y; = Eval(ek, z;) for z; < {0,1}*,
and either h; = GL(z;) or h; < {0,1}. D also has quantum access to an oracle O implementing the function
Invert(td, -) while rejecting inputs equal to y; (i.e., returns L) for some ¢ € [A]. D then proceeds to simulate either
Game 2b or Game 3 by forwarding ek to .4 and responding to .4’s quantum decryption queries as in Game 2b (and
3) using the oracle O. D also uses ((ys, hi))ic[x]) to compute the challenge ciphertext ct* (after first sampling a bit
b < {0,1}). Finally, when A terminates with a bit ', D outputs 1 if b = &’ and outputs 0 otherwise. The proof is
complete by observe that

Pr{l ¢ D(ek, (i, hi))iep)|hi = GL(z)] = Pr[W )]
and

Pr{l « D(ek, ((yi, hi))ieix)|hi = {0,1}] = Pr{w®]. O
Lemma 6.7. |Pr[IW®)] — Pr[IW®W]| < 272,

Proof. Note that Games 3 and 4 proceed identically unless there does not exist an ¢* € [\] such that ~;+ = m;, which
happens with probability 272, O

Lemma 6.8. Pr[iW )] = 1/2.

Proof. In Game 4, note that A’s view is completely independent of the bit b. O

6.2 Quantum ATDFs from Correlated-Product TDFs

Here we show that the ATDF construction of Kiltz et al. [36] from correlated-product TDFs (CP-TDFs) satisfies
quantum security if the underlying CP-TDF is post-quantum secure, i.e., we prove that (post-quantum) CP-TDFs are
sufficient to realize quantum ATDFs. We recall the definition of CP-TDFs from [51].

Definition 6.9. A trapdoor function TDF = (Gen, Eval, Invert) is t-correlated-product (¢-CP-TDF) one-way if for
every QPT inverter A, it holds that

AQVSERY, — Prla’ =2+ af  A((eks)ie, ¥*)] < negl,
where (ek;, td;) < Gen(1*) for i € [t], z - {0,1}*, and y* = (Eval(ek;, ));c[y).

Let TDF = (Gen, Eval, Invert) be a TDF with fixed output length n = n(A). Now we recall the construction of
ATDF TDF = (Gen, Eval, Invert) from TDF in [36] as follows.

Gen(1*): Let (eko, tdg) < Gen(1*). Sample (ek?, td?) <— Gen(1*) fori € [n] and b € {0, 1}. Output (ek, td) where
ek := (eko, ((ek?a ek}))ze[n])a td := (td07 ((td?a td}))ze[n])

Eval(ek,z): Output (Eval(eko,z) || Eval(ek?*,z) || ... || Eval(ek>",x)), where b; denotes the i-th bit of b :=
Eval(eko, ) for i € [n].
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Invert(td,y): Parse y — (b || y1 || .. || yn). Let & < Invert(tdo, b). Return z if 2 = Invert(td®, ;) for all i € [n].
Otherwise, return L.

Theorem 6.10. [f TDF is an (n + 1)-CP-TDEF, then TDF is a quantum ATDF.

Proof. The proof is quite similar to that of [36, Theorem 3]. Given any efficient inverter A breaking the adaptive
one-wayness of TDF, they describe an efficient inverter B breaking the one-way (n + 1)-correlated-product of TDF.
In their reduction, B simulates the adaptive one-wayness game with respect to TDF towards A since it is able to
(classically) implement the TDF inversion functionality using some trapdoor information. It is easy to see that their
reduction can be extended to the quantum setting since B can also simulate this TDF inversion oracle in quantum
superposition using the same trapdoor information (we are using the fact, mentioned in Section 2, that any function
which has an efficient classical algorithm computing it can be implemented efficiently as a quantum-accessible oracle).[]

Quantum ATDF from LWE. We briefly describe two ways to instantiate quantum ATDFs from the LWE assumption.
For the first approach, recall that Rosen and Segev [51] showed lossy TDFs imply TDFs with correlated security. By
using the LWE-based lossy TDF construction of [47] and relying on our construction of quantum ATDFs from TDFs
with correlated security, we get an instantiation of quantum ATDFs from the LWE assumption. An alternative (and
more efficient) approach is to rely on the LWE-based TDF construction of [41] (which also satisfies correlated security),
which in turn yields a construction of quantum ATDF from LWE (based on our generic transformation).

7 Completeness of Bit Encryption for Quantum CCA Security

Given a single-bit CCA-secure PKE, [44] (and later [33]) showed how to realize multi-bit CCA-secure PKE. In this
section, we show an analogous result with respect to quantum CCA security by extending the framework of [33] to
the quantum setting. To obtain a generic single-bit to multi-bit compiler, Hohenberger et al. [33] introduced a new
cryptographic primitive called Detectable Chosen Ciphertext Secure (DCCA-secure) PKE. In the first step, they showed
a construction of (multi-bit) CCA-secure PKE scheme from any (multi-bit) DCCA-secure PKE. In the second step, they
argue that single-bit CCA-secure PKE can be used to construct multi-bit DCCA-secure PKE.

Following a similar approach, we first define a quantum analog of DCCA security called quantum DCCA (qDCCA)
security, and we prove that (multi-bit) qCCA-secure PKE is implied by (multi-bit) gDCCA security. Next, we show that
single-bit qCCA-secure PKE is sufficient to realize multi-bit gDCCA-secure PKE, thereby proving the completeness of
bit encryption for qCCA security.

First, we recall the notion of detectable PKE from [33]. A detectable PKE DPKE = (Gen, Enc, Dec, F') is a
tuple of PPT algorithms where (Gen, Enc, Dec) follow the same definition as in a normal PKE scheme, and the
Boolean detecting function F' (which is efficiently computable) takes as input a public key pk and two ciphertexts ct,
ct’, and outputs a bit. Correctness of a detectable PKE scheme is same as a normal PKE. We now formally define the
qDCCA security property of such schemes.

Definition 7.1. A detectable PKE scheme DPKE = (Gen, Enc, Dec, F) is said to be qDCCA secure if the following
two properties hold:

* Quantum unpredicability of F': For every QPT adversary .4, it holds that
(pk, sk) Gen(l)‘)
Adv%ﬁiﬂ% = Pr [ F(pk,ct*,ct) =1: (m,ct) + AP (pk) | < negl.
ct* < Enc(pk, m)
¢ Quantum indistinguishability of encryptions: For every QPT adversary B we have
(pk, sk) < Gen(1*);b < {0,1}
Adv%lg?(E’B = |Pr [b=1V: (mg,my,st) « BIPEk) (pk) _

ct* < Enc(pk, mp); b" < BlOa (ko)) (ct*, st)
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where the function OZ4. (sk, -) is defined as

1 if F(pk.ct*.ct) = 1orct = ct*
OFL. (sk, ct) = i (p.,c ,ct) = 1orct = ct*,
Dec(sk,ct)  otherwise.

In the definition above, st is some arbitrary state information. We require the messages mg and m; to be of the
same length. We also encode L to be a bitstring outside the message space of DPKE in order to properly define
z @ L in the output register of |OX%. (sk, -)) described above.

The notion of DCCA security defined in [33] differs from Definition 7.1 in that the adversary A (or B in case of

indistinguishability) above has classical access to its corresponding oracle(s). Also the classical indistinguishability
notion of encryptions in [33] uses a slight variant of the OZ. (sk, -) oracle wherein L is returned only when the input ct
satisfies F'(pk, ct*,ct) = 1; so it is not hard to see that the definition in [33] places an implicit restriction on detecting
functions F for which DCCA security is meaningful-namely, any such function F' should satisfy F'(pk, ct,ct) = 1 for
most ciphertexts ct (and public keys pk). On the other hand, the classical analogue of our Definition 7.1 does not place
such a restriction and covers a larger class of functions F, which for example includes the zero function®.
Remark 7.2. Note that if F is the zero function, then the gDCCA security of DPKE = (Gen, Enc, Dec, F') also implies
qCCA security of PKE = (Gen, Enc, Dec). However this is not the case for most detecting functions; some examples
of such functions are described in [33] with respect to the classical (D)CCA setting. As will be seen in the following
section, we present a generic compiler which converts any qDCCA-secure DPKE to a qCCA-secure PKE scheme (the
other building blocks in the compiler below can be built from any CPA-secure PKE scheme, which in-turn is trivially
implied by qDCCA security).

7.1 qCCA-Secure PKE from qDCCA-Secure PKE

We show how to realize qCCA-secure PKE from qDCCA-secure detectable PKE. Specifically, we require the following
three building blocks: a well-spread 1-bounded CCA secure PKE?*' PKE; .., = (Geni_cca, ENC1—ceas DeC1—cea),
a CPA-secure PKE PKE.,, = (Gencpa, Encepa; Decepq), and also a qDCCA-secure detectable PKE DPKE =

(Gengdeea, ENCydccar DeCqdeca, F') which are perfectly correct.”? Consider the following scheme PKE = (Gen, Enc, Dec):
Gen(1*): Run (pk;,,, skin) < Gengacea (1), (Pk 4,5ka) <= Geni_ceq (1) and (pk,skp) < Gengpa(17). Output
pk = (pk;,, Pk, Pkg), sk := (skin,ska,skg).
Enc(pk, m): Sample ;,,,74,75 < {0,1}* and output ct = (cta, ctp) where

ctyn, = Enchcca(pkin7 (TAa B, m); Ti7z)a cty = Encl—cca(pkAa Ctin; TA)7 ctp = Enccpa(pka Ctin; TB)-

Dec(sk, ct = (cta, ctp)): Compute the following
ctyp, = Declfcca(SkAy CtA)7 (rAv B, m) = Dechcca(Skina Ctin)~
If ctg = Enci_ceq(pky, Ctin;7a) and ctp = Encepq(pk, Ctin; ), return m; otherwise, return L.

Theorem 7.3. If PKE;_ ., is 1-bounded CCA secure and well-spread, PKE_,, is CPA secure, and DPKE is gDCCA
secure, then PKE is gCCA secure.

20When F is the zero function, the notions of (q)DCCA security and (q)CCA security are in-fact equivalent.

211 -pounded CCA-secure PKE can be built from any CPA-secure PKE [21]. As observed in [28], any CPA-secure PKE can be made well-spread
(Section 2) by appending independent random strings to the end of ciphertexts, and the CPA to 1-bounded CCA transformation of [21] preserves
well-spreadness.

22We make this assumption of perfect correctness for ease of exposition. One can extend our following qCCA security proof to the case when the
underlying PKE schemes are almost-all-keys-correct, similar to our qCCA security analysis in Section 4.
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Proof. As in the classical CCA security proof of [33], we consider a variant of the qCCA security game (specific to
PKE) where the challenger either encrypts one of two challenge messages or encrypts a string of zeros only when
computing the “inner” ciphertext ct},. We describe this nested quantum indistinguishability game with respect to a
QPT adversary A as follows:

* Sample three pairs as (pk;,,, skin) < GeNgacea (1), (Pk 4, ska) < Gen_cea(17), and (pk g, skp) < Genqpa (171).

wm)

Set pk = (pk;,,, Pk 4, Pk ), sk = (Skin, sk, skp). Sample random bits b, z + {0,1}.

» Forward pk to A. Next, A has quantum access to the decryption oracle Dec(sk, -). Afterwards, A forwards
(mo, my).

e Sample 74,75 + {0,1}*. If 2 = 0, compute ct}, Encydcea(PKiy, (T4, 78, mp)). Otherwise, let ctf, <«
Encydcea(PKin, 09).2 Send ct* = (ct¥y, ct’y) to A where

cty = Enci_cea(pky,ctiy;ra), ctp = Encepa(pkp, cty,;7B).

* A has “post-challenge” quantum access to the oracle Dec(sk, -), which rejects ciphertexts equal to ct*.

* Finally, A outputs a bit 2z’ and is said to win this game if 2’ = z.
We define the advantage of adversary A with respect to the PKE construction as

Nest-qInd . o
Adv(PKEl—cca,PKEcpa,,DPKE),.A = [Pr[z’ = 2] = 1/2],

Nest-qInd

(PKE1 _cca,PKEcpa,DPKE),
It is easy to see that if PKE is Nest-qCCA secure, then it is also qCCA-secure. Thus, towards proving the qCCA

security of PKE, we will instead be focusing on its Nest-qCCA security. Let A be any QPT adversary that breaks the

Nest-qCCA security of PKE while making at most ¢ quantum decryption queries (with at most gp,s¢ queries in the

“post-challenge” phase). Also, let PKE;_.., be y-spread. Consider the following sequence of games:

and the construction is said to be Nest-qCCA secure if the quantity Adv 4 1s negligible.

e Game 1: This is the nested quantum indistinguishability game for PKE.

* Game 2: In this game, we modify the decryption oracle post-challenge phase such that it additionally rejects
ciphertexts |ct) = |(cta,ctp)) when cty = ct’.

e Game 3: In this game, we modify the decryption oracle in the post-challenge phase such that it also rejects
ciphertexts |ct) = |(ct4, ctp)) for which we have F'(pk,,,, ct},, cti,) = 1 where ct;;, = Deci_ccq(ska,cta).

* Game 4: In this game, during the computation of ct*, we compute ct’ as ctly = Enc.pq(pkp, 1¥;75) where k is
the bit-length of ct,,.

* Game 5: In this game, during the computation of ct*, we compute ct as ct’y = Enci_ccq(pky, 1k:r A) where k
is the bit-length of ct;,,.

e Game 6: We revert the changes to the decryption oracle post-challenge phase in Game 3. Now the decryption
oracle additionally only rejects ciphertexts |ct) = |(cta,ctp)) where ct4 = ct}. Otherwise, the oracle
implements Dec(sk, -).

Now we define W), for j € [6], to be the event when .4 succeeds in guessing the bit z (i.e., 2’ = 2) in Game j. By
definition, we have
1

Ad Nest-qInd —|pP W(l)
v A r| ] 5

(PKE} _ cea,PKEcpa,DPKE)

Lemma 7.4. [Pr[WM)] — Prw ]| < 277,

23¢ denotes the bit-length of (7 4,75, my).
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Proof. Observe that Games 1 and 2 proceed identically unless there exists a ct = (ct4, ctp) suchthatcty = ct’y, ctp #
ct, and Dec(sk, ct) # L. If z = 0, we have ct}, < Encqdcca(PK;p, (ra, r5,mp)), ct’y = Enci_cea(pky, ct),;74)
and ct}; = Encepa(pkp, ctl,; 7). For any ciphertext ct with ct4 = ct’, and ctp # ct};, we must have Dec(sk, ct) =
1. This is because, as can be seen from the description of Dec above, we have ctl, < Deci_ceq(ska,cth)
and (ra,7B,mp) < Decyicea(skin,ct,) based on PKE;_..,’s correctness. However, the re-encryption check
Encepa(pkp, ctl,;7B) # ctp fails in the Dec algorithm which leads to Dec(sk, ct) = L.

If z = 1, we have ct, < Encyacca(Pk;n, 0°) and ct¥y = Enci_cca(pk 4, ctl,;74). Consider any ct = (cta,ctp)
with ct4 = ct’, and ctp # ctl;. When decrypting ct according to Dec(sk, ), we have ct},, <—7Dec1_cca(skA, cth)
and 0° < DecCyqcca(Skin, ct},,) from PKE;_..,’s correctness. Observe that in order to have Dec(sk,ct) # L, the
re-encryption check Ency_ccq(pk 4, cth,; olraly = ct” must be satisfied. However, we know from the y-spreadness of
PKE1_ccq that ct®y = Enci_ccq(pk 4, cth,;74) comes from an entropy source of +-bits, for a uniform r 4 «+ {0, 1})‘.
Hence, the check Ency .o (pky,ctl,;0"4l) = ct¥ is satisfied with probability at most 27*. We hence obtain
[Pr[W V)] — Prw @] <277, O

Lemma 7.5. There exists a QPT adversary Binq such that [Pr[W®)] — 1/2| = Adv(g;?(EvB

ind

Proof. On input pk;,, first B;,q generates two pairs (pk 4,ska) ¢ Genj_ccq(1?) and (pkpg,skg) < Gengpa(1?).
It then sets pk = (pk;,,pka,pkp) and forwards pk to A. Next, B;,q proceeds to simulate quantum access to
the oracle |Dec(sk,-)) for A using the self-generated pairs (pk4,ska), (pkg,skg), and its own quantum oracle
|Decydcca(Skin, -)) in a straightforward manner. Upon receiving (mg, my) from A, the adversary B;,q samples
b+ {0,1} and 74,75 < {0,1}*. It then sends ((r4,75,my),0%), where £ is the bit-length of (74,75, my)), to its
own challenger. After receiving ct},, Binq computes ct’y = Enci_ccq(pka, cth,;74), ctly = Encepa(pkp, ct)yimr),

and returns the ciphertext ct* = (ct%,ct};) to A. Next, B;,4 proceeds to respond to the rest of A’s queries as in
the pre-challenge phase. Since B;,4 now has quantum access to a restricted decryption oracle |OL. (skiy,-)) in the

post-challenge phase (Definition 7.1), it perfectly simulates the modified post-challenge decryption oracle |Dec(sk, -))
of Game 3 towards A. Specifically, for any |ct) = |(cta,ctp)) in the computational basis, when B;,4 computes
ctin = Deci_cca(ska, cta) and forwards ct;, to its quantum oracle |OCFt (skin, -)), it gets L if either ct4 = ct¥ or
F(pk;,,,cts,, ctin) = 1. Finally, when A outputs a bit 2/, B;,4 outputs the same z’ as well. Note that B;,,4 perfectly

simulates Game 3 towards .A. Hence, 5;,,4 wins its game if and only if .4 wins Game 3, which complete the proof. [J

Now all that remains towards proving the Nest-qCCA security of PKE is to bound |Pr[IW (2] — Pr[IW®)]|. In the
context of Lemma 2.1, let G (respectively, H) be the post-challenge decryption oracle in Game 2 (respectively, Game
3). Note that the outputs of G and H differ with respect to ciphertexts ct = (ct4, ctp), where ct4 # ct’, such that
G(ct) # L and H(ct) = 1, i.e., these ciphertexts ct = (cta, ctp) must satisfy Dec(sk,ct) # L, ct4 # ct’, and
F(pk;,,ctl,, ctin) = 1 where ct;;, = Decy_ccq(ska,cta). Ignoring the requirement of Dec(sk, ct) # L, we call any
ct that satisfies the remaining two conditions (i.e., ct4 # ct® and F(pk;,, ct},, Dec1_ccq(ska, cta)) = 1) a bad-query
(borrowing from [33]). The reason we ignore the Dec(sk, ct) # L requirement will be made clear towards the end of
our qCCA security proof.

We now define M), for j € [6], to be the event when the measurement of a random i-th quantum decryption query
made by A in the post-challenge phase of Game j (where i < [gpos¢|) results in a bad-query. Based on our usage of
Lemma 2.1 in the qCCA security proofs of previous sections (particularly when modifying a decryption oracle in the
post-challenge phase, e.g., in Lemma 3.6 and Lemma 6.3), it is not hard to see that we have [Pr[IW ()] — Pr[WW®)]| <
2¢post Pr[M(3)] .24

Towards bounding Pr[A(®)], we bound the probability conditioned on the hidden bit z of Game 3 being 0 or 1.
Here, we will be adopting a deferred analysis approach as in [33, Section 4.1]. Namely, we show the following:

Lemma 7.6. There exists a QPT adversary Bep, such that

Pr[M®|z = 1] = Pr[M®W|z = 1]| = 2- AdvERe

cpa 7Bcpa :

24Technically, in the context of applying Lemma 2.1, the probability Pyuess corresponds to the measured ciphertext also satisfying Dec(sk, ct) # L,
in addition to being a bad-query. But we have Pyyess to be trivially upper-bounded by Pr[M (3)].
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Proof. On input pky, first B, generates key pairs (pk 4,ska) <+ Geni_cco (1) and (pk,,,, skin) < Gengaeea(1?).
It then sets pk = (pk;,,, pk4, pkz) and sends pk to A. Next, B.,, proceeds to simulate quantum access to the oracle
|Dec(sk, -)) for A using sk 4 and sk;,, in the usual manner. Upon receiving (mg, m;) from A, the adversary By,
chooses 74 < {0,1}*, and computes ct, < Encyacea(pk;p, 0°) and ct’y = Enci_cea(pky,ctl, ;7). Afterwards,
Bepa sends (ct},, 1%) to its own challenger. After receiving ctl;, the adversary B, returns ct* = (ct, ct}y) to A.
Next, Bepq samples i < [gpos¢] and proceeds to respond to the rest of A’s queries according to the post-challenge
decryption oracle in Game 3 (and 4) until the i-th query. Specifically, before the i-th query, with respect to A’s queried
ciphertext |ct) = |(ct4, ctp)) in the computational basis, B, returns L if either ct 4 = cty or F(pk;,, ct},, ctin) =
1 where ct;,, = Dec;_ccq(ska, cta); otherwise, By, decrypts using Dec(sk, -). When A makes the i-th query, Bepa
measures it with the resulting state being ct = (cta, ctp) and checks if ct is a bad-query as defined above. If ct is a
bad-query, B.,, outputs 1; otherwise, it outputs 0.

Note that B, simulates Game 3 towards A (conditioned on z = 1) if its challenger encrypted the “left” message
ct?,. Similarly, B, simulates Game 4 (conditioned on z = 1) if its challenger encrypted the “right” message 1%,

Hence, if we let b to be the hidden bit chosen by B, ’s challenger then we have

1 1
AdVER . 5, () = 5+ | PrlL = Bupalb = 0] = Pr(1  Bepalo = 1}‘ =5 ‘Pr[M(3)|z =1] - Pr[M@ |z = 1]|.
0

Lemma 7.7. There exists a QPT adversary B1_ccq such that
Pr[MW|z =1] = Pr[M®|z = 1]| = 2- Advpges, .-

Proof. On input pk 4, first B1_.., generates key pairs (pkp,skp) < Gengpa (1) and (pk,,, skin) < Gengacea(17).
It sets pk = (pk;,, pk4, pkp) and forwards pk to A. Afterwards, Bj_.., responds to .A’s quantum decryption
queries as follows: for a ciphertext |ct) = |(cta,ctp)), first Bi_cc, computes ct;, < Deccpq(skp,ctp) and
(ra,rp,m) < Decgdcca(Skin, Ctin); lezpa' It returns the message m if ct4 = Enci_cca(pky, Ctin;74) and ctp =
Encepa (Pkp, Ctin; 7B), otherwise it returns L. As observed in [33], replacing ct;y, <— Deci_ccq(ska,cta) in Dec with
Ctin < Decepa(skp, ctp) does not make any difference. Namely, if Dec;_cqq(ska, cta) = Decepa(skp, ctp), then
both decryption algorithms proceed identically. If Decy_ccq(ska,cta) # Decepo(skp, ctp), then both algorithms
return L because the checks ctq = Ency_ccq(pky, Ctin;74) and ctp = Encepq(pkg, Ctin; rp) for a common ctyy,
will not be simultaneously satisfied. Hence, even if 31 _.., first decrypts ctp instead of ct4 when responding to A’s
decryption query |ct) = |(cta,ctp)), it still simulates the quantum oracle |Dec(sk, -)) for A.

Upon receiving (mo, my) from A, B1_ccq computes ct},, < Encgacca (PK;p, 0%) (we are conditioning on z = 1)
and ct}; < Encepo(pkp, 1’“). Next, B1_ccq sends (ct},, 1’“) to its challenger. After receiving the challenge ct”, the
adversary Bi_ ., returns the ciphertext ct* = (ct¥, ct’;) to A. Next, B1_ ¢, samples i < [gpos¢] and responds to the
rest of A’s queries as follows: for any query |ct) = |(cta, ctp)), the adversary B;_.., returns L if either ct4 = ct’
or F(pk;,,ct},  cti,) = 1 where ct;, = Decp,(skp, ctp); otherwise, it decrypts ct as in the pre-challenge phase
above. If Deci_ccq(ska,cta) # Decepq(skg, ctr), then both post-challenge decryption algorithms return L since
Dec(sk,ct) = L. Hence, B;_ .., simulates the post-challenge decryption oracle in Game 4 (and 5) for A until the i-th
query. When A makes the i-th query, B; — .., measures it with the resulting state being ct = (cta, ctp) and checks if ct
is a bad-query as follows: Bi_ ., first checks if ct4 # ct; if so, it forwards ct 4 to its classical one-time decryption
oracle Dec; _ccq(ska, -) to obtain ct;y, and checks if F'(pk;,,, ctl,, cti,) = 1. If the checks pass (i.e., ct is a bad-query)
then B1_ ., outputs 1 and otherwise outputs 0.

Observe that 51 _ .., simulates Game 4 (respectively, Game 5) towards .A (conditioned on z = 1) if its challenger
encrypted the “left” (respectively, “right”’) message, and hence

1
Advpet g = 3 Pr{M®|z = 1] — Pr[M®)|z = 1]|. O

Before bounding [Pr[M®)|z = 1] — Pr[M(®)|z = 1], we show the following for Game 6.

Lemma 7.8. There exists a QPT adversary Bp,eq such that

Pr[M® |z =1] < Adv%P;eKdiEC"Bde.
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Proof. On input pk;,,, first By,cq generates (pk 4,ska) < Geni_..a(1*) and (pkpg,skp) < Gengpa(17). Tt then

wm?
sets pk = (pk;,,, pk 4, pk) and forwards pk to A. In the pre-challenge phase, B,,.q proceeds to simulate quantum
access to the oracle |Dec(sk, -)) towards A using (sk4,skp) and its own quantum oracle |Decygcea(Skin, ) in a
straightforward manner. Upon receiving (mg, mq) from A, the adversary B,,.q computes ct¥ <— Enci_ccq(pk 4, 1),
cth; + Encepe(pkp, 1%), and returns ct* = (cth,ct). Next, Bpreq samples ¢ < [gpost] and responds to A’s
queries as in the pre-challenge phase (while rejecting ciphertexts (ct, ctp)) until the i-th query. When .4 makes
the i-th query, B4 measures it with the resulting state being ct = (cty4, ctg). If ct4 # ct’, then B,,.q computes
ctin = Deci_cea(ska, cta) and returns (0°, ct;,, ); otherwise, Byeq aborts. Note that B,,,..q simulates Game 6 until the
i-th query for A. Hence, conditioned on z = 1, if the event M (6) occurs, it means the measured ct = (cta,ctp)is

a bad-query that satisfies F'(pk;,,, ct}, ,cti,) = 1 where ct},, < Encgacca(Pk;y,, 0°). Since (0%, ct;,,) would result in

breaking the quantum unpredictability of F, it follows that Pr[M(®)|z = 1] < Adv%P;elfiEC’prNd. O

in’

Lemma 7.9. There exists a QPT adversary B, .., such that

pre

PrM®)|z = 1] — Pr[M©)|z = 1]] < 2qposty AV

Proof. The proof is quite similar to that of Lemma 7.8, but additionally involves a nested application of Lemma 2.1.
First, it helps to interpret the probability Pr[M )|z = 1], for j € {5, 6}, corresponding to .A winning a variant of
Game j (conditioned on z = 1) which we call Game j. The only difference between Game j and Game j is their
respective winning conditions. Recall that A is said to win Game j if it outputs the hidden bit z, and .4 wins Game j if
the measurement of a random ¢-th quantum decryption query made by A in the post-challenge phase (where ¢ < [gpost))
results in a bad-query. Based on Lemma 2.1, one can construct an oracle algorithm A (which has access either to the
post-challenge decryption oracle of Game 5 or Game 6) such that it simulates either Game 5 or Game 6 (conditioned on
z = 1) for A. Here, another algorithm A’ first simulates the pre-challenge phase of Games 5 and 6 towards A, and
then forwards the appropriate input to A. Such an algorithm A would output 1 if and only if A wins the corresponding
Game j € {5,6}. Note that A can check if a measured ciphertext is a bad-query since A’ would forward the relevant
secret keys to A.

Let M(j) for j € {5,6} be the event when the measurement of a random i-th quantum decryption query made by
A in the post-challenge phase of Game j (where i — [gpost]) Tesults in a bad-query. From a “nested” application of
Lemma 2.1 outlined above we get

PrM®|z = 1] — Pr[M©)|z = 1]‘ < 2post\/ Pr[IT |2 = 1).

To bound Pr[ﬁ(@ |z = 1], we can construct a QPT adversary B}, .. ; (similar to Bp;q in the proof of Lemma 7.8) which
breaks the quantum unpredictability of F' with respect to DPKE. Note that B,,,.q above perfectly simulated Game

6, until the i-th post-challenge decryption query for a random 7 <— [gpost] towards A. In this setting, B;Te 4 Would

perfectly simulate Game 6, until the i-th query for a random 7 <— [gpost| towards A. The only difference between Bpyeq
and B;M 4 would be that the latter algorithm samples two query numbers 4, i < [gpos:) in the post-challenge phase

of Game 6; the first query number ¢ is what the challenger in Game 6 would have sampled for checking the winning
condition with respect to .4, and the second query number ¢ is what B;M 4 is aiming for with respect to measuring A’s

post-challenge query and breaking the quantum unpredictability of F via a nested application of Lemma 2.1. If i > 1,
then B;M 4 would return _L; otherwise, it would measure the i-th post-challenge query to a state ct = (cta, ctp) and

return (0%, Decy_ccq(ska, cta)) to its challenger if ct4 # ct¥ (similar to By,..q above).”

Observe that conditioned on z = 1, if the event " occurs, then the result of B; _,’s measurement in the
post-challenge phase is a bad-query, which means breaking the quantum unpredictability of F' as described above. It

(6) gPredict .
W = < V
follows that Pr[M |z = 1] < Ad DPKE,B,,, > as desired. O

In the context of Lemma 2.1, note that the case 7 > i translates to the setting when the oracle algorithm A (simulating Game 6 towards .A) makes
less than ¢ queries to its quantum oracle, and hence is accounted for by the generalized OW2H lemma.
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Based on the lemmas above, it follows that Pr[M )|z = 1] is bounded by a negligible quantity. To show that
Pr[M®)] is also negligible, we bound Pr[M )|z = (] by relying on the qDCCA security of DPKE as follows.

Lemma 7.10. There exists a QPT adversary B;,, ; such that

[Pr[M®)]z = 0] - PrM®)|z = 1]| = 2- Adviiye s

ind

Proof. The description of B, , is quite similar to that of B;,,4 in Lemma 7.5. Both algorithms proceed identically in
the pre-challenge and challenge phases. The only difference is in the post-challenge phase where, after forwarding
the challenge ciphertext ct* = (ct%, ct};) to A, the adversary B, ; samples i <— [gpos¢] and responds to A’s quantum
decryption queries until the i-th query using the self-generated key-pairs (pk 4,sk4) < Gen;_ccq (1Y), (pkg, skp)
Gengpa (1), and its own post-challenge oracle |OC}:;W (skin, -)) (Definition 7.1). Observe that B;,, , perfectly simulates
the post-challenge decryption oracle of Game 3 towards A until the i-th query. When A makes the i-th query, B, ,
measures it with the resulting state being ct = (cty4, ctg) and checks if ct is a bad-query. If ct is a bad-query, B, ,
outputs 1; otherwise, it outputs 0.

Note that 55}, ; simulates Game 3 towards .A until its i-th post-challenge decryption query where the hidden bit z in
Game 3 can be interpreted as the same hidden bit sampled by 13;,, ;’s challenger. Therefore, we have

1 1
AVl s =5 |Prll  Bllz = 0] = Prll « B, |z = 1]] =< ’Pr[M(3)\z —0] - Pr[M®|z = 1]|.
Remark 7.11. Note that if we included the requirement of Dec(sk,ct) # L in our definition of bad-queries, there
would have been an issue in the reduction above. Specifically, for the post-measurement ciphertext ct, if we have
cty # cty and F(pk;,, ct},, ctiy,) = 1, then B}, ; could not check Dec(sk, ct) # L because its post-challenge oracle

|O§; (skin, +)) would have forbidden a query on ct;,,.

Since Pr[M®)|z = 0] and Pr[M )|z = 1] are negligible, it follows that Pr[A/(%)] is also negligible. By relying on
Lemma 7.4 and Lemma 7.5, and using the fact that [Pr[W ()] — Pr[IW®)]| < 2¢p05/Pr[M 3], it follows that

1 _ Nest-qInd
[Prw ] —1/2] = AdV(pge, ... PKE...0PKE), A < €8l

which establishes the quantum CCA security of PKE and complete our proof of Theorem 7.3. O

7.2  Multi-Bit Quantum DCCA Security from Single-Bit Quantum CCA Security

After showing that multi-bit yYDCCA-secure detectable PKE implies multi-bit qCCA-secure PKE, we now describe
how to realize qDCCA-secure PKE from single-bit qCCA-secure PKE, proving the completeness of bit encryption
for qCCA security. Let PKE; _p;; = (Geny_p;it, Enci_pit, Decy_piz) be a single-bit qCCA-secure PKE with perfect
correctness,”® and also let F'* be a detecting function that outputs 0 on all inputs except those of the form (-, ct, ct). In
the first step, we show that DPKE;_p;; = (Geny_pi¢, Ency_pit, Decy_pir, F*) is a single-bit detectable PKE scheme
with gDCCA security.

Lemma 7.12. If PKE;_y;; is a (single-bit) qCCA-secure PKE scheme then DPKE{ _y;; satisfies gDCCA security.

Proof. Quantum indistinguishability of encryptions (Definition 7.1) can be shown by a straightforward reduction. To
show quantum unpredictability of F™*, given a QPT adversary A which breaks the quantum unpredictability of F™*
with advantage ¢, we describe an adversary A" which breaks the qCCA security of PKE; _;;; with advantage /4. On
input pk, first A’ forwards pk to A. It simulates quantum access to the oracle |Decy _p;1(sk, -)) towards A as A" has
access to the same oracle in the pre-challenge phase. When A outputs a pair (m, ct), the adversary A’ first queries ct
to its oracle |Decy_p;t(sk, -)) in the pre-challenge phase, and records the response as m’ = Dec; _p;¢(sk, ct). Then A’
forwards (m,1 — m) to its challenger. Upon receiving ct*, the adversary A’ first checks if m" € {1 —m, L}. If so,

26 As noted previously, we make this assumption for the ease of exposition. One can extend our analysis to the case where PKE | _p;; satisfies
almost-all-keys correctness.
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A’ outputs a random bit &’. Otherwise, if m’ = m, then A’ further checks if ct = ct*. If so, A" guesses that the “left”
message m was encrypted (b’ = 0); otherwise, A’ outputs a random bit b'.

Since A breaks the quantum unpredictability of F* with advantage ¢, we have that F*(pk, ct*,ct) = 1 with
probability €, where ct* < Ency_p;:(pk, m). Hence in the qCCA game, if the challenger encrypted the “left” message
m, then A’ outputs b’ = 0 with probability € 4+ (1 — &) /2. If the qCCA challenger encrypted the “right” message 1 — m
instead, then note that A”’s check ct = ct* above is never satisfied. Hence when b = 1, the adversary A’ outputs a
random bit b’. Therefore, we have

1
AQVES |, o= 5| Prll = 0 = 0] = Prlt = 0fp = 1]
1 1—=¢ 1 €
= — . — = = —. D
2 ‘“L 2 2071

Now starting with any single-bit qDCCA-secure detectable PKE scheme DPKE = (Gen, Enc, Dec, F*) where F™*
is the detecting function defined above, consider the following construction of a multi-bit detectable PKE scheme

DPKE = (Gen, Enc, Dec, F):*’

Gen(1*): Sample (pk,sk) < Gen(1*) and output (pk, sk).

Enc(pk,m): Let n = |m|. For all i € [n], compute ct; < Enc(pk, m;) where m; € {0,1}, and output ct = ct; ||

cty || ... || ctn.

Dec(sk, ct): Parse ct — cty || ... || ct,,. Foreach i € [n], compute m; = Dec(sk, ct;). If m; = L for some i € [n],
return L. Otherwise, output m =my || ma || ... || m,.

F(pk,ct/,ct): Parse ct’ = ct} || ... || ct, and ct = cty || ... || ct,. If there is a pair (i,j) € [n]? such that

F*(pk, ct}, ct;) = 1, return 1. Otherwise, return 0.

Theorem 7.13. If DPKE is a (single-bit) gDCCA-secure detectable PKE then DPKE is a (multi-bit) gDCCA-secure
detectable PKE.

Proof. The proof follows quite closely the proof of [33, Appendix B]. We first show the quantum unpredictability of
F while relying on the quantum unpredictability of F'*. Given a QPT adversary A with advantage &, we construct a
QPT adversary A’ as follows. On input pk, first A’ forwards pk to A. It then simulates quantum access to the oracle
|Dec(sk, -)) towards A using its own quantum oracle |Dec(sk, -)) as follows. For any queried ciphertext |ct) in the
computational basis, A’ parses it as ct = cty || ... || ct,, in a reversible way. Then A’ queries each ct;, for i € [n], to
its oracle |Dec(sk, -)) in a sequence and then concatenates the resulting outputs asm =mjy || ma || ... || m,, againin a
reversible way (while rejecting ciphertexts ct as appropriate). When .4 finally outputs (m, ct) withm =my || ... || m,,
and ct =cty || ... || ct,, the adversary A" samples i < [m], j — [n], and outputs the pair (m;, ct;) to its challenger.
To analyze the advantage of A’, the corresponding analysis of F’s classical unpredictability in [33] extends to the
quantum setting in an identical fashion, and it follows that the advantage of A’ is at least € /mn.

Now we show the quantum indistinguishability of encryptions of DPKE while relying on the same property of DPKE.
Given a QPT adversary B with advantage €, we construct a QPT adversary B3’ as follows. Let n be the length of messages
(mg, my) output by 5 in the challenge phase. Let mg = mg1 || mg2... || mo, andmy =my 1 || myg... || myp.
We define Games 1 to n as follows, where each Game i is same as the quantum indistinguishability of encryptions
game with respect to DPKE (Definition 7.1) except for how the challenge ciphertext ct* is computed. In Game i, ct* is
computed as

Enc(pk,mg ;) if1 < j <4,
ct; = 4 Enc(pk,my ;) ifj =1,
Enc(pk,my ;) ifi<j<m,

2TThis is essentially the same construction as in [33, Appendix B] (for classical CCA security).
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where b is the challenge bit. By a standard hybrid argument, observe that there exist an index ¢* where the advantage of
B in Game i* should be at least €/n. We now construct a QPT adversary B’ as follows: on input pk, the adversary B’
forwards pk to 3. It then simulates quantum access to the oracle |Dec(sk, -)) towards 13 in the pre-challenge phase using
its pre-challenge quantum oracle |Dec(sk, -)) in the same way as the adversary .A. When B forwards (mg, m;) in the
challenge phase, B’ computes ct* as is done in Game ¢*. Specifically, for 1 < i < ¢*, B computes ct} < Enc(pk, mg ),
and for i* < ¢ < n, it computes ct} < Enc(pk,my ;). Next, B’ forwards the pair (mg ;~, m; ;) to its challenger

and gets back the ciphertext ct’.. It then returns ct* = ctf || ... || ct’ to B. Finally, B’ proceeds to respond to B’s
remaining quantum decryption queries in the post-challenge phase as follows: for any queried ciphertext |ct), first
B’ parsesitasct =cty || ... | cty and checks if F'(pk,ct*,ct) = 1 (using the description of F above). If so, B’

returns _L; otherwise, it decrypts ct in the same way as in the pre-challenge phase. When 5 terminates with a bit v/,
the adversary B3’ outputs the same bit b’. Observe that B’ perfectly simulates Game ¢* towards 3 and hence breaks the
quantum indistinguishability of encryptions of DPKE with the same advantage that 3 has in Game ¢*, as desired. [J

8 Quantum CCA-Secure Predicate Encryption

Up until now, we mostly focused on constructing qCCA secure public key encryption schemes. In this section, we will
consider quantum CCA security of a new encryption primitive with more advanced functionalities than PKE — namely,
predicate encryption (PE) (refer to Section 2 above for formal details of this primitive). As introduced in [13, 34],
predicate encryption can be seen as a stronger form of yet another primitive called attribute-based encryption (ABE) [52].
Roughly speaking, in ABE schemes, every message is encrypted with respect to a so-called attribute x. And to decrypt
the corresponding ciphertext, secret keys are issued by a trusted authority with respect to a so-called predicate C. The
functional correctness of such schemes guarantees that secret keys associated with predicate C should be able to decrypt
ciphertexts associated with attribute x and recover the message if and only if C(x) = 1. And the security of ABE
schemes guarantees that any adversary which only possesses unauthorized secret keys (i.e., “C(x) = 0”), of which
there can be many, should not be able to obtain information about a message from its encryption. Predicate encryption,
on the other hand, offers a stronger security guarantee wherein the above adversary should also not be able to learn
information about the attribute associated with the encryption (for a formal definition, see Definition 2.12).

As our first contribution in this section, we formally define quantum CCA security of PE schemes albeit under
classical key generation queries; towards the end of Section 8, we also discuss the case of quantum key generation
queries. Then we describe a generic construction of such quantum secure PE schemes using a so-called hinting
pseudorandom generator, following the classically CCA secure construction in [39].

Definition 8.1. A PE scheme PE = (Setup, Enc, KGen, Dec) is said to be one-sided gCCA-cKG*® secure if for every
QPT adversary A, we have

(pp, msk) <— Setup(1*);b < {0,1}
1
Advg(é?z-cKG = [Pr{b="b:((mg,xo), (m1,x1),st) < AKCEN k)10 1 1(msk, ) (b -3 < negl,

ct* — Enc(pp, my, Xb); b/ . AKGen(msk,'),\O(ct*'x0’x1)(msk,~,~))(Ct*, St)

where st is some arbitrary state information, and the function O (& 4, ) (msk, ct, C) is defined as

1 if ct = ct and (C(xp), C(x; 0,0),
O(ét % X~1)(msk,ct, C) _ e .C an ( (XO) (Xl)) 7& ( )
o Dec(KGen(msk, C), ct) otherwise;
here we use the convention that C(L) = 0, and encode the | -output of the function to be a bitstring outside the
message space M in order to properly define the result z © L in the output register of |O (& «, ) (msk, ct, C)). As in
the one-sided CPA security definition for predicate encryption above (Definition 2.12), we also require that all classical

predicate queries C made by A to the KGen(msk, -) oracle — in the pre-challenge and post-challenge phases — must
satisfy C(xg) = C(x1) = 0.

28Here “cKG” denotes that the adversary can only make classical queries to the KGen oracle.
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Remark 8.2. In the above definition, note that the challenger needs to keep track of all classical predicate queries C
made by the adversary A to KGen(msk, -) oracle in the pre-challenge phase so that it can ensure .4 does not forward
challenge attributes xo and x; which satisfy either C(xg) = 1 or C(x;) = 1. Now if A has quantum access to the
KGen(msk, -) oracle, then it is difficult for the challenger to record information about the quantum predicate queries,
particularly in the pre-challenge phase, in part because of the well-known no-cloning theorem [46]. This is why we stick
to classical KGen(msk, -) queries in our quantum CCA security definition for PE. We also expect one can overcome
this “recording barrier” using Zhandry’s compressed oracle framework [59] — similar to the work in [19] with respect to
stronger quantum CCA security definitions for PKE — but we consider it beyond the scope of this paper, and leave it as
an interesting open problem. At the same time, we believe Definition 8.1 captures practically relevant scenarios in the
(near-)future wherein adversaries can force users’ devices to behave “quantumly” — e.g., using the ‘frozen smart-card’
example discussed in [29] — to obtain quantum decryption access, but cannot obtain a similar quantum access to
the secret key issuing authority as one can expect these authorities to use a more robust infrastructure which is less
susceptible to such quantum interference.

Construction Using Hinting PRGs. In [39], Koppula and Waters introduced a new primitive called hinting PRG for
the purpose of boosting (one-sided) CPA security of PE schemes to (one-sided, classical) CCA security generically. It
is functionally equivalent to a normal PRG but comes with a stronger security property (stronger than Definition 2.5
above). A hinting PRG takes an n bit seed s € {0, 1}" as input and outputs (n + 1) - £ bits yo, y1, . . ., Y (Where each
yi is an (-bit string) such that the following two distributions (7o, (7,0, 74,1)ie[n]) are computationally indistinguishable
for a uniformly random seed s: In the first distribution, r¢ := yo, 75, :=y; and 7, 15, < {0, 1}5 (where s; is the i-th
bit of s) for all i € [n]. In the second distribution, o < {0, 1}, and all r;,0’s and 7 1’s are also chosen uniformly at
random from {0, 1}. We can see that in the first distribution, the relative placement of pseudorandom bit strings y; in
the tuple (7;,7;,1) depends on the i-th bit of seed s. Therefore in a sense, the tuples (75,0, 7,1)ic[) provide a “hint”
about the seed.

More formally, a hinting PRG HPRG = (Setup, Eval) with length parameters (n, £) is a pair of algorithms, where
the algorithm Setup on input 1* outputs public parameters pp < Setup(1*), and the deterministic Eval evaluates the
PRG on input s € {0, 1}" and returns the i-th block of the output string (for index i € {0} U [n]) as y + Eval(pp, s, i);
herey € {0, 1}*.

Definition 8.3. A hinting PRG HPRG = (Setup, Eval) with length parameters (n, ¢) is said to be secure if for every
QPT adversary A, we have
pp « Setup(1?);b « {0,1};s + {0,1}"
¥o + {0,1}%y5 « Eval(pp,s,0)

1
Adviiss = Pr b=V :y) 5+ {0,1}° V(i B) € [n] x {0,1} — 5| < megl.
y,}ysi — Eval(pp,s,i),y},(l_si) + {0, 1}e Vi € [n]

i b« A(pp, (Yo {¥ s i) se(0.1}))

We now recall the construction of a (classically) CCA-secure PE scheme with message space {0, 1}£ in [39] from
the following building blocks (see Section 2 for definitions of the different security notions below):

¢ an e-correct one-sided CPA-secure PE scheme PE = (Setup, Enc, KGen, Dec) with randomness recovery via the
algorithm Recover,

* a perfectly correct CPA-secure PKE scheme PKE = (Geny, Encyie, Decyy.) with randomness recovery” via
the algorithm Recover,.,

* a one-time strongly unforgeable signature scheme SIG = (Geng;,, Sign, Ver),

1t is straightforward to see that the transform used by Koppula and Waters in [39, Section 2.1] to provide “recovery from randomness” property
to any PE scheme with one-sided CPA security also applies to CPA-secure PKE schemes in general. So we can assume without loss of generality that
CPA-secure PKE schemes have randomness recovery as well.
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Einc(PP = (pphprga b) (aia PP;; pki)ie[n])a m,x):

s < {0,1}", (vk, sk) - Geng;g, cty < Eval(ppy,,,.4,S,0) @& m

Setup(17): Vi € [n] :
vi + {0,137 r; + {0,1}4,7; Eval(pppyprgs S: %)
PPhprg < SEtUP),(11), b« {0,1}¢ — if 4-th bit of s is 0:
Vi € [n] : cto; < Enc(pp;, 1|vi, x;7;)
(Pp;, msk;) « Setup(1*) cty,i < Encpre(pk;, 011 7)
(pk;, Sk ¢ Genppe (11 Cta,; < PRG(v;)
a; « {0,1} —if i-th bit of s is 1:

cto; < Enc(pp;, M1, x;7;)

Cty,; < Encpke(pki, 1|Vi;?i)

Ct27qj $— PRG(VZ) —+ a; + b - vk
ct := (cto, (Cto,i, Ct1,i,Ctai)icn]), 0 < Sign(sk, ct)
return CT := (vk, ct, o)

PP := (PPhprgs b, (ai, PPy, PK;)iciny)
MSK := (mskuSkfke)ie[n])
return (PP, MSK)

“Arithmetic is done over GF(2£/) and vk is interpreted as element of GF(2£/ ).

Figure 4: Algorithms Setup and Enc.

* a secure pseudorandom generator PRG with output length parameter ¢/, and
* asecure hinting PRG scheme HPRG = (Setupy,,,.;, Eval) with length parameters (n, £).
These building blocks are also required to have the following properties:

* The message space and encryption randomness space of PE and PKE is {0, 1}**! and {0, 1} respectively.
« The verification key space of SIG is {0, 1}¢ 3,

Now consider the PE scheme PE = (Setup, Enc, KGen, Dec) described in Figures 4 and 5. We will prove the
quantum CCA security of PE under classical key generation queries in the theorem below.

Theorem 8.4. Let PE, PKE, SIG, PRG, and HPRG be schemes that are described above with correctness and security
against QPT adversaries. The resulting construction PE as described in Figures 4, 5 is a qCCA-cKG secure PE scheme.

Proof. Let Abe any QPT adversary which breaks the qCCA-cKG security of PE while making ¢ quantum queries to
the decryption oracle, with g, and g,.s¢ decryption queries in the pre-challenge and post-challenge phase respectively.
Our security proof follows a similar sequence of games as in [39, Section 5.1]. Nonetheless we provide descriptions of
all games below for completeness.

Game 1: This is essentially identical to the qCCA-cKG security game for PE (see Definition 8.1) except for a few
changes in the ordering.

* Generate public parameters PP := (ppy,;,,.,» b, (&, pp;; Pk; )ic[n]) and master secret key MSK := (msk;, skfke)ie[n])
of PE as specified in the description of Setup(1*) below (Figure 4). Also sample a random bit b <+ {0, 1},
s* < {0,1}", vi* « {0,1}* for all i € [n], and generate (vk*,sk™) < Geng;y(1*), 7} <= Eval(ppppyg: S, )
for all ¢ € [n]. These values will be used when deriving the challenge ciphertext.

» Forward PP to A, and respond to A’s queries in the pre-challenge phase following Figure 5 as:

— When A makes a classical query C to the KGen(MSK;, -) oracle, return the response SK <— KGen(MSK, C).

— When A makes a quantum query to the oracle |O¢, | 1)(MSK,-,-)), perform the mapping |CT, C) |z) —
|CT, C) |2 @ Dec(KGen(MSK, C), CT)).
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Dec(SK = (C, (sk;)ie[n), CT = (vk, ct, 0)):

if Ver(vk, ct, o) = 0: return L
parse ct as (cto, (Cto,i, Ct1,i, Ct2,i)icin])
Vi € [n] :
m; <— Dec(sk;, cto ;)
—if m; = 1|v; and PRG(v;) = ctg;: d; :=0

—else: d; ;=1
KGen(MSK = (msk;, sk?*);cruy, C): \S;Fg ] didz .. dn

= + Eval :
Vi € [n] : sk; + KGen(msk;, C) izi;_d» lao(.pphprwd’l)

return SK := (C, (ski)ic[n)) (m,x) < Recover(pp;, cto.i,T7)

if (m,x) = L Vv C(x) = 0V Enc(pk;, m,x;7;) # cto:
return L
if m # 1lv vV PRG(v) # ctg;: return L
—ifd; = 1:
m < Recoverp.(pk;, ct1,;,73)
if m = L V Encpre(pk;, m;7;) # ctq ;: return L
if m# 1|vV PRG(v) + a; + b - vk # cty ;: return L
return cto © Eval(ppy,,,,¢, d,0)

Figure 5: Algorithms KGen and Dec.

* Upon receiving the two pairs (mg, xo), (m1, x1) from A, check if all the classical queries C made to KGen(MSK; -)
oracle in the pre-challenge phase satisfy C(xg) = C(x;) = 0. If the check fails, terminate the game (this

counts as A losing). Otherwise, derive the challenge ciphertext CT* = (vk*,ct*,o*) using the values
{b,s*, (vk*,sk™), (v}, 7} )icin }> generated at the beginning of this game, in the Enc algorithm (Figure 4) as
follows:

1. Compute ctj < Eval(ppy,.g,5*,0) & mp.
2. Compute (ctj ;, cty ;,cts ;) forall i € [n] as:

— 1If the i-th bit of s* is 0, set ctf, ; := Enc(pp;, 1[v}, xp; T}), ct]; + Encpre(pk;,0*1), and ctj; :=
PRG(v}).

— 1If the i-th bit of s* is 1, set ctf ; <= Enc(pp;, 01, x,), ct} ; := Encpre(pk;, 1|v};77), and ctj ; :=
PRG(v}) +a; + b - vk*. '

3. Setct* := (ctg, (ctg 4, €ty ;5 Cts ;) ic[n))> and compute the signature o™ <— Sign(sk™, ct*).
o After forwarding CT™ to A, respond to A’s queries in the post-challenge phase following Figure 5 as:

— When A makes a classical query C to the KGen(MSK, -) oracle, return the response SK < KGen(MSK;, C)
only if C(xg) = C(x1) = 0; otherwise return L.
— When A makes a quantum query to the oracle |O ¢t x, x,) (MSK, -, -)), perform the mapping [CT™, C) |z) —

|2)
ICT*, C) |2 @ L) when (C(xo), C(x1)) % (0,0), and |CT, C) |2) + |CT, C) |z @ Dec(KGen(MSK, C), CT))
for all other basis states.

* A terminates with an output ¥’ € {0, 1}.

Game 2a: In this game, we update the quantum decryption oracle in the pre-challenge phase with the map
|CT,C)|z) — |CT,C) |z L) forany CT = (vk,ct, o) with vk = vk™; the other basis states are mapped in the same
manner as in pre-challenge phase of the previous game.
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Game 2b: Here we update the quantum decryption oracle in the post-challenge phase with the map |[CT*, C) |z) —
|CT*,C) |z @ L); the other basis states are mapped in the same manner as in previous game’s post-challenge phase.

Game 2c: We again update the quantum decryption oracle in the post-challenge phase with the map |CT, C) |z) —
|CT,C) |z @ L) for any CT = (vk,ct, o) with vk = vk*; the other basis states are mapped in the same manner as in
post-challenge phase of the previous game.

Game 3: We modify how the (a;);c[,) values are generated at the start of the game. Instead of sampling them

uniformly at random as a; < {0, 1}¢ forall i € [n] as in the Setup algorithm (Figure 4), we sample some w; € {0, 1}*
and set:

« a; := PRG(v}) — PRG(w;) — b - vk* if the i-th bit of s* is 0, or
« a; := PRG(w;) — PRG(v}) — b - vk* if the i-th bit of s* is 1.

Game 4: In this game, we (indirectly) modify the decryption oracle — both in the pre-challenge and post-challenge
phases — by changing the way d € {0, 1}" is computed during execution of the Dec(-, -) algorithm (see Figure 5). With
respect to the fixed value s* € {0, 1}" generated at the beginning, inputs SK = (C, (sk;)ic[n)), CT = (vk, ct, o), and

additional input secret keys (skfke)ie[n], we now compute d := dids ...d, as:
* Parse ct as (cto, (Cto,q, Ct1,i; Cta)ien])-
e Vie[n]:

— If the i-th bit of s* is 0, compute m; <— Dec(sk;, cto ;). If m; = 1|v; and PRG(v;) = cty;, set d; = 0; else
setd; = 1.

— If the i-th bit of s* is 1, compute m; < Decpke(skfke7 cty;). If m; = 1]v; and PRG(v;) +a;+b-vk = cta,,
setd; = 1;else setd; = 0.

The remaining steps of the Dec algorithm subsequent to the computation of d € {0, 1}" (see Figure 5), and also the
initial signature verification check “if Ver(vk, ct,o) = 0 : return L”, stay the same. Note that in contrast to the original
Dec algorithm which only decrypted the (cto ;);c[,,) Values, we may now decrypt the (cty ;);e[n) values too depending
on the ¢-th bit of s*.

Game 5: In this game, we modify the way challenge ciphertext CT™* is computed. Specifically, the only difference
is that for all i € [n] where the i-th bit of s* is 0, we set ct} ; < Encpre(pk;, 1|w;) instead.

Game 6: We again modify the way CT" is computed. This time, for all 7 € [n] where the i-th bit of s* is 1, we set
cty; Enc(pp;, 1|w;, xp); the remaining challenge ciphertext components are computed in the same manner as in the
previous game.

Game 7: In this game, we again (indirectly) modify the decryption oracle in the pre-challenge and post-challenge
phases by changing the way d € {0,1}" is computed during decryption. With respect to input PKE secret keys
(skfke)ie[n] and ciphertext CT = (vk, ct, o), we compute d := did5 .. .d, as:

* Parse ct as (cto, (Cto,q, Ct1,i, Cta i )ien))-
o Vie[n]:
— Compute m; < Decpke(skfke, cty ;).
- If m; = 1|v; and PRG(v;) +a; + b - vk = cta 4, set d; = 1; else set d; = 0.

Again the remaining decryption steps subsequent to the computation of d € {0, 1}" (which are also the same as in the
original Dec algorithm), along with the initial signature verification check, stay the same. Note that now the decryption
oracle does not need the PE secret keys (sk; ) ;e[ to respond to A’s queries.
Game 8: Here we swap the variable names of values v} and w; for bit positions ¢ € [n] where the i-th bit of s* is 1.
Game 9: In this game, we sample 7/ « {0, 1}* uniformly at random when computing CT*, instead of evaluating
HPRG on s*. We also replace “Eval(ppj,,,.¢,s*,0)” in the computation of ct; with a uniformly random value in {0, 1}
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Game 10: Finally, we compute the (ctai)ie[n] components of the challenge ciphertext by performing the PE
encryption only under attribute xo and not x;. With this change, note that CT* no longer contains any information about
the challenge bit b.

We now define W), for j € {1,2a,2b,2¢,3,...10}, to be the event when A guesses the challenge bit b
successfully (i.e., b’ = b) in Game j. So from Definition 8.1, we have

CCA-cKG
Advi o = [Pr W] - 1/2].

Quantum CCA security of PE under classical key generation queries follows from the lemmas below wherein we

argue indistinguishability of consecutive games.

Lemma 8.5. There exists a QPT adversary B, g such that

| Pr[W(l)} — Pr[W(Q“)” < 2¢prey /Ad"g}JGF,Biig~

Proof. We will use the generalized OW2H lemma (Lemma 2.1) to base the quantum indistinguishability of “pre-
challenge” decryption oracles in Games 1 and 2a on the one-time strong unforgeability of SIG; this closely follows
our discussion on the application of OW2H lemma in Subsection 1.2. Let A be a quantum oracle algorithm which
receives as input public parameters PP and master secret key MSK as generated in Game 1 along with the key pair
(vk™,sk*) < Geng;y(1*) - i.e., using the terminology of Lemma 2.1, we have A’s input 2 := ((PP, MSK), (vk*, sk™)).
A also has quantum access either to the oracle G := [O¢, | 1)(MSK,-,-)) in Game 1 or to the updated pre-challenge
decryption oracle H in Game 2a (i.e., which additionally “rejects” inputs of the form |CT, C) where CT = (vk, ct, o)
with vk = vk™). A then proceeds to simulate either Game 1 or Game 2a towards A, depending on whether it has
quantum access to GG or H respectively, as follows: A forwards PP to A, and responds to .A’s quantum decryption
queries in the pre-challenge phase using its own oracle (i.e., G or H); A also responds to .A’s classical queries to the
KGen(MSK, -) oracle as in Game 1 (and 2a) using its input MSK. Upon receiving (mg, Xo), (m1,x;) from adversary
A, A simulates the challenge phase as in Game 1 (and 2a) by generating the values b < {0,1}, s* « {0,1}",
v; < {0,1}* and 7} < Eval(ppy,,4.s*. ) for all i € [n] to derive challenge ciphertext CT"; note that A computes the
signature o* component of CT* using its input signing key sk*. After forwarding CT™ to A, algorithm A proceeds to
respond to A’s classical KGen(MSK, -) queries as in the post-challenge phase of Game 1 (and 2a) using its input MSK.
When it comes to A’s post-challenge quantum decryption queries, A again uses the input MSK to respond as in Game 1
(and 2a) — instead of using the oracles G or H as in the pre-challenge phase. Finally, A outputs 1 if the bit &’ returned
by A is equal to the sampled bit b.

Note that we have Pr[W ()] = Pr[l < A%(z)] and Pr[W(%)] = Pr[1 < A" (z)]. From Lemma 2.1, it then
follows that | Pr[W(l)] — Pr[W(2“)}| < 2¢prer/ Pauess Where Py is essentially the probability of the event when
measuring a random quantum decryption query made by A in the pre-challenge phase of Game 1 results in a state
(CT, C) where CT = (vk*, ct, o) satisfies Ver(vk™, ct, o) = 1. Similar to our discussion in Subsection 1.2 above, note
that such a state breaks the one-time strong unforgeability of SIG; in other words, we can construct a QPT adversary
BL. such that Poyess < Advg}ggiw as follows.

sig

Bl,, first receives the verification key vk* from its SUF-challenger w.r.t. SIG. Then B, , generates (PP, MSK) «
KGen(1*) by itself and forwards PP to the qCCA-cKG adversary A; B}, also samples i <= [g,r]. To respond to
A’s classical KGen(MSK, ) oracle queries in the pre-challenge phase, B, ; uses the generated MSK as in Game 1.
Moving to A’s pre-challenge quantum decryption queries, B!, , responds to them as in Game 1, again using MSK,

but until the i-th query. When A makes its i-th quantum query, B, , measures it to obtain a state (CT, C) where

CT = (vk,ct, 7). B}, then checks if vk = vk* and Ver(vk*,ct,) = 1. If so, B, outputs the signature forgery
(ct, @) to its SUF-challenger; otherwise, it aborts. Now note that BZ; , breaks the one-time strong unforgeability of SIG
(according to Definition 2.4)%0 if the event corresponding to Pyyuess in Game 1 above occurs. Therefore it follows that

30Note that in this reduction, Bii does not query its one-time signing oracle in the SUF security game at all. So technically, we could have relied
on a weaker security property of SIG (weaker than one-time strong unforgeability) to argue the indistinguishability of Games 1 and 2a.
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Pguess < AdVg}éFlgl , and we have
Psig

| Pr[W D] — Pe[W ]| < 2y /Advg}gﬁgim. O

Lemma 8.6. | Pr[IW (%] — Pr[IWW (]| < ne +1/2".

Proof. Games 2a and 2b only differ in the way the post-challenge quantum decryption oracles handle inputs of the
form |CT™, C); in the former, such inputs are rejected if C additionally satisfies (C(xo), C(x1)) # (0,0), whereas in the
latter, they are rejected for any C € C. Now note that these games are distinguishable when in Game 2a, the oracle
|O(cT* x0,x1) (Msk, -, -)) returns “non-_L” outputs with respect to states [CT*, C) where (C(xo), C(x1)) = (0,0). Let’s
denote such event in Game 2q as ;. So we have

| Pr[W )] — Pr[W (]| < Pr[E,]
< Pr[Ey As® # 1" 4+ Pr[Ey As™ =17
< Pr[Ey As* # 1% +1/27,

where s* < {0, 1}", sampled at the beginning of the game, is used to derive CT*. Now let F be the event in Game 2a
where the generated public parameters PP and master secret key MSK contain some (pp;, msk;) which can result in
a correctness error w.r.t. the underlying PE scheme as defined in Section 2 — specifically for such a pair (pp,, msk;),
there exists a tuple (m, x, C, ) such that C(x) = 0 A sk; < KGen(msk;, C) A Dec(sk;, Enc(pp,, m,x; 7)) # L. From
the e-correctness of PE, and applying a union bound across the pairs (pp,, msk;) < Setup(1*) for all i € [n], we have
Pr[FE5] < ne. Therefore,

| Pr[W D] — Pr[W ]| < Pr[E; As* # 17 A —Ey] 4+ Pr[Ey As* # 1" A By +1/27
< Pr[E; As* # 1" A—Es] +ne + 1/2™.

To finish this proof, we will show that Pr[Ey As* # 1" A—E5] = 0. Since we have s* # 1™, some i-th bit of s* is 0. When
computing CT* in the challenge phase, we hence have ctf; ; := Enc(pp;, L|v},x; 7;) and ct} ; <= Encpre(pk;, 011),
as specified in the description of Game 1 (and 2a) above. Now let’s consider the execution of the post-challenge
quantum decryption oracle |Oct+ x, x,)(msk, -, -)) on any state |[CT", C) where (C(xo), C(x1)) = (0,0). According to
Definition 8.1, the oracle should return Dec(KGen(MSK, C), CT*). So during the execution of Dec (see Figure 5), the
oracle computes m; < Dec(sk;, ctai) where sk; «<— KGen(msk;, C). Because we have the event Ey not occurring, note

that m; = _L; this in-turn means that in the execution of Dec, we set d; := 1. Finally, in the last part of Dec’s execution,
we compute m’ < Recover,.(pk;, ct} ;,7;) where 7; < Eval(ppy,,,,,,d, 7). Now observe that we will always have

the Dec algorithm returning L w.r.t. this m’. Since if m" # L and Encp(pk;, m’;7;) = cti ;, then from the perfect

correctness of PKE, we must have m’ = 0**1; this fails the “m’ 2 1|v” check in the Dec algorithm, and the error L is
returned as a result. In other words, if s* # 1™ and the event E5 does not occur, then the event F; does not occur as
well, leading to Pr[F; A s* # 1™ A ~E5] = 0. The lemma thus follows. O

Remark 8.7. Note that in the above proof, we relied on some kind of a “worst-case” correctness definition for PE
(as described in Section 2) with respect to randomness r — especially for predicates C and attributes x that satisfy
C(x) = 0. This is in contrast to the “average-case” PE correctness definition considered in [39, Section 2] wherein the
probability is taken over uniformly random 7. The reason we considered worst-case 7 is because the PE ciphertext ctg ;
is computed as ctf; ; := Enc(pp;, 1|v}, xp; 7 ) wherein the randomness 7 is not uniformly random but is derived as
77 < Eval(ppy,,,,s*,7); and it’s not clear how to use average-case r to show L < Dec(sk;, ctf ;) above.

Unfortunately, it is not hard to see that the constructed PE scheme does not satisfy our worst-case correctness
definition, for negligible error “c”, if we fix the encryption randomness to have s* = 1”. At the same time, one can
show PE does satisfy the average-case correctness definition in [39, Section 2] by using similar arguments as in the
previous proof. We also expect that one can extend the transformation in [26] from a PKE setting to PE to obtain
worst-case correctness for PE (even though we consider it beyond the scope of this paper).
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Now the reason why we introduced the change in Game 2b (i.e., reject post-challenge decryption queries |[CT™, C))
is because, as will be seen in the subsequent lemma, we want to rely on the one-time strong unforgeability of SIG to
argue about indistinguishability of the post-challenge quantum decryption oracles in Games 2b and 2c¢ (recall that in the
latter, decryption queries of the form |CT, C) with CT = (vk™, ct, o) are rejected). And to have a proper reduction, we
want to ensure at a high-level that the qCCA-cKG adversary .4 should not find it useful (i.e., expect a non-_L output)
to make a post-challenge decryption query of the form |CT", C) where C(xg) = C(x1) = 0. Because note that this
would be a valid query to the |O(cT+ x,x,)(MSK, -, -)) oracle in Game 1 (see Definition 8.1); but at the same time, the
SIG-reduction cannot extract a forgery from CT* = (vk™, ct*, c*) as the message/signature pair (ct*, o*) is obtained
from the SUF-challenger and hence cannot be used to win the SUF security game (see Definition 2.4).

We would also like to point out that in the analogous step of the classical CCA security proof for PE which relies
on the security of SIG —i.e., Lemma 5.1 in [39] — the authors do not consider the above case where the PE-adversary
might only make post-challenge decryption queries of the form |CT*, C) with C(xg) = C(x;) = 0; here it would be
difficult for the SIG-reduction to extract signature forgeries from such queries. So we made the necessary change (i.e.,
introducing Game 2b) in our quantum CCA security proof to account for this case, but wherein we rely on worst-case
correctness of the underlying PE scheme as opposed to relying on average-case correctness — or more specifically, the
“correctness for non-decryptable ciphertexts” property described in [39, Section 2]. We also expect that the classical
security proof for PE in [39] would likely need to rely on such a worst-case correctness notion.

Lemma 8.8. There exists a QPT adversary B2, g such that

| Pr[W(%)] _ Pr[W(2c)]| < 2¢post 4 /Advgllgggm.

Proof. We again use Lemma 2.1 to bound | Pr[TW (?%)] — Pr[W (29)]|. First we simulate the pre-challenge phase of Game
2b (and 2c¢) using an algorithm A, as follows: A, generates (PP, MSK) +— KGen(1*) and (vk*, sk*) < Geng;, (1)
as in Game 2b and forwards PP to adversary \A. Then A,,. responds to A’s classical key generation queries and
quantum decryption queries in the pre-challenge phase using MSK as in Game 2b (and 2¢) (specifically for the latter
queries, note that A,,. now rejects states of the form |CT, C) where CT = (vk, ct, o) with vk = vk™). After receiving
(mo,xp), (M1,x1) from A, the algorithm A,,. also simulates the challenge phase of Game 2b (and 2¢) by choosing the
values b +— {0,1}, s* < {0,1}", v; < {0,1}* and 7} < Eval(ppy,,,.4.s*, i) for all i € [n] in order to compute CT*
(again the o* component of CT" is derived using the initially generated sk™). A,,. then forwards CT" to A. At the
same time, A, also forwards the input z := ((PP, MSK), (vk™,sk™), b, CT™, (x,x1)) to a quantum oracle algorithm
Apost. Now Apo has quantum access either to the post-challenge decryption oracle GG in Game 20 (i.e., which rejects
inputs of the form |CT, C) where CT = CT") or to the updated post-challenge decryption oracle H in Game 2¢ (i.e.,
which also rejects inputs of the form |CT, C) where CT = (vk™, ct, ¢)). Using its quantum oracle, and input z, Apst
proceeds to simulate the post-challenge phase of Game 2b or 2¢ towards A depending on whether the quantum oracle is
G or H (i.e., Ao uses its oracle to respond to A’s quantum decryption queries, and the (MSK, (xo, x1)) part of its
input z to respond to .A’s classical key generation queries as in Game 2b and 2c). Finally, A, outputs 1 if and only if
the output bit of A is b.

Observe that Pr[W(?)] = Pr[1 « AS ,(2)] and Pr[W (9] = Pr[1 < A (2)], and therefore by Lemma 2.1
we have | Pr[IW ()] — Pr[iw(29]| < 2Gpost \/ Pauesss Where Pyyess is probability of the event when measuring a
random quantum decryption query of A in the post-challenge phase of Game 2b results in a state (CT, C) where
CT = (vk™, ct, o) satisfies Ver(vk*, ct,0) = 1 and CT # CT". As in the proof of Lemma 8.5, we again note that such
a state allows us to break one-time strong unforgeability of SIG — i.e., we can construct a QPT adversary 32, o such that
Pouess < AdVsig 52,
2.
sig
Then B, o generates (PP, MSK) < Setu p(1*) and forwards PP to adversary .A. It then responds to A’s pre-challenge

classical KGen(MSK, -) queries and quantum decryption queries using MSK as in Game 2b (and 2c); in particular,
BB2;, also rejects states of the form [CT, C), w.r.t. A’s latter quantum queries, where CT = (vk, ct, o) with vk = vk*.
When B?ig receives (Mo, Xg), (M1,x1) from A, it derives the challenge ciphertext CT* as in Game 2b by selecting
b+« {0,1},s" « {0,1}", v} + {0,1}* and 7} < Eval(ppy,,,4,s*, ) forall i € [n]; but most importantly, to compute
the o* component of CT*, B2, , makes a one-time query to its SUF challenger to obtain a signature o™ on the “message”

2

To be specific, B, does the following: B7;, first receives the SIG verification key vk™ from its SUF-challenger.
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ct* = (ctf, (ctf i, Cty 4, Cts ;)icn]) WLt the (secret) signing key sk™ (i.e., 0* « Sign(sk™, ct*)). B2, then forwards

CT* = (vk*,ct*,0*) to A. At the same time, Bgig samples a query number ¢ <— [gpos¢] and proceeds to respond to
A’s post-challenge quantum decryption queries using MSK as in Game 2b until the i-th query (it responds to A’s
classical key generation normally as in Game 2b again using MSK); also note that with regards to the decryption
queries (until the i-th one), B2 , additionally rejects states of the form |[CT", C). When A makes its i-th quantum
decryption query, B2;, measure it to obtain a (classical) state (CT, C) where CT = (vk,ct, o). B2, then checks if
vk = vk*, Ver(vk*,ct, &) = 1 and (ct, &) # (ct*,o*). If these checks pass, Bﬁig outputs the signature forgery (ct, )
to its SUF-challenger; otherwise, it aborts. It’s not hard to see that B2, , wins the SUF security game w.r.t. SIG when the

. . SUF
above event corresponding to Py, occurs in Game 2b. We hence have Pyyees < Advsm, B2, and therefore

| Pe[W )] — Pr[W 9| < 2qp0st 4 /Advg}gsgig. O

We now remark that the proofs of most of the subsequent lemmas are (almost) identical to those presented in [39,
Section 5.1]. But nonetheless we sketch them out for the sake of completeness.
Lemma 8.9. There exists a QPT adversary By, such that | Pr[W (2] — Pr[W®)]| <n - AdvEﬁ%’Bm.
Sketch. As mentioned in the proof of [39, Lemma 5.2], note that the sampled values w; < {0, 1})‘ at the start of Game
3, for all i € [n], are not used anywhere else. So for each i € [n], we can rely on the security of PRG with respect to
seed w; (see Definition 2.5) to replace the value PRG(w;) in Game 3 with a uniformly random value in {0, 1}* so as to
obtain a; < {0, 1}5 as in Game 2c; note %t the individual PRG-reductions, for each 4, can simulate the decryption
oracles in quantum superposition towards PE-adversary .4 by having access to the master secret key MSK. Finally, we
can apply a hybrid argument across all i € [n] to finish the proof of this lemma. O

Lemma 8.10. |Pr[WW®)] — PriwW®]| < n - 2721

Sketch. Recall that Games 3 and 4 only differ in the way value d € {0,1}" is computed by the decryption oracles
(in both pre-challenge and post-challenge phases). Now relying on correctness of the underlying PE and PKE, it is
essentially shown in [39, Lemma 5.3] that unless some “bad” random coins are sampled in the games’ setup phase, for
any input state |(CT, C)), the oracles in Games 3 and 4 either compute the same d or they compute different d’s which
will however result in both outputting | at the end; in other words, the (quantum) decryption oracles in both games
behave identically except for some negligible probability. And it was also concretely shown in the proof of [39, Lemma
5.3] that this probability, taken over the random coins used in the setup phases of Games 3 and 4, is at-most n - 2= 1,
We hence have | Pr[IWW®)] — Pr[W®)]| < n - 2-*+1. (Note that the analysis in [39, Lemma 5.3] should also extend
to our quantum CCA setting because the above probability in the setup phase should not be affected by whether the
adversary A has classical or quantum access to decryption oracles in subsequent pre-challenge/post-challenge phases of
the game.) O

Lemma 8.11. There exists a QPT adversary By, such that | Pr[W®] — PrwW®)]| < n - AdVgPK/?Eprke.

Sketch. The only difference between Games 4 and 5 is the computation of challenge ciphertext CT*. With respect to
the fixed value s* € {0, 1}"™ sampled at the setup phase, for all bit positions ¢ € [n] where the i-th bit of s* is 0, we have
ct}; < Encyre(pk;, A1) in the former game and ct ; <= Encpre(pk;, 1|w;) in the latter game. As also observed in

the proof of [39, Lemma 5.4], note that the decryption oracles do not require the PKE secret keys sk’ ¥ for the above
bit positions ¢ € [n]. This allows us to devise straightforward PKE-reductions to CPA security for each such position 4
wherein the reductions can simulate the quantum decryption oracle towards PE-adversary A as they can generate the
secret key material required for decryption (i.e., PE master secret keys (msk;);c[») and PKE secret keys (sk? ke) j£i)
themselves. We can then apply a hybrid argument across all bit positions i € [n], where the i-th bit of s* is 0, to finish
the proof. O

Lemma 8.12. There exists a QPT adversary B, such that | Pr[W®)] - Pr[W®]| < n - Ade‘E‘}B;e.
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Sketch. As in the previous proof, the only difference between Games 5 and 6 is the derivation of CT* — namely,
w.r.t. the fixed s* € {0, 1}" sampled at the setup phase, for all positions ¢ € [n] where the i-th bit of s* is 1, we have
cty ; < Enc(pp;, 0**1, x,) in the former and cty ; := Enc(pp;, 1|w;,xp) in the latter. Again as noted in the proof of [39,
Lemma 5.5], the decryption oracles do not require the PE decryption keys sk; for such bit positions ¢. This allows us to
derive PE-reductions to one-sided CPA security (under classical key generation queries; see Definition 2.12) for each
of these 4 positions, where the reductions respond to PE-adversary .A’s queries (in the pre-/post-challenge phase) as
follows:

* For classical key generation queries, the PE-reductions can use their own classical access to the KGen(msk;, -)
oracle, as well as the self-generated PE master secret keys (msk;) j;, to respond.

* For quantum decryption queries, note that for each input state |CT, C), the reductions don’t have to evaluate
KGen(MSK, C) first. As noted above, because of the change introduced in Game 4 to the decryption oracle,
we don’t need to extract sk; «+— KGen(msk;, C) (where the i-th bit of s* is 1) to decrypt CT; the reductions can
instead decrypt using other self-generated PKE secret keys (sk” ke)ie[n] and PE master secret keys (msk;) i,
and can also do so in superposition.

Finally, we can apply a hybrid argument across all bit positions i € [n], where the i-th bit of s* is 1, to finish the proof.]
Lemma 8.13. |Pr[WW©®)] — Pr[w (]| < n .27

Sketch. As described in the proof of [39, Lemma 5.6], a similar reasoning to that of Lemma 8.10 applies here too. [J
Lemma 8.14. Pr[IWW (] = Pr[iw®)].

Proof. Game 8 is obtained by swapping the variable names of setup values v; and w; in Game 7 for ¢ € [n] where
the ¢-bit of s* is 1. Note that this variable renaming will not affect the qCCA-cKG advantage of adversary .4, when
changing from Game 7 to Game 8, in any way. O

Lemma 8.15. There exists a QPT adversary By, such that | Pr[W®)] — Pr[iw ]| < Advlﬁ'PgSGthmg.

Sketch. To argue about the indistinguishability of Games 8 and 9, we can derive a straightforward reduction to the
security of HPRG (as formalized in Definition 8.3), similar to the proof of [39, Lemma 5.8], wherein the HPRG-
adversary simulates the quantum decryption oracle towards A by using the PE master secret keys (msk;);c[,,) and PKE

secret keys (sk? ke)ie[n] that it generates itself.

Lemma 8.16. There exists a QPT adversary B}, such that | Pr[W®] — Prw (9] < n - Ade};‘}Bge.

Sketch. The only difference between Games 9 and 10 is the computation of CT"; forall i € [n], ctj ; + Enc(pp;, 1|v;; %)
in the former and ctj ; < Enc(pp;, 1|v];x0) in the latter. Because of the change introduced in Game 7, also note that
the decryption oracles do not need the PE decryption keys sk; for all ¢ € [n]. Hence similar to the proof of Lemma 8.12
above, we can derive straightforward PE-reductions to one-sided CPA security (under classical key generation queries)
for each individual ¢ € [n], and then use a hybrid argument in the end. O

Lemma 8.17. Pr[IW (9] = 1/2.

Proof. As described in the proof of [39, Lemma 5.10], note that in Game 10, ct is uniformly random because of
the change introduced in Game 9 (replacing “Eval(ppy,,,.4,s",0)” with a uniformly random value in {0, 1}%); this in
particular means that the message my is perfectly hidden. Similarly, as the remaining components (ctai)ie[n] and
(ct];)ie[n) in Game 10 are derived as ctj ; <= Enc(pp;, 1|vj;xo) and ctj ; - Enc(pk;, 1|w;), there is no information
on bit b in the challenge ciphertext CT*. Hence adversary A cannot do better than a random guess in guessing bit b
(this is true irrespective of whether .4 has quantum access to the decryption oracle). O
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By collecting all of the above bounds, we get

qCCA-cKG CPA CPA hPRG CPA PRG
Advﬁ,A S mn - AdVPE,le)e —+ AdVPE,Bge —+ AdVHPRG,BhPT‘q +n- AdVPKE7Bpke +n- AdVPRG7Bp’rg

+2q - <\/Adv§}£82m + \/Advgllggzig) Yneed1/27 4 2n. 27 M
which concretely establishes the qCCA-cKG security of PE. O

Security Under Quantum Key Generation Queries As mentioned in Remark 8.2 above, the reason why we do not
consider quantum key generation queries in our (one-sided) qCCA security definition for PE schemes (Definition 8.1) is
because the challenger cannot record such quantum queries to the pre-challenge KGen(msk, -) oracle in a straightforward
manner. One way to overcome this issue is to simply remove the pre-challenge phase from our security definition —i.e.,
the adversary is not allowed to make quantum key generation (and decryption) queries before forwarding its challenge
attributes xg, x; (and messages mg, my). The classical analog of this definition is referred to as semi-adaptive security
of PE/ABE in the literature (see e.g., [16, Definition 2.6]); this is in contrast to adaptive security which includes a
pre-challenge phase as in our Definitions 2.12 and 8.1.

Now it is straightforward to adapt our “adaptive” qCCA-cKG security definition for PE in Definition 8.1 to make it
semi-adaptive, while at the same time, allow the adversary to make quantum key generation queries. It is also not hard
to extend our qCCA-cKG security analysis of PE (Theorem 8.4) above to this new semi-adaptive “qCCA-qKG” setting
wherein we would have to rely on the (semi-adaptive) “CPA-qKG” security of the underlying PE scheme; to be a bit
more specific, the PE-reductions to “CPA-qKG” security — similar to those in the proofs of Lemmas 8.12 and 8.16
above — would use their quantum access to the |KGen(msk;, -)) oracle to simulate the quantum key generation oracle
|KGen(MSK, -)) towards PE-adversary A.

Remark 8.18. Note that in our qCCA security definition for PE schemes, we are still considering classical challenge
messages—similar to our treatment of PKE schemes as pointed out in Remark 1.2 above. We leave it as an interesting
open problem to extend the techniques in [19] from the PKE setting to construct a fully adaptive “qIND-qCCA-qKG”
secure PE scheme with respect to quantum key generation (and decryption) queries, even in the pre-challenge phase,
and challenge messages in quantum superposition.
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