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Enter Quantum Computing

Polynomial-Time Algorithms for Prime Factorization
and Discrete Logarithms on a Quantum Computer*

Peter W. Shorf

Abstract

A digital computer is generally believed to be an efficient universal computing
device; that is, it is believed able to simulate any physical computing device with
an increase in computation time by at most a polynomial factor. This may not be
true when quantum mechanics is taken into consideration. This paper considers
factoring integers and finding discrete logarithms, two problems which are generally
thought to be hard on a classical computer and which have been used as the basis
of several proposed cryptosystems. Efficient randomized algorithms are given for
these two problems on a hypothetical quantum computer. These algorithms take
a number of steps polynomial in the input size, e.g., the number of digits of the

integer to be factored.
[FOCS'94]
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EXPERTS' ESTIMATES OF THE LIKELIHOOD OF A QUANTUM COMPUTER
ABLE TO BREAK RSA-2048 IN 24 HOURS

The experts were asked to indicate their estimate for the likelihood of a quantum computer that is
cryptographically relevant—in the specific sense of being able to break RSA-2048 quickly—for
various time frames, from a short term of 5 years all the way to 30 years.
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PQC Standardization Process: Third Round Candidate
Announcement

NIST is announcing the third round finalists of the NIST Post-Quantum Cryptography Standardization Process.
More details are included in NISTIR 8309.

Classic McEliece:
conservative code-based cryptography

July 22,2020
10 October 2020

Principal submitter

It has been almost a year and a half since the second round of the NIST PQC Standardization Process began. After
careful consideration, NIST would like to announce the candidates that will be moving on to the third round.

This submission is from the following team. listed in alphabetical order:

Martin R. Albrecht, Information Security Group, Royal Holloway, University of London
Daniel J. Bernstein, University of Illinois at Chicago and Ruhr University Bochum
Tung Chou, Academia Sinica

Carlos Cid. Royal Holloway, University of London and Simula UiB

Jan Gilcher, ETH Ziirich

Tanja Lange, Eindhoven University of Technology

Varun Maram, ETH Ziirich

Ingo von Maurich, self

Rafael Misoczki, Google

Ruben Nieder! 1, University of Sonthern Denmark

Third Round Finalists Alternate Candidates

Public-Key Encryption/KEMs Public-Key Encryption/KEMs
Classic McEliece BIKE

CRYSTALS-KYBER Kenneth G. Paterson, ETH Ziirich
Edoardo Persichetti, Florida Atlantic University
NTRU HQC Christiane Peters, self
SABER NTRU Prime Peter Schwabe, Max Planck Institute for Security and Privacy & Radboud University

Nicolas Sendrier, Inria

Jakub Szefer, Yale University

Cen Jung Tjhai, PQ Solutions Ltd.

Martin Tomlinson, PQ Solutions Ltd. and University of Plymouth
Wen Wang, Yale University
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