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• Prior works either analyze the hybrid 
key exchange in isolation, or…

• … analyze post-quantum SSH in 
unsuitable protocol models, such as 
“authenticated key exchange (AKE)”.  

[CSF ‘24]
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• We establish security of SSH in a PQ-
extension of ACCE model that accounts 
for “harvest now, decrypt later” attacks.

• Analysis also captures forward secrecy 
(unlike the classical ACCE analysis in [BDKSS14]).

• We then prove corresponding PQ security 
properties of SSH primitives.[BDKSS14]: F. Bergsma, B. Dowling, F. Kohlar, J. Schwenk, D. Stebila, “Multi-

ciphersuite Security of the Secure Shell (SSH) Protocol”, CCS 2014
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KEM

“IND-CPA”
(passive security)

“Fujisaki-Okamoto” 
transform

• PQ-SSH analysis of [BlaJac24] relies on 
IND-CCA secure (ephemeral) KEMs.

• Whereas our analysis relies on the weaker 
property of IND-CPA security.

• Our analysis suggests FO transform is not 
needed, which in turn can lead to 
performance improvements in PQ-SSH. 

𝑐𝐶

D. Miller, “OpenSSH PQC: Past, Present, Future”, RWPQC 2024
[BlaJac24]: B. Blanchet, C. Jacomme, “Post-quantum sound CryptoVerif
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[Asiacrypt ‘24][Eurocrypt ‘22]

IND-CPA secure ephemeral 
KEMs suffice for PQ-TLS too!
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Discussion

Damien Miller
(OpenSSH Maintainer)

Efficient IND-CPA secure KEMs 
suffice for post-quantum SSH!

Cool! Are such IND-CPA secure 
KEMs FIPS-compliant?

😶

Should NIST have an “on-ramp” 
process for IND-CPA secure KEMs 
w.r.t. key exchange protocols?  

NIST, “Call for Proposals for Post-Quantum Cryptography Standardization”, December 2016
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