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Top 10 real-world cryptographic protocols.

Here are ten widely used real-world cryptographic protocols that help secure communication,

authentication, and data integrity across various applications:

1. Transport Layer Security (TLS) / Secure Sockets Layer (SSL)
e Use Case: Secure web browsing (HTTPS), email encryption, VoIP, and more.

e Description: TLS (successor to SSL) encrypts data transmission between clients and servers to

ensure confidentiality and integrity.

2. Secure Shell (SSH)
e Use Case: Secure remote access to servers and encrypted file transfers (SCP, SFTP).

e Description: Uses public-key cryptography and symmetric encryption to secure login sessions over

an unsecured network.
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2. Secure Shell (SSH)

e Use Case:[Secure remote access to servers and encrypted file transfers (SCP, SFTP).

e Description: Uses public-key cryptography and symmetric encryption to secure login sessions over

an unsecured network.
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2. Secure Shell (SSH)

e Use Case: Secure remote access to servers and encrypted file transfers (SCP, SFTP).

e Description: Uses|public-key cryptography and symmetric encryption|to secure login sessions over

an unsecured network.
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2. Secure Shell (SSH)

e Use Case: Secure remote access to servers and encrypted file transfers (SCP, SFTP).

e Description: Uses|public-key cryptography and symmetric encryption|to secure login sessions over
an unsecured network.
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2. Secure Shell (SSH)

e Use Case: Secure remote access to servers and encrypted file transfers (SCP, SFTP).

e Description: Uses|public-key cryptography|and symmetric encryption to secure login sessions over

an unsecured network.
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2. Secure Shell (SSH)

e Use Case: Secure remote access to servers and encrypted file transfers (SCP, SFTP).

e Description: Uses|public-key cryptography|and symmetric encryption to secure login sessions over

an unsecured network.
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TERRAPIN ATTACK: BREAKING SSH CHANNEL INTEGRITY BY
SEQUENCE NUMBER MANIPULATION

(*Analysis needs to assume a fix to the Terrapin Attack in the classical setting.)
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* Analysis also captures forward secrecy

“Pseudo- “IND-CPA” “BSAE” “EUF-CMA” (unlike the classical ACCE analysis in [BDKSS14]).
random”  (passive security) (Buffered Stateful(existentially unforgeable)
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Post-quantum sound CryptoVerif and verification of * PQ-SSH analysis of [BlaJac24] relies on

hybrid TLS and SSH key-exchanges IND-CCA secure (ephemeral) KEMs.

Theorem 5 (Post-quantum SSH security, simplified)
Under the post-quantum|IND-CCA2|assumption for the KEM,
_ the post-quantum PRF assumption for dPRF and PRFc, the
CR assumption for h, the classical EUF-CMA assumption
for signatures, the hybrid SSH key exchange ensures| forward
secrecy even against quantum attackers, provided quantum
attackers do not exist yet when the handshake is performed.

[BlaJac24]: B. Blanchet, C. Jacomme, “Post-quantum sound CryptoVerif
and verification of hybrid TLS and SSH key-exchanges”, CSF 2024
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client/server algorithms proposal

e 2022/02 OpenSSH promotes this algorlthm the becurity” * PQ-SSH analysis of [Blalac24] relies on
highest-preference position ; IND-CCA secure (ephemeral) KEMs.

KEM — KEM * Whereas our analysis relies on the weaker
“Fujisaki-Okamoto” property of IND-CPA security.
“IND-CPA” transform “IND-CCA”
(passive security) (active security) o

Our analysis suggests FO transform is not
D. Miller, “OpenSSH PQC: Past, Present, Future”, RWPQC 2024 needEd, which in turn can lead to

[BlaJac24]: B. Blanchet, C. Jacomme, “Post-quantum sound CryptoVerif . . _
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Table 1. IND-CCA vs IND-CPA benchmarks w.r.t. ephemeral KEMs in post-quantum SSH.

Scope KEM IND-CCA][s] IND-CPA|[s| Speedup|[%]
sntrup761 2.8164-107% 2.7056 - 102 3.93
Primitive-level mlkem768 2.7853-107° 1.3242-107° 52.46
(CPU timings of all KEM operations) sntrup761x25519-sha512 3.0290 - 1072 2.9105- 107 3.91
mlkem768x25519-sha256 3.1412-10"2 3.1015-107° 1.26
Protocol-level sntrup761x25519-shab12 0.1565 0.1534 1.98

(Networks timings of an SSH connection) mlkem768x25519-sha256 0.1325 0.1316 0.68
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Table 1. IND-CCA vs IND-CPA benchmarks w.r.t. ephemeral KEMs in post-quantum SSH.

Scope KEM IND-CCA][s] IND-CPA|[s| Speedup|[%]
sntrup761 2.8164-107% 2.7056 - 102 3.93
Primitive-level mlkem768 2.7853-107° 1.3242-107° 52.46
(CPU timings of all KEM operations) sntrup761x25519-sha512 3.0290 - 1072 2.9105- 107 3.91
mlkem768x25519-sha256 3.1412-10° 3.1015-107° 1.26
Protocol-level sntrup761x25519-shab12 0.1565 0.1534 1.98
(Networks timings of lan SSH connection|) mlkem768x25519-sha256 0.1325 0.1316 0.68

Small performance gains
should accumulate in large
scale SSH deployments.

Measurement w.r.t. a
single SSH connection.
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Scope KEM IND-CCA [s] IND-CPA][s] Speedup[%]
sntrup761 2.8164-107% 2.7056 - 102 3.93
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\ \

Small performance gains IND-CCA — IND-CPA leads
should accumulate in large to ~80% reduction in

scale SSH deployments. hash computations.
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single SSH connection.
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KEMs in post-quantum SSH.

<tra hash can be?

D-CCA[s] IND-CPA [s] Speedup[%)]

asha Frolov and Rafael Misoczki

e Key exchange is a (very) commonly performed operation at Meta 164 . ]_0 i 2 ] 7056 . ]_O _ 393

o Currently, “0.05% of CPU cycles in Meta’s data centers are spent doing X25519 key exchange 853 . ]_0 1 3242 . 10 52 46
inti i i i ini dards specs
is dat t is useful for making cost estimates while defining PQC stan — —
> N e 2901072 2.9105-107* 3.91
e This mears 3 4

o Deploying post-quantum key exchange has a non-negligible capacity cost 412 - 10 3.1015-10 1.26

o Apparently innocuous steps|can cost hundreds of thousands or even millions of dollars a year 0.1565 0.1534 1.0%

m e.g. extra hashing steps, like hashing randomness or hashing parts of the transcript, which are 0.1316 0.63

0.1325

being discussed as part of finalizing Kyber specification

m Even if an extra step does not affect latency,/the extra power usage/consumption|of shared

resources on highly parallel servers still has costs

Feedback? Write to sashafrolov@meta.com or rafam@meta.com.

S. Frolov, R. Misoczki, “Meta PQC Updates”, RWPQC 2024 (https://x.com/bwesterb/status/1771958142147973390)

-

IND-CCA — IND-CPA leads

to ~80% reduction in
hash computations.
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