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Symmetric Primitives…

hash function, compression function …

One-Way Functions:
Easy to evaluate, hard to invert.

(fixed key) block cipher, round of sponge …

Permutations:
Easy to evaluate, often easy to invert.



Symmetric Primitives…

Random Permutation Model

H ← $

x
H(x)

R ← Sym(N)

x
R(x) / R-1(x)

Random Oracle Model:
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Reduction can do more stuff:
● record attacker’s query
● reprogram the response

Random Oracle Model:
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The Gap in Existing Toolboxes

Quantum Random Oracle Model:

Rich QROM toolbox:
- Query recording
- many flavours of reprogramming:

- measure and reprogram
- one-way to hiding
- adaptive reprogramming

- Techniques for auxiliary inputs
- many more…

Quantum Random Permutation Model:

Not a lot is known for QRPM:
- Almost no, or very restricted, query 

recording [MMW24]
- Some reprogramming tools proven via 

tailored approach [ABKM21, CHLYY25]
- Almost no auxiliary-input techniques

QROM QRPM
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Quantum Random Oracle Model:

Rich QROM toolbox:
- Query recording
- many flavours of reprogramming:

- measure and reprogram
- one-way to hiding
- adaptive reprogramming

- Techniques for auxiliary inputs
- many more…

Quantum Random Permutation Model:

Not a lot is known for QRPM:
- Almost no, or very restricted, query 

recording [MMW24]
- Some reprogramming tools proven via 

tailored approach [ABKM21, CHLYY25]
- Almost no auxiliary-input techniques

QROM QRPM

This work: a generic lifting of
QROM tools → QRPM tools!

Concurrent: compressed permutation 
oracle, albeit with a big loss [Carolan25]
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P3FQ, a random permutation simulator:

Y = P ∘ [3-round Feistel] ∘ Q(X)

random functions
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Core Idea

random permutations

random functions

P3FQ
Y = P ∘ [3-round Feistel] ∘ Q(X)



Core Idea

Outer random permutations:
● provide indistinguishability
● hide internal Feistel, and

hide each other.

Inner random oracles smuggle
QROM tools:
● reprogramming
● query recording, etc.



Core Idea
Also: ∃ efficient (stateful) simulation

1. QRO simulation via Zhandry’s compressed oracle technique
2. QRP simulation via the “mix-and-cut” technique:

recurse on top half
via QRO#2

recurse on bottom 
half via QRO#3

QRO-based
“mild” shuffle
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Lifting Query Recording

Compressed oracle: record H1, H2, H3 queries



Lifting Query Recording

Compressed oracle: record H1, H2, H3 queries

For P3FQ: record (X, Y) if  ∃ “consistent chain”:
Q(X) = (x1 , y1 ⊕ x2) and P(x3 , x2 ⊕ y3) = Y and x1 ⊕ x3 = y2



Lifting Query Recording

Compressed oracle: record H1, H2, H3 queries

For P3FQ: record (X, Y) if  ∃ “consistent chain”:
Q(X) = (x1 , y1 ⊕ x2) and P(x3 , x2 ⊕ y3) = Y and x1 ⊕ x3 = y2

We recover existing lower bounds: double-sided zero search, i.e., find 𝑅 𝑥, 0𝑛 = (𝑦, 0𝑛)
and obtain new lower bounds: finding k > q input-output pairs of 𝑅(∙) in q queries
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Lifting Adaptive Reprogramming

H ← $

|x⟩|H(x)⟩
D

X Prog(D)
1. X ← D
2. H(X) := $

or

[GHHM21] theorem:
Indistinguishable for D
with high min-entropy.

≈
No Prog(D)
1. X ← D



Our lifting theorem:
Indistinguishable for D
with high min-entropy.

Lifting Adaptive Reprogramming

P3FQ

|x⟩
|P3FQ(x)⟩, or
|P3FQ-1(x)⟩

No Prog(D)
1. X ← D

D

X Prog(D)
1. X ← D
2. “P3FQ(X) := $”

or

≈



Interlude

|x⟩ D

X

or
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Lifting Adaptive Reprogramming

D

X

~$
$

$

P is masking Q ⇒ X is indep. of Q
⇒𝐻∞( x₁ := left wire of Q(X)| Q ) ≈ 𝐻∞(X)
⇒ apply [GHHM21] for “H₁(x₁) := $” and for H₂

Prog(D)
1. X ← D
2. “P3FQ(X) := $”



Prog(D)
1. X ← D
2. “P3FQ(X) := $”

Lifting Adaptive Reprogramming

D

X

~$
$

$

P is masking Q ⇒ X is indep. of Q
⇒𝐻∞( x₁ := left wire of Q(X)| Q ) ≈ 𝐻∞(X)
⇒ apply [GHHM21] for “H₁(x₁) := $” and for H₂

Also: it works in the 
auxiliary input model!



Reprogramming With Advice

H ← $

|x⟩|H(x)⟩
D

X Prog(D)
1. X ← D
2. H(X) := $

or

[GHHM21] theorem:
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H ← $

Prog(D)
1. X ← D
2. H(X) := $

or

[GHHM21] theorem:
Indistinguishable for D
with high min-entropy.
But with advice?

≈
No Prog(D)
1. X ← D

z

preprocessing 
attack

?

Reprogramming With Advice



H ← $
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1. X ← D
2. H(X) := $

or

No Prog(D)
1. X ← D

z

Reprogramming With Advice

|x⟩|H(x)⟩
D

X

Our new theorem:
Indistinguishable for D
with high min-entropy –
even with (finite) advice!

≈
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z

Reprogramming With Advice

|x⟩|H(x)⟩
D

X

Our new theorem:
Indistinguishable for D
with high min-entropy –
even with (finite) advice!

≈
Then using our P3FQ lifting,

AI-QROM → AI-QRPM!



Reprogramming With Advice

P3FQ

|x⟩
|P3FQ(x)⟩, or
|P3FQ-1(x)⟩

No Prog(D)
1. X ← D

D

X Prog(D)
1. X ← D
2. “P3FQ(X) := $”

or

≈

z

Our new theorem:
Indistinguishable for D
with high min-entropy –
even with (finite) advice!
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a permutation-based variant of Fiat-Shamir, considered by Signal

Applications: Duplex-Sponge Fiat-Shamir (DSFS)
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some 

secret

Prover

Verifier

a
c₁
z₁

ck

…

some 

secret

accept / reject

Prover

Verifier…DSFS

a permutation-based variant of Fiat-Shamir, considered by Signal

Applications: Duplex-Sponge Fiat-Shamir (DSFS)

a; absorb(a)
c₁ := squeeze( )
z₁; absorb(z₁)

ck := squeeze( )
zk

accept / reject
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a permutation-based variant of Fiat-Shamir, considered by Signal

Applications: Duplex-Sponge Fiat-Shamir (DSFS)

We prove its:
1. post-quantum ZK (also w.r.t. preprocessing distinguishers), and
2. soundness preservation

via lifting 2 different QROM reprogramming techniques to QRPM.

zk

some 

secret

Prover

Verifier

a
c₁← $
z₁

ck

…

some 

secret

accept / reject

Prover

Verifier…DSFS

a; absorb(a)
c₁← $
z₁; absorb(z₁)

ck ← $
zk

accept / reject

← $

Using our P3FQ 
reprogramming
with advice!
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Thank you for listening.

ia.cr/2026/146
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